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Abstract—The paper presents (1) a systematic study of the
soundness of feature-oriented debloating techniques that use
inputs for feature specification and (2) BLOCKAUG, a new
blocking method we propose for soundness improvement.

Feature-oriented debloating aims to eliminate code bloat
corresponding to unneeded program features. Many of these
techniques rely on a usage profile—typically a set of inputs—
to specify the features that should be preserved. They tend to
produce programs overfitted to the provided inputs, introducing
soundness issues in the form of bugs and vulnerabilities that
threaten program correctness and security. However, no prior
work has systematically studied the soundness of existing input-
based debloating techniques and analyzed the types and causes
of the soundness issues they introduce. To fill this gap, we
applied 7 input-based techniques to 18 programs from two
existing benchmarks for debloating and used three fuzzers with
multiple sanitizers to detect soundness issues. Our results show
that current techniques are highly unsound, as they can introduce
a number of issues leading to program crashes. A key cause of
the issues is the inappropriate deletion of soundness-related code,
such as conditional checks for invalid cases, whose removal can
lead to unexpected program states and unconditioned execution.

To improve the soundness of such input-based debloating, we
propose BLOCKAUG, a blocking method applicable to coverage-
based techniques. The core idea is to identify each branch deleted
by coverage-based code pruning and, instead of leaving the
branch empty, augment it to block any execution from passing
it through and causing problems. To assess the effectiveness of
BLOCKAUG, we used it to augment the debloated programs
generated by four coverage-based techniques and evaluated the
program soundness and generality. We found that BLOCKAUG
can significantly improve soundness, at the cost of slightly increas-
ing the program size. Although BLOCKAUG can alter program
semantics, it does not significantly reduce generality; empirically,
it largely preserves the program’s ability to handle feature-related
inputs not seen during debloating. Moreover, BLOCKAUG can
forbid unexpected execution of any inputs the program should not
have processed, thereby improving the program trustworthiness.

Index Terms—Input-based debloating, soundness

blocking-based augmentation.

study,

I. INTRODUCTION

Programs are increasingly large and complex. To support
a wide range of users, complex programs often provide an
abundance of features. Unfortunately, most users exercise only
a small portion of the features [1], leaving the remainder rarely
used and mostly unneeded. This observation is supported by
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Quach et al. [2], who found that more than 60% of the code
and their corresponding features are not exercised in typical
use across a variety of complex programs including utilities,
compilers, web browsers, and OS kernels. The large amount
of unneeded features gives rise to code bloat [3]-[5], which
can lead to severe performance degradation, resource waste,
and security compromises [S]-[9].

To mitigate the negative effects of code bloat, feature-
oriented debloating techniques have emerged [10]-[21] to
identify and eliminate unneeded features and their code.
These techniques differ in how features are specified and how
debloating is performed. For example, OCCAM [22], [23]
and TRIMMER [17] adopt configuration-based specifications to
capture the program’s deployment context. They perform de-
bloating via compiler-based optimizations, leveraging constant
configuration values to generate a reduced program tailored to
a specific context.

Among existing techniques, a prominent group [10], [11],
[13], [14], [16], [19], [20] specifies features using a profile
of concrete inputs. These inputs characterize the features
that must be preserved after debloating. We refer to such
techniques as the input-based debloating techniques and to
the specification inputs as debloating inputs. Because input-
based specifications are relatively easy to construct, and these
approaches are application-agnostic, they are well-suited for
general-purpose feature-oriented debloating [19].

Guided by the input specification, current input-based tech-
niques adopt dynamic methods based on delta debugging [24],
[25] and execution-derived code coverage. These methods
eliminate code that does not affect program behavior with
respect to the debloating inputs. They produce a reduced pro-
gram that is guaranteed to behave correctly (i.e., as the original
program does) for the debloating inputs so as to “preserve”
the needed features. Unfortunately, because a set of inputs
often serves as an incomplete specification, current techniques
tend to produce debloated programs that are overfitted to the
inputs, introducing soundness issues in the form of bugs and
vulnerabilities that threaten program correctness and security.
For example, a technique may remove a null check for a
variable x if x never evaluates to null for any debloating input,
creating a soundness issue: the reduced program can crash
when z is null in executions not covered by those inputs.

No prior study has systematically investigated the extent to
which feature-oriented debloating techniques introduce sound-
ness issues or analyzed the types, distribution, and causes of
the issues. Such an investigation is crucial, as it provides key
insights into how the soundness of feature-oriented debloating
can be improved.
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To fill this gap, we conducted a systematic soundness
study focusing on the input-based debloating techniques, given
their practicality and suitability for general-purpose feature-
oriented debloating. We identify soundness issues as crashes
exposed by existing fuzzers and sanitizers, rather than as
potential warnings flagged by static analyzers, since static
analyzers are prone to producing false positive results. We
empirically assessed the soundness of 7 techniques, includ-
ing 6 state-of-the-art techniques—CHISEL [10], BLADE [20],
Cov [19], CovF [19], CovA [19], and RAZOR [11]—
alongside COVEH, a technique that we implemented based
on existing methods. COVEH is designed to enhance sound-
ness by identifying and preserving error-handling and pointer
validation code; it uses an existing static method [26] and
patterns to detect relevant code not exercised by any debloating
input and retain it together with the input-exercising code in
the debloated program. We applied the 7 techniques to two
existing benchmarks containing 18 programs [19], [27], and
obtained the debloated programs for subsequent evaluation.

To detect soundness issues, we conducted fuzzing ex-
periments using three representative fuzzers of different
types—AFL++ [28] (gray-box), RADAMSA [29] (black-box),
and SYMCC [30] (white-box)—combined with five sanitiz-
ers (ASan [31], UBSan [32], MSan [33], TSan [34], and
LSan [35]) and a configuration without sanitizers (NoSan).
For each issue-triggering input generated by the fuzzers, we
compared the execution outputs of the original and debloated
programs to confirm that the soundness issues were introduced
by debloating rather than present in the original program. We
also performed issue de-duplication based on the stack traces
to reduce redundancy, and further identified issues triggered
by fuzzed inputs that are related to the debloating inputs
in terms of the features they exercise. To better understand
the observed issues, we categorized them based on their
symptoms, analyzed the functions in which they arise and their
frequencies, and summarized their underlying causes.

Our main result is that current techniques, while reducing
37-71% LoC of the program, can introduce 49-93 sound-
ness issues absent in the original program. Notably, about
35 are exposed by inputs that are related to the debloating
inputs in terms of the features they represent. These results
clearly demonstrate the unsoundness of current debloating
techniques. A key cause of the soundness issues is that existing
techniques are designed to pursue aggressive code reduction,
which can unexpectedly remove soundness-related statements,
including assignments, return statements, and “defensive” if-
statements checking invalid inputs. Removing assignments
or returns can lead to indeterminate variable values and
undefined function behavior, whereas deleting defensive if-
statements can cause unconditioned execution and crashes.
Although techniques such as CovF, CovA, and COVEH
attempt to retain additional uncovered code using dynamic or
static analyses, these approaches remain insufficient: COVF’s
dynamic analysis is inherently incomplete, COVEH targets
only a subset of soundness-related code, and COVA’s static
analysis is imprecise and improves soundness only by retaining
excessive code.

The root cause of the soundness issues is inappropriate

code deletion during debloating. However, there is no straight-
forward strategy to resolve these issues by restoring deleted
code without considerably increasing program size. As an
alternative, we proposed a new blocking method, BLOCKAUG,
which can be easily applied to coverage-based debloating
techniques to significantly reduce bugs and vulnerabilities in
their debloated programs and improve soundness. The core
idea is to (1) identify each branch deleted by a coverage-
based technique and (2) instead of leaving the branch empty,
augment it (by adding print and exit statements) to prevent any
execution from passing through it. Essentially, the blocking
method forbids the execution for any input that the debloated
program cannot process in the same way as the original
program, thereby resolving soundness issues.

To assess the effectiveness of BLOCKAUG, we applied it to
the debloated programs generated by the four coverage-based
techniques—Cov, CovF, CovA, and COvEH—and ran the
same fuzzing experiments to evaluate soundness. Because
blocking augmentation can change program semantics thus
affect generality—which reflects a program’s ability to handle
inputs not observed during debloating, especially those related
to the debloating inputs in terms of the same features—we also
measured the generality of these block-augmented programs
using the same inputs from a previous study [19].

Our results are encouraging, as they show that (1) BLOCK-
AUG reduces more than 98% of soundness issues; (2) BLOCK-
AUG incurs only a slight increase in program size (about 6%);
(3) BLOCKAUG does not significantly weaken the program’s
ability to handle feature-related inputs not observed during
debloating, causing only a 6% drop in generality; and (4)
BLOCKAUG improves the trustworthiness of debloating by
successfully warning about and preventing the execution of
inputs that the debloated program should not process, rather
than silently producing incorrect outputs.

Overall, BLOCKAUG represents an important step toward
improving soundness and can be naturally combined with
coverage-based code pruning to enable more reliable feature-
oriented debloating.

This paper makes the following main contributions.

o A systematic study of 7 input-based debloating tech-
niques that investigates the soundness issues they intro-
duce, as detected via fuzzing, and analyzes the categories,
distribution, and causes of these issues.

¢ A new blocking method, BLOCKAUG, for improving the
soundness of feature-oriented debloating, along with a
comprehensive evaluation demonstrating its effectiveness.

o An artifact containing the study data and results, test
scripts, tools, and experimental outputs, made publicly
available at [36].

II. INPUT-BASED DEBLOATING APPROACHES
A. Input-Based Debloating

Feature-oriented debloating techniques remove code corre-
sponding to unneeded features. A prominent class of such
techniques is input-based. These techniques use a set of user-
provided debloating inputs to specify the features that must
be preserved. Given a deterministic program p and a set of
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debloating inputs I, which constitutes a usage profile for
p, input-based debloating is the process of systematically
removing code from p to produce a debloated program p’ such
that, for each input 7 € I, p’ should produce the same output
as the original program p, that is, p’ (i) = p(4), where p(i) and
P’ (i) denote the outputs of p and p’ on input 7, respectively.

B. Previous Input-Based Debloating Approaches

CHISEL [10] is a debloating technique that performs
reinforcement-learning-guided delta debugging for code prun-
ing, aiming to identify a minimal program (with the guarantee
of I-minimality [37]) that can handle the given inputs correctly.

BLADE [20], while also using delta debugging, achieves
faster and more scalable debloating by employing a structure-
aware, hierarchical approach that supports simultaneous code
reduction. The debloating process runs in O(n) time complex-
ity (n is the number of statements in the program), enabling
it to deal with larger codebases.

Cov [19] performs coverage-based debloating by tracking
and retaining statements exercised by the given inputs and
deleting others. It additionally performs dead code elimination
(DCE) to remove code that is exercised by the given inputs
but does not affect the program’s behavior, including the
“dangling” statements (e.g., an if-statement with an empty
then-branch) and the unused variables and labels.

CovF and COVA [19] are built upon Cov. Both ap-
proaches first perform coverage-based debloating using Cov
and then augment the debloated program by restoring some
of the deleted code. COVF aims to improve the soundness
of the debloated program. The idea is to use fuzzing to
generate additional inputs covering the program’s edge use
cases and further use such inputs to identify and preserve
code to enhance program soundness. More specifically, COVF
performs fuzzing to generate crash-inducing inputs, adds these
inputs to the set of debloating inputs, and then re-debloats
the program, producing an augmented program that can han-
dle both the user-specified debloating inputs and the crash-
inducing inputs. COVA aims to improve the generality of the
debloated program. It performs static and dynamic analyses
to infer feature-related code based on a set of heuristics and
adds back the inferred code to the debloated program.

RAZOR [11], unlike the above source-based techniques,
directly operates on program binaries post-deployment. It
utilizes program tracing to log all executed code and uses four
heuristics to infer more complementary code that it deems
necessary to support user-specified features. It then rewrites
the program binary to only retain the executed code and the
inferred code.

Summary. Most of these approaches are not soundness-
aware. CHISEL and BLADE perform aggressive code pruning
to generate a minimal program that adheres to the input spec-
ification. COV does not preserve any code that is not covered
in the execution of the debloating inputs. These techniques
can severely suffer from the input-overfitting problem. COVA,
RAZOR, and COVF perform code augmentation to alleviate the
problem. However, COVA and RAZOR are generality-oriented,
as their augmentation methods aim to identify missing code

that implements the user-specified features for add-back, and
are not specifically designed to address soundness issues.
While these augmentations can sometimes improve soundness
as a side effect, because they are based on heuristics, they
can either retain too little code to tackle the soundness issues
or too much code, undermining the debloating goal. There
seems no easy adaption to address this problem. Fundamen-
tally, heuristics-based methods are not accurate. COVF is the
only soundness-aware technique that leverages fuzzing for
soundness improvement. Unfortunately, fuzzing as a dynamic
approach is inherently insufficient to exercise all relevant code.

Current input-based techniques rely on an extensive set
of debloating inputs representing various feature-exercising
scenarios and use result validation mechanisms (based on for
example static analyzers such as sanitizers) during debloating
to provide confidence on the quality of the debloated programs
generated. However, there is no guardrail providing guarantees
on the debloated programs’ behavioral correctness for inputs
not seen while debloating. Delta-debugging-based techniques
have no warrants on the correctness of the debloated programs
handling any unseen inputs. Coverage-based techniques can
ensure program correctness in handling unseen inputs whose
execution footprint (code coverage) is the same (or a subset) of
those of the given inputs (assuming deterministic execution),
but provide no guarantee beyond.

C. CovEH: Coverage-Based Debloating with Static Augmen-
tation for Soundness Improvement

To complement COVF’s dynamic approach for soundness
improvement, we also explored and implemented a static
approach, COVEH, which identifies and retains the error-
handling and pointer validation code for augmentation. Error-
handling and pointer validation code are common for sound-
ness assurance. The lack of error-handling code allows pro-
grams to continue the execution even when errors are en-
countered, which is problematic, and the absence of pointer
validation code allows programs to access invalid memory
locations, which directly results in crashes. COVEH relies on
an existing static method [26] to detect the error-handling code
and retain them, and it uses heuristics for pointer validation
code detection and preservation.

Note that we do not claim COVEH as a novel technique
contribution, as its main components, the error-handling and
pointer validation code detectors, are built upon a previ-
ous method and simple heuristics. Rather, we implemented
and used COVEH for an exploratory purpose, to investigate
whether, and to what extent, static approaches could alleviate
the soundness issues, in the context of input-based debloating.

Like CovA and CoVvF, CoVvEH performs coverage-based
code pruning using COV to generate a reduced program p’.
It then augments p’ with additional code from the original
program pertaining to error handling and pointer validation.
The augmentation of COVEH consists of three steps: (1)
identifying branches related to error handling; (2) identifying
branches related to pointer validation; and (3) restoring the
identified branches and their dependencies.
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Identifying Error-Handling Branches. To detect code
related to error handling, COVEH follows a previous ap-
proach [26]. At a high level, the approach is as follows. It first
identifies an initial set of error-handling branches B;,,;; based
on keyword matching. B;,;; serves two purposes: (1) identi-
fying the potential error-handling functions as those explicitly
called in each initial branch of B,,,;; (no nested calls included)
and (2) approximating the likelihood of each potential function
being related to error handling. With the likelihoods of the
potential error-handling functions, the approach examines each
branch b of the program and computes a score measuring the
error-handling likelihood of b. The score is the sum of the
likelihoods of the potential error-handling functions explicitly
called in b. Lastly, any branch with a score above a certain
threshold is considered as a final error-handling branch.

Specifically, COVEH collects the initial set of branches that
contain any of the error-handling-related keywords defined in
a user-specified keyword list. In our implementation, we use
a set of general keywords including “error”, “fail”, “fatal”,
and “invalid”. Users can add more keywords to the list. Note
that identifying branches based on keywords is not a simple
string matching with the entire branch code, as this would
lead to many false positives. Instead, COVEH only analyzes
the top-level statements of the branch code, (i.e., it ignores
any statements inside nested branches such as the inner if and
while blocks) and matches the keywords with the names of the
called functions and the string literals (displaying for example
error messages) appearing in the top level. Note that there is
no cutoff threshold used for initial branch identification. As
long as the top-level statements of a branch uses any of the
keywords, the branch is determined as intial.

After identifying all the initial branches containing the
keywords, COVEH considers the functions explicitly called
in these branches as the potential error-handling functions.
For each such function f, it calculates a score to quantify
its likelihood of being error-related. The score is calculated
as a 1atio Mnit/Niotal Where n;,;¢ is the number of calls to
f in the initial set of branches and 7444 is the total number
of calls to f in the entire program. The idea behind this is
that, if a function is invoked more frequently in the initial
error-handling branches than in the entire program, it is more
likely to be related to error handling. COVEH then collects
all branches that explicitly call the potential error-handling
functions, calculates the score for each branch by summing the
scores of all functions called in the branch, and considers the
branch as a final error-handling branch if its score is above a
certain threshold. (The threshold is chosen as 0.5 based on our
experimental observation. We found that COVEH’s soundness
is not very sensitive to the threshold selection [38].) Note
that in this way COVEH can detect branches containing no
keywords as also error handling. For example, some branch
b calling the function lerrsf in program flex-2.5.4 does not
contain any identifiable keywords. However, because a large
fraction of all branches calling lerrsf (7 out of 13) contain the
keyword “error” (appearing in the error messages generated
as warnings), lerrsf has a score 0.54 (7/13). As a result,
all branches calling f, including b, are considered as error-
handling branches by COVEH.

I // tmp_22 = settime ((struct timespec const =)(&when));
2 /1 if (tmp_22 != 0) {
3 /] tmp_20 = gettext(  ‘cannot set date '');
4 /1 tmp_21 = __errno_location () ;
s /1 error (0, =tmp_21, (char const =)tmp_20);
6/l ok = (_Bool)O0;
/1 }

Fig. 1. An example of if-condition deletion.

Identifying Pointer Validation Branches. COVEH detects
branches corresponding to the common null pointer check and
boundary check for pointer validation via pattern matching. To
detect null pointer checks, COVEH looks for if-conditions that
check a pointer variable’s nullity as either unary negation (e.g.,
!ptr) or equality check (e.g., ptr == NULL). To detect
boundary checks, COVEH looks for if-conditions that check
a variable’s value being out of bounds, such as i >= len
and 1 < 0. The variable currently being checked is restricted
to an array access index (e.g., arr[i]) or an increment
operation (e.g., 1++) inside a loop. No restriction of variables
can incur high false positives for validation code identification.

Restoring the Identified Branches. After collecting all
the branches related to error handling and pointer validation,
CoVEH examines each such branch b and compares the
debloated program and the original program to see (a) if b
has been deleted and (b) the parent statement has not been
fully deleted (e.g., the parent statement is a “dangling” if-
statement with an empty body). COVEH restores the branch
only if (a) and (b) are both met. If (b) is not met, COVEH
does not restore b, as b in this case is an inner-level branch
of another deleted branch and is often not feature-related. To
understand this, consider the example of Figure II-C. Although
the branch of lines 3-6 is error-handling, it is used to handle
the error result of settime (line 1). However, setting time is
not a needed feature and the call to settime and its located
branch has been deleted by Cov (which COVEH invokes for
coverage code pruning). If settime is unwanted, there is no
need to restore any error-handling part for it.

For any branch b COVEH decides to restore, COVEH not
only adds back the code of b itself but recursively handles the
dependencies by restoring the definitions of invoked functions
and the labeled bodies for goto statements. For example, if a
call to a function is added back but the function’s definition is
deleted, COVEH also adds back the function’s definition and
all its dependencies recursively.

III. STUDY OF THE SOUNDNESS OF INPUT-BASED
DEBLOATING TECHNIQUES

We conducted a study to assess and analyze the soundness
issues introduced by current input-based debloating tech-
niques. We seek to answer the following research questions.

« RQI1: How many soundness issues are introduced by

current input-based debloating techniques?

e RQ2: What are the categories and frequencies of the

soundness issues?

e RQ3: How are the soundness issues distributed in the

debloated program? What functions contain the most
issues?
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Fig. 2. An overview of our method for soundness issue study.

e« RQ4: How are the soundness issues introduced by de-

bloating?

Answers to RQ1 and RQ2 allow us to assess the extent
to which existing techniques introduce soundness issues and
analyze the issue categories and frequencies to understand the
symptoms. The answer to RQ3 helps us identify characteristics
of functions that are the most “problematic”. Debloating
for such functions can be done with more and better static
and dynamic analyses to improve soundness. Finally, RQ4’s
answer can shed light on how to avoid the issues.

We first outline the study methodology, then describe its
steps and experimental setup in detail, and finally present the
results and analysis.

A. Methodology Overview

Figure 2 is an overview of our method for studying sound-
ness of current techniques. It has five steps: (1) debloated pro-
gram generation, (2) soundness issue detection via fuzzing, (3)
soundness issue validation, (4) soundness issue deduplication,
and (5) soundness issue analysis.

In the first step, we applied the 7 input-based debloating
techniques to 18 programs from two established benchmarks
to generate debloated programs based on the debloating inputs.
To investigate the soundness of these techniques, in the second
step, for each debloated program generated, we performed
fuzzing using three types of fuzzers with five sanitizers and
NoSan (no sanitizer) to detect soundness issues reported as
crashes. A soundness issue may exist both in the debloated
program and in the original program, and may not be related
to debloating. To identify issues introduced by debloating,
in the third step, we perform soundness issue validation to
filter out issues that also exist in the original programs. In the
fourth step, we perform deduplication to remove redundant
issues based on the stack traces. Finally, we analyzed the
deduplicated issues to answer the research questions.

B. Debloated Program Generation

Program benchmarks. We chose as the benchmarks CHIS-
ELBENCH [27], which has been widely used to evaluate
existing debloating techniques [11], [14], [19], [20], [39], [40],
and LSIR [19], [41], which has been used by a previous

study [19] investigating the generality and reduction of de-
bloated programs. We excluded the SSIR benchmark from the
study [19] because its programs are too small — the average
size is below 1 KLOC. In contrast, the average sizes of the
programs in CHISELBENCH and LSIR are considerably larger
and are 12.56 and 30.14 KLOC respectively.

In total, 18 programs are used in our study. Most programs
are command line utilities. The others are the text editor vim
and the command interpreter bash from LSIR. Each program
is associated with a set of debloating inputs (provided in the
benchmark) for which the debloated programs should behave
correctly (i.e., as the original program does). The average
numbers of debloating inputs for programs in CHISELBENCH
and LSIR are 32 and 10 respectively.

Another reason why we chose these benchmarks is that they
provide the all-in-one-file (merged) versions of the original
programs. Current tools (due to implementation limitations)
can only run with these merged programs but not the original
multi-file programs for debloating. In particular, BLADE, COv,
CoVF, and COVA in their current implementations do not
support debloating for multi-file programs. CHISEL, due to
its failure of handling the macro syntax, can produce invalid
result for multi-file programs.

Debloating tools. We studied the 7 debloating tools,
BLADE, CHISEL, Cov, CovA, CoVvF, CovEH, and RAZOR,
all of which require a usage profile in the form of a set of
debloating inputs as the feature specification. We implemented
CoVEH on top of Cov and used the other tools from the
repositories [11], [39], [42], [43] prepared by the authors and
only slightly adapted the tools to ensure compatibility with
recent libraries (e.g., Clang 15.0.7) set up in our experiment
environment. We excluded tools that do not use inputs or
require additional information (e.g., manual annotation) for
feature specification such as Trimmer [17], [44], LMCAS [45],
and Carve [12], as these techniques, due to their reliance on
special forms of specification, are not highly applicable for
general feature-oriented debloating. Given that the specifica-
tions are different, it is also unfair to compare them with the 7
techniques considered. We did not include optimization-based
techniques Debop [14] and DomGad [40], as they adhere to a
different criterion and do not guarantee to generate programs
that behave correctly for all the debloating inputs. We also



IEEE TRANSACTIONS ON SOFTWARE ENGINEERING

excluded others that are not implemented for C program
debloating (such as JShrink [16] and MiniMon [21]), those for
which the implemented tools are not available or not usable
(such as Hecate [13]), and those that are not for feature-
oriented debloating (e.g., Blanklt [46]).

Debloating Process. We applied the 7 tools to each program
to generate the debloated programs. COVF and COVA require
extra parameters to control augmentation, and we followed the
previous study [19] to configure the tools. More specifically,
we configured COVF to generate 10 fuzzed inputs for each
debloating input. For COVA, considering that the previous
study experimented with a range of thresholds from 1 to 50,
we set the parameter value as 25 to select the top-25 functions
for augmentation. RAZOR can use four different heuristics for
augmentation. We experimented with five different types of de-
bloating using each heuristic and no heuristic to generate five
debloated programs and computed the average result across
these programs. We did not include CHISEL’s and BLADE’s
debloating results for vim, as vim is large and the delta-
debugging processes of CHISEL and BLADE are slow, and
as a result, CHISEL and BLADE do not converge (i.e., finish
the delta-debugging processes) within a reasonable amount of
time. In 24 hours, CHISEL and BLADE can only reduce less
than 5% of the code, which is far from convergence. Using
such partially debloated programs to investigate soundness is
problematic. We also excluded RAZOR’s results for vim, bash,
and make due to errors detected during its tracing phase.

C. Fuzzing

In this study, we used fuzzing both with and without san-
itizers to expose soundness issues of the debloated programs
generated by various techniques.

Fuzzers. We used three fuzzers, AFL++, RADAMSA, and
SYMCC, which are state-of-the-art gray-box, black-box, and
white-box techniques whose tools are available and relatively
easy to use.

Seed inputs. The three fuzzers require seed inputs (provided
as seed files) for mutation. For the programs of the study, a
seed input can be in one of the two forms containing: (1)
command line options and their values or (2) file contents.
Consider the command line input “uniq -f 2 fl.txt”. A fuzzer
can mutate the command line itself or the file content of f1.zxt.
For any input containing both the command line options and
files, we created two types of seed inputs: (1) argv-fuzz, which
includes the command line options and their values (e.g., “-f 2
fl.txt”) and (2) file-fuzz, which includes the file content (e.g.,
the content of f1.7xr). The use of both types of seed inputs gives
the fuzzer the opportunity of mutating both the command line
and the file content. Note that the actual seed inputs for file-
fuzz can be multiple, as there can be multiple files. For any
input containing either the command line options or files, the
corresponding type of seed inputs is created.

We created the seed inputs based on each debloating input.
Since feeding a fuzzer with multiple seed inputs for one
fuzzing run is often not viable (for example, AFL++ does not
support fuzzing both command line options and file contents
in one run, and for file-fuzz, it cannot use multiple command

line options such as “unig -f 2 fl.txt” and “uniq -f 3 fl.txt”
to fuzz in one run), we chose to run the fuzzers each time
with one seed input provided. We refer to a fuzzing process
based on one seed input as a fuzzing frial. Because the number
of seed inputs can be large and AFL++’s and SYMCC'’s
fuzzing processes are expensive, we did not run AFL++ and
SYMCC using all the seed inputs, but instead randomly chose
three argv-fuzz inputs and three file-fuzz inputs (at most, since
not all debloating inputs use files) and ran the two fuzzers
with each selected seed input. Since RADAMSA is much more
lightweight, we ran it with every seed input.

Sanitizers. We used five sanitizers, the AddressSanitizer
(ASan) [31], MemorySanitizer (MSan) [33], UndefinedBehav-
iorSanitizer (UBSan) [32], ThreadSanitizer (TSan) [34], and
LeakSanitizer (LSan) [35], implemented in the Clang frame-
work [47] together with no sanitizer (NoSan) for soundness
issue detection. To allow soundness issues to be reported
by a specific sanitizer ¢, for AFL++ fuzzing, we set the
environment variable AFL_USE_X=1 (where X is the sanitizer
name) to activate the sanitizer ¢ when using the tool. For
RADAMSA fuzzing and the issue validation in the next step,
we used Clang to compile the debloated program with the
sanitizer option turned on for ¢ (e.g., using -fsanitize=address
to turn on ASan). We also set the option abort_on_error to 1
for all the sanitizers to ensure that the program aborts when a
soundness issue is detected. A soundness issue is exposed as
a crash of the debloated program determined by the exit code
of the execution (between 130 and 139 inclusive). A sanitizer
with the option abort_on_error set as 1 can always trigger
a crash when it finds an issue. Given that SYMCC directly
analyzes the source code of a program for fuzzing and it is not
sanitizer-guided (as explained in the paper [30]), we bundled
SYMCC with NoSan for soundness issue detection.

Fuzzing process. For each debloated program p’, we pre-
pared the seed inputs (all and selected) using the above method
and then ran all fuzzers to detect soundness issues reported
by different sanitizers and NoSan. For argv-fuzz, to allow
fuzzers to read mutated command line from files, we slightly
modified p’ by adding an inclusion of argv-fuzz-inl.h and
a statement invoking AFL_INIT_SETO in the main function,
according to the AFL++’s guidelines [48]. The number of
fuzzing trials performed by AFL++ for a debloated program
is up to 36 (using up to 6 selected seed inputs with 5 sanitizers
plus NoSan for each). Each fuzzing trial takes 24 hours, a
common time budget for fuzzing [49]-[53]. SYMCC is not
sanitizer-guided. The number of fuzzing trials it performs for
a debloated program is up to 6 (using up to 6 selected seed
inputs with NoSan for each). Here a fuzzing trial also takes 24
hours. RADAMSA is a black-box fuzzing tool. We configured
it to generate 500 fuzzed inputs for each seed input to detect
soundness issues for a debloated program compiled with and
without sanitizer instrumentation. A fuzzing trial consists of
the generation of the 500 fuzzed inputs and the execution of
these inputs, each having a timeout of half a second.

Feature-related soundness issues. In the context of feature-
oriented debloating, we not only identified soundness issues
exposed by all fuzzed inputs but also distinguished those
detected by fuzzed inputs that are related to the debloating
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inputs in terms of the features they exercise. That is, we
additionally identified the feature-related soundness issues. We
reported the feature-related issues separately, as the debloated
program is not supposed to handle all inputs but only those
that correspond to the needed features. The result can help us
assess the quality of debloating with respect to the inputs the
debloated program intends to handle and show how debloating
fullfills its promise.

To determine the feature-relatedness of two inputs, we
followed the practice of a previous study [19]. For programs
taking command-line inputs, if a fuzzed input ¢’ uses the
same command line options (only options, not values) with the
original debloating input 7, then any issues exposed by i’ are
feature-related. In this definition, the fuzzed inputs generated
by file-fuzz are always feature-related to the original debloating
inputs, since they only modify the file content and do not
change the command line options. The fuzzed inputs generated
by argv-fuzz do not necessarily represent the user-specified
features, since the command line options often change. For
example, the fuzzed input “gzip -z file.txt” (compression)
and the debloating input “gzip -d file.txt” (decompression)
exercise different features whereas “gzip -z file.txt” and “gzip
-z file.txt” with different file contents of file.txt represent
the same feature. In our study, we detected feature-related
soundness issues as those found by fuzzed inputs derived from
file-fuzz and reported the numbers of all soundness issues
and the feature-related soundness issues. bash and vim are
programs that do not use command line inputs. For these
programs, the previous study [19] uses the functionality tags
associated with the inputs to determine feature-relatedness.
In our context, where the fuzzed inputs have no tags, it is
not clear how to determine the input feature-relatedness. So
we excluded these two programs for feature-related soundness
analyses.

D. Soundness Issue Validation

A soundness issue detected in the debloated program may
either pre-exist in the original program or be introduced by
the debloating process. To identify debloating-related issues, in
this step, we ran both the original program p and the debloated
program p’ against each crash-triggering input ¢ reported by
the fuzzers (with and without sanitizers) and compared the
outputs. If running p’ with 4 results in a crash, while running
p with ¢ does not, we keep ¢ in later steps for further analysis.
Otherwise, we discard ¢, as non-debloating-related issues are
not the concern of this study.

E. Soundness Issue Deduplication

Soundness issues detected in the above steps may be re-
dundant. For example, various inputs triggering the same out-
of-bounds crash for an array access, despite with different
accessing indices, can be considered as the same issue. For
each program p’, we performed deduplication on the sound-
ness issues reported by the fuzzers and sanitizers to obtain a
set of unique soundness issues. We considered two issues as
the same if they share the same stack trace extracted from
the error summary reported by the sanitizers. In cases where

the error summary did not contain a stack trace but an error
location (specified by error line and column numbers), we
took the error location as a unique identifier for deduplication.
NoSan provides no error summary, and we used the gdb bz
command to obtain a stack trace based on the core dump for
deduplication. Unless otherwise noted, soundness issues refer
to unique soundness issues in the rest of the paper.

F. Experimental Environment

We ran the most expensive fuzzing experiments on a cluster
of machines provided by our affiliated institution(s) and others
on our laptops. Each machine in the cluster is equipped with
a 16-core dual Intel Xeon E5-2630v3 2.4 GHz CPU and 96
GB ECC 2133 MHz DDR4 RAMs. All experiments were run
in Docker containers with Ubuntu 22.04, Clang 15.0.7, and
Python 3.10 installed. We note that the fuzzing experiments
are very expensive, as they involve running three fuzzers—
two with 24-hour time budgets—on the debloated programs
generated by each tool using five sanitizers plus NoSan, with
different seed inputs. The machine time added up is over
3K days. Due to the parallel use of the machines, the actual
running time is much less but still more than one month.

G. Results
This section shows our results and analyses for each RQ.
TABLE 1

THE SIZE REDUCTION AND SOUNDNESS RESULTS OF DIFFERENT
DEBLOATING TECHNIQUES.

DebTool | Benchmark | Reduction | #All Issues | #Related Issues
ChiselBench 75.04% 57.0 31.4
Blade LSIR 60.09% 83.1 38.0
Average 67.56% 70.0 34.7
ChiselBench 71.51% 84.3 50.3
Chisel LSIR 71.40% 88.6 72.8
Average 71.46% 86.4 61.5
ChiselBench 54.18% 98.2 48.1
Cov LSIR 55.41% 88.5 47.5
Average 54.80% 93.3 47.8
ChiselBench 36.34% 46.2 16.9
CovA LSIR 37.53% 52.4 13.2
Average 36.94% 49.3 15.0
ChiselBench 51.24% 58.5 41.7
CovF LSIR 48.45% 479 12.5
Average 49.84% 53.2 27.1
ChiselBench 43.04% 56.8 44.7
CovEH | LSIR 49.93% 51.9 12.7
Average 46.48% 54.3 28.7
Average 54.51% 67.7 35.8

* RAZOR’s results are not shown due to RAZOR’s failure in handling the
sanitizer-instrumented binaries, the lack of stack traces for soundness issue
deduplication, and the inabilities of AFL++ and SYMCC in fuzzing RAZOR’s
debloated programs.

1) Results for RQ1 about the Number of Soundness Issues
Introduced and Detected: Table I is a summary of the de-
bloating tools (DebTool), the benchmarks (Benchmark), the
size reduction (Reduction) achieved by each debloating tool,
the average number of all soundness issues (#AIl Issues)
introduced by debloating, and the average number of feature-
related soundness issues (#Related Issues). The size reduction
is calculated as the fraction of LoC (lines of code) removed.
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TABLE II
RESULTS OF THE THREE FUZZERS IN TERMS OF THE AVERAGE TIME TAKEN FOR ONE FUZZING TRIAL, THE NUMBER OF TRIALS, AND THE ISSUES FOUND.
FuzzTool Time per trial Trials #All Issues #Issues Not Detected By Others
SymCC 1 day 486 627 106
AFL++ 1 day 2916 3250 1622
RADAMSA ~4 min. 10908 4407 3057
TABLE III
SOUNDNESS ISSUES DETECTED BY THE FIVE SANITIZERS AND NO SANITIZER (NOSAN).
Sanitizer CHISEL  BLADE C O#f/lssugsov A CovF CovEH #Issues Not Detected By Others | #All Issues
NOSAN 323 287 248 118 137 159 NA 1272
ASAN 149 129 304 274 191 168 789 1215
UBSAN 453 388 581 210 356 338 2026 2326
MSAN 87 111 403 225 202 235 883 1263
TSAN 328 253 362 157 190 144 613 1434
LSAN 387 223 294 160 155 107 557 1326

The table presents the results for 6 debloating techniques.
RAZOR was excluded due to unresolved technical failures,
as will be discussed at the end of this RQ section. The 6
techniques presented in Table I can achieve over 36% size
reduction while introducing many, or up to ~93, soundness is-
sues. The #Related Issues column shows that these techniques
introduced about 35 feature-related soundness issues, posing
serious correctness and security threats to the preservation and
implementation of the user-specified features. These results,
along with our result showing RAZOR’s debloated programs’
proneness to crashes, highlight the severe soundness problems
of current feature-oriented techniques.

Of all the 6 techniques, CHISEL achieves the highest reduc-
tion rate (~71%) and introduces the second largest number of
soundness issues (~86). This shows that CHISEL’s debloating
process is overly aggressive and highly unsound. BLADE
achieves a similar reduction rate (~67%) but introduces fewer
soundness issues (~70). Cov has the largest number of
soundness issues (~93), while only achieving a moderate
reduction rate (~55%). By comparing the results of BLADE
and Cov, one can see that it is possible to achieve higher size
reduction (~67% vs. ~55%) while significantly improving the
soundness (~70 vs. ~93 issues).

Built on top of Cov, CovA, CoVvF, and COVEH are three
approaches that additionally add back code for augmentation
purposes. Overall, they achieve better soundness than the other
debloating approaches (~49, ~53, and ~54), but at the cost of
lower reduction rates (~37%, ~50%, and ~46%). Being the
most conservative in terms of size reduction, COVA introduces
the lowest number of soundness issues (~49). Note however
that COVA’s soundness improvement is achieved at the cost
of a significant amount of code restoration — its reduction
rate is as low as 36.94%, weakening the goal of debloating
in terms of size reduction. Our box plot results [54] reflecting
the distribution of the issues across programs show that the
median values are often over 40 and 10 for all and related
issues respectively. This means that many programs do contain
many issues, and it is not the case that the average results are
skewed by outliers.

Despite the improvement, there are still many soundness

issues unresolved by these augmentation-based approaches.
CoOVA aims at identifying and preserving feature-related code
and only improves soundness as a side effect. COVF and
CoVEH are more soundness-oriented, but their augmentations
are still limited. COVF’s augmentation is based on fuzzing, a
dynamic approach, which is not exhaustive to capture all rel-
evant code addressing soundness issues. COVEH’s augmenta-
tion is based on static analysis and is more efficient. However,
while adding back the error-handling and pointer validation
branches to improve soundness is intuitive, soundness issues
cannot be fundamentally avoided. For example, deleting a
branch that involves computing a value for ¢ can make ¢ hold
an incorrect out-of-bound value before using it to access an
array, leading to a crash. We further analyze the causes of
soundness issues in RQ4 and propose a more effective solution
to improve soundness in Section IV.

Table II presents the fuzzing result in terms of the time taken
to finish one fuzzing trial (Time per trial), the total number of
trials (#Trials), the total number of soundness issues detected
(#All Issues), and the number of issues detected exclusively
by each tool and not by others (#Issues Not Detected By
Others). A fuzzing trial as defined in Section III-C is a fuzzing
process based on one seed input for one program with one
(or no) sanitizer used. Note that RADAMSA has more than
10K trials, as it used all seed inputs for fuzzing whereas
AFL++ and SYMCC use selected seed inputs. Our result
shows that RADAMSA detected the most, or 4407, soundness
issues. AFL++ found 3250 issues. Using symbolic-execution-
based fuzzing, SYMCC faces scalability challenges, and it
detected only 627 issues. Most (or 521) of the detected issues
are however also detected by AFL++ and RADAMSA. The
blackbox RADAMSA found even more issues than SYMCC
possibly because the issues introduced by current techniques
are shallow and can be easily detected.

Table III presents the numbers of issues reported by the
five sanitizers and NoSan for programs generated by the
five debloating tools excluding RAZOR (columns 2-6), all
the issues each sanitizer reported (#AIl Issues), and issues
exclusively identified by each sanitizer or NoSan but not
the others (#Issues Not Detected by Others). Because the
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stack trace obtained from the gdb command line for a NoSan
issue is different from those reported by the sanitizers—the
NoSan stack trace contains only line information for each
stack frame and no character locations—we did not examine
the issues exclusively identified by NoSan (row 3, column
8 is NA). Our result shows that UBSan detected the most
(about 2K) soundness issues and others can find more than 500
issues each. All sanitizers are useful and have complementary
powers, as each can find a number of issues that are not
detected by others.

RAZOR’s evaluation. RAZOR is excluded from the compar-
ison with other tools due to its failure of dealing with sanitizer-
instrumented binaries for debloating and its tendency to alter
executable structures, which makes us unable to use debugging
tools like GDB for soundness issue deduplication.

We were nevertheless able to fuzz RAZOR’s output with
the RADAMSA tool without deduplication. The experiment
was based on the debloated programs generated by RAZOR
using all the augmentation heuristics for 15 programs (for
which RAZOR ran without errors). We found that 69% of
the inputs caused crashes, highlighting the unsoundness of
RAZOR’s debloating approach.

Weakness of restoration-based augmentation. Current
restoration-based augmentation approaches can only partially
address soundness issues. COVA and RAZOR are not designed
to address soundness problems; COVF, which uses a dynamic
fuzzing-based method, is not guaranteed to find all soundness-
issue-triggering inputs for augmentation; and COVEH is not
perfect at detecting all error-handling and pointer validation
code. Also, not all soundness-related code are related to error
handling or pointer validation. Note that some approaches
(e.g., COVA) can perform more aggressive augmentation to
improve soundness. However, such augmentation can easily
restore non-feature-related code, leading to a significant in-
crease in program size and thereby compromising the goal of
debloating.

Finding 1: The 6 source-based debloating techniques
can introduce a number of soundness issues, threaten-
ing program correctness and security. The binary-based
technique RAZOR is also unsound, with its debloated
program crashing on 69% of fuzzed inputs. Most
soundness issues are exposed by the gray-box AFL++
and the black-box RADAMSA fuzzers. All sanitizers are
useful in detecting soundness issues.

2) Results for RQ2 about the Categories of the Soundness
Issues and their Frequencies: To understand the types of
the soundness issues, we identified 15 categories based on
the keywords contained in the error summary of the issues
reported by the symptom-revealing sanitizers. We ignored
issues detected by NoSan, as they have no symptom-indicating
error summary. The way we identified the categories is as
follows. We first took a sample of the soundness issues and
extracted the keywords used to describe the symptom in
their error message. We then wrote a script to identify issue
categories based on keyword matching for the rest of the issues

TABLE IV
CATEGORIES OF SOUNDNESS ISSUES IDENTIFIED BASED ON ERROR
MESSAGE KEYWORDS, THE RELATIVE FREQUENCIES OF THESE
CATEGORIES, AND THE CWE IDs.

Category ID
IssueCat-1
IssueCat-2
IssueCat-3
IssueCat-4
IssueCat-5
IssueCat-6
IssueCat-7
IssueCat-8
IssueCat-9
IssueCat-10
IssueCat-11
IssueCat-12
IssueCat-13
IssueCat-14

Error Message Keywords Frequency(%) Related CWE
Use of uninitialized variable 13.82 457

Stack-based buffer overflow 4.91 121

Heap-based buffer overflow 6.16 122

Global buffer overflow 323 120

Read memory access 29.98 125

Write memory access 10.43 787

Direct leak 2.26 401

Allocation size too big 0.78 770

Heap use after free 4.61 416

Requested allocation size exceeds maximum supported size 0.82 789
Attempting free on address not malloced 0.29 590
Negative size param 0.07 687

Strepy param overlap 0.03 120

Memcpy param overlap 0.08 131

119 125 190 191 476

561 682 787 843

IssueCat-15 Runtime error 22.53

and calculated the category frequencies. Anytime the keyword
matching fails, we manually examined the error message of
the issue to extract the keywords representing the symptom
for a new category, add the keywords to the keyword set, and
run the script again. 15 categories were identified in this way.

Table IV shows the 15 categories, their relative frequen-
cies, and the CWE IDs mapped to them. Among the most
frequent categories are IssueCat-1 (Use of uninitialized vari-
ables), IssueCat-5 (Read memory access), IssueCat-6 (Write
memory access), and IssueCat-15 (Runtime error). IssueCat-5
and IssueCat-6 are generally due to out-of-bounds accesses,
but they exhibit different symptoms such as “dereferenced
a NULL/Zero page pointer” and “program counter (PC) at
non-executable memory (wild jump)”, according to their error
messages. IssueCat-15 has many sub-categories. Although we
did not obtain an exhaustive list of them, a sample shows that
about 33% of the issues in this category are related to “Index
out of bounds”.

We found that the restoration-based augmentation per-
formed by current techniques can resolve many issues of
from each category. However, still many issues remain. For
example, COVEH’s augmentation helped reduce issues for
categories 1, 3, 4, 5, 6, 7, 9, and 15. However, there are still
issues unresolved for each category.

These categories of issues are also security-related. Based
on the rules provided at [55], we identified the CWE IDs
mapped to each category. For example, IssueCat-1, IssueCat-
2, IssueCat-3, and IssueCat-9 can be mapped to CWE-457,
CWE-121, CWE-122, and CWE-416, whose Likelihood of
Exploit are all rated as high. IssueCat-10 can be mapped to
CWE-789, which can trigger a Denial of Service (DOS) attack.
The “Index out of bounds” sub-category of IssueCat-15 can
be mapped to CWE-125, which can be exploited to access
private data. Debloated programs with these soundness issues
contain severe security threats and are vulnerable to attacks.

Finding 2: Soundness issues introduced by existing
debloating techniques can be identified into 15 cat-
egories. The most common categories are related to
memory read and write accesses, runtime errors, and
uninitialized variables. Several categories have CWE
entries, implying severe security threats.
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Fig. 3. Soundness issues detected in all the debloated programs of date.

TABLE V
PERCENTAGE OF THE FUNCTIONS CONTAINING 50% OF SOUNDNESS
ISSUES.
Program #AllFuncs % FuncsWithHalfIssues
bzip2-1.0.5 97 2.06%
chown-8.2 115 2.61%
date-8.21 75 2.67%
grep-2.19 308 7.14%
gzip-1.2.4 91 4.39%
mkdir-5.2.1 41 7.32%
rm-8.4 127 2.36%
sort-8.16 220 1.36%
tar-1.14 473 2.32%
uniq-8.16 63 3.17%
flex-2.5.4 162 3.73%
grep-2.4.2 130 9.23%
gzip-1.3 97 4.12%
sed-4.1.5 245 2.86%
space 136 7.35%
make-3.79 248 2.82%
bash-2.05 1003 0.50%
vim-5.8 1699 0.12%
Average 161 3.67%

3) Results for RQ3 about Soundness Issue Distribution:
To understand how the soundness issues are distributed in the
debloated programs and the characteristics of the functions
where they exist, we counted the number of soundness issues
contained in each of the functions and analyzed the functions
with the most issues.

Table V presents, for each program, the total number of
functions and the percentage of functions containing 50% of
the soundness issues detected for the debloated program via
fuzzing. Our result shows that the soundness issues are not
evenly distributed in the program. In fact, half of the issues
occur in only 3.67% of the functions. This result implies that
improving the soundness of debloating for only a few functions
can help avoid many of the issues.

After analyzing the functions with the most issues, we found
that they share two common characteristics: they are frequently
invoked during program execution and correspond to core
features, and they contain many if-branches checking various
conditions.

LvSL

Figure 3 depicts how the issues (in categories) are dis-
tributed in the debloated programs of date. The horizontal
and vertical axes are the debloating techniques and the line
numbers of the program respectively. The shaded areas in
the figure are code retained in the debloated program, and
the blank areas represent deleted code. Of all functions,
main, yyparse, and parse_datetime contain 59.5% of the
issues. main is the program entry point, which contains a
series of if-statements parsing different options. yyparse and
parse_datetime are responsible for date string parsing and time
parsing. They also contain many if-branches processing strings
of different types and times in different formats and zones.
Deletion of conditional branches (due to the absence of inputs
triggering the corresponding conditions) can allow program
execution to arbitrarily pass through the empty branch without
any proper setup or processing from the original branch code,
leading to unexpected program state and causing soundness
issues. Issue distribution figures of other programs can be
found at [56].

Finding 3: Soundness issues are not evenly distributed
in the debloated program. About 50% of the issues
occur in only 4% of the functions. Functions with the
most issues are those with many if-branches deleted.

4) RQ4: Root Causes of the Soundness Issues and Exam-
ples: While there are multiple symptoms of the soundness
issues as listed in Table IV, the root cause is quite common
— the inappropriate deletion of code often manifested as
assignments, return statements, and if-statements checking
invalid case. Due to the code deletion, the program execution
with some unseen input not observed in the usage profile
generates incorrect states, whose propagation along the execu-
tion can ultimately lead to crashes. In particular, the deletion
of assignments can make variables hold incorrect values,
causing various problems including crashes; the pruned return
statements can mistakenly direct the control-flow; and the
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Listing 1. Deletion of an assignment raising the uninitialized variable
issue.
I void set_program_name (char const xargv0) {
slash = (char const =)strrchr(argv0,
if ((unsigned long)slash
void #%)0)) {
5 base = slash + 1;
6 } else {

// base =

s
!= (unsigned long) ((

argv0; //Deleted

9 if (base — argv0 >= 7L) {// Uninitialized base

return;

13
)
Fig. 4. Examples of inappropriate code deletion causing soundness issues.

lack of if-statements can allow invalid cases to be unchecked,
raising soundness issues.

Figure 4 presents two examples showing how inappropriate
code deletion can generate faulty states that either directly
raise soundness issues (Listing 1) or unexpectedly affect the
control flow, resulting in unconditioned execution that exposes
soundness issues (Listing 2). Both code snippets are from the
program date. Irrelevant code is omitted for clarity.

In Listing 1, the function sets the name for the program
being executed. This is done by parsing argv0, the path of
the program binary, identifying the binary name starting with
the character that comes after the last slash, and assigning the
name to base. Because the given inputs provided in the usage
profile of date do not include any case where argv0 does not
contain a slash (in other words, it is always the case that the
full path of binary is used), line 7 is never exercised. As a
result, existing tools like COV treat the line as unnecessary
and delete it. Now when the debloated function is invoked
with the argument argv0 containing no slash, line 7 should
have been executed, but it is not. As a consequence, base at
line 9 is uninitialized, and MSan can report this as an issue.

Listing 2 shows that an incorrect program state can lead
to unconditioned execution exhibiting soundness issues. The
parse_datetime function at line 3 designed to validate the
given date string can return false when the string is in an
invalid form. Because all the date strings used in the usage
profile of date are valid, the valid_date check (lines 4-7) is
never executed, and existing tools delete the check. Now the
debloated program can allow an unexpected execution, which
should have been terminated at line 6, to continue and cover
line 8. The execution causes a null-dereference at line 15 due
to a similar inappropriate deletion of the if-check (lines 12—
14).

Finding 4: The root cause of the soundness issues in-
troduced by debloating is the inappropriate deletion of
soundness-related code, leading to erroneous execution
states that could have been avoided if the code was
retained.

Listing 2. Deletion of if-statements checking invalid states leading to
null-pointer deference issue.

I int main(int argc, char =argv[]){
bool valid_date = parse_datetime(..);
if (!valid_date) { // Check of invalid dates

deleted
/1 error(...);
€ !/ exit(1l);
/1!
8 show_date(...);

0}

11 void show_date(...){

12 /1 if (!'tp) { //Check of null-pointer deleted
13 /] return ('?"');

14 /1 }

15 int tmp =
16 ...

7}

tp—>value;

IV. THE BLOCKAUG APPROACH

Inspired by our previous analysis, which shows that sound-
ness issues introduced by debloating arise from inappropriate
code deletion, we propose BLOCKAUG, a blocking-based aug-
mentation approach aiming for sound debloating. BLOCKAUG
can be easily applied to coverage-based debloating techniques,
which remove branches not exercised by the debloating inputs.
The augmentation is performed by blocking the removed
branches. The goal is to prevent any execution from passing
through a removed branch so as to avoid possible erroneous
program states that propagate along the execution and lead to
incorrect behaviors.

Algorithm 1: BLOCKAUG algorithm.

Input : Original program FP,, debloating inputs [
Output: Augmented debloated program P,

// Perform coverage-based debloating.
P,; < debloatProgram(F,, I)

(SIS

3 // Collect all deleted branches.

4 deleted Branches « {}

5 for condStmt € P,.getAllConditional Stmts() do
6 if Py.contains(condStmt.condition) then

7 for branch € condStmt.branches do

8 if not P;.contains(branch) then

9 | deletedBranches.add(branch)

10 end

1 end

12 special Else < condStmt.nextBasicBlock
13 if not P;.contains(special Else) then

14 | deletedBranches.add(special Else)

15 end
16 end
17 end

18 // Augment by blocking deleted branches.
19 Py < copyFile(Pq)

20 for branch € deletedBranches do

un | Pa.insertBlockingCode(branch)

22 end

Algorithm 1 details how the approach works. First, as
shown in line 2, a coverage-based debloating technique (e.g.,
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Cov) is invoked to perform debloating based on the original
program P, and the debloating inputs [ to generate a debloated
program Pj;. In this step, branches (e.g., if-then branches)
that are deemed unneeded by the technique are removed.
As a post-processing step, the technique may perform dead
code elimination (DCE) to remove ‘“dangling” conditional
statements with empty branches. For example, COv with
DCE can remove a dangling if-statement whose condition
is covered in the execution of the debloating inputs but the
then-branch is not (since the condition is never evaluated to
true in the execution). BLOCKAUG requests that the DCE of
the technique (if any) is turned off, as it currently needs the
dangling statements to identify branches to block.

After obtaining the initial debloated program Py, BLOCK-
AUG performs augmentation by blocking the empty branches
to generate the augmented program P, as the output. It starts
by finding all the conditional statements (as if- and switch-
statements) in P, (line 5) and then excluding those that
are entirely removed and thus are not dangling conditional
statements (line 6). For each of the dangling conditional
statements (lines 7—11), BLOCKAUG looks for branches that
are emptied by the debloating step and saves them for the
augmentation later. Note that BLOCKAUG does not have to
do branch-augmentation for any fully-removed conditional
statement s, as it can block any parent (empty) branches of s
to avoid unexpected execution.

Going beyond searching for the typical conditional branches
that are empty, BLOCKAUG also looks for a special condi-
tional branch as the basic block bb (if any) that comes right
after an if- or switch-statement s from the same branch, as
shown in lines 12—15. If bb is cleaned, then some branch of
s should end with a statement re-directing the control flow
(e.g., a return statement). Otherwise, s and bb should both
be covered in the execution. Consider for example if (cond)
{ return O; } return I;, where return 0; is a branch of the
if-statement. BLOCKAUG considers return 1; to be a special
else-branch, which is only exercised when cond is false.

Finally, for each empty conditional branch identified (either
typical or special), to avoid the execution from passing through
it, BLOCKAUG inserts two statements: a print statement and
an exit statement for augmentation (lines 20-22). The former
gives a warning that the branch—identified by its starting
source line number—has been deleted. The latter triggers
an immediate termination for any execution that reaches the
branch. BLOCKAUG forbids the execution from continuing, as
the branch has been cleaned, and the output of the execution,
due to the lack of original branch code, cannot be trusted.

The key difference between BLOCKAUG and current aug-
mentation approaches [11], [19] including COVEH, is that
BLOCKAUG’s augmentation is focused on code blocking
rather than code restoration. It can actually be combined with
previous approaches to have both restoration and blocking. To
combine them, one first employs a coverage-based approach
(for example COVEH) to prune code not covered during
execution and restore the needed branches. After this, BLOCK-
AUG can be applied to the debloated program by blocking the
empty branches cleaned by the approach.

V. IMPLEMENTATION AND EVALUATION OF THE
BLOCKAUG APPROACH

We implemented the BLOCKAUG approach and applied
it to the four baseline techniques, Cov, CovA, CoVF, and
CoVEH, that perform coverage-based debloating and created
Cov-BLOCKAUG, COVA-BLOCKAUG, COVF-BLOCKAUG,
and COVEH-BLOCKAUG. In our implementation, BLOCK-
AUG additionally blocks the execution of any function whose
body is removed. It does this to address the problems of the
underlying coverage tracking tools (gcov and llvm-cov) used
by the baseline techniques. Though rare, the tracking tools
can fail to log the execution of a function body, which results
in the incorrect function body removal. We suspect that the
coverage tracking tools may miss such coverage for functions
(1) that are called in sub-processes and (2) exit the program.
The incorrect empty function, when called, can cause problems
such as undefined behavior. Note that if coverage tracking is
accurate, a coverage-based debloating technique would ensure
that the callsites of a function are all removed before cleaning
the function’s body, in which case, BLOCKAUG does not need
to block the empty body.

We assessed the soundness of the BLOCKAUG-augmented
programs and compared BLOCKAUG with the restoration-
based augmentation performed by COVA, CovF, and COvEH.
Because there are two potential downsides of BLOCKAUG’s
augmentation approach with respect to the program size and
the program generality, we also evaluated the size and gener-
ality of the augmented programs.

Specifically, BLOCKAUG’s augmentation inserts print and
exit statements into the empty branches and thus increases the
program size. We compared the size reduction achieved by
using both the baseline techniques and BLOCKAUG with those
achieved by the baseline techniques alone (e.g., comparing
Cov-BLOCKAUG to Cov).

The second downside is the damage to the program gener-
ality [19], which measures the extent to which the program
behaves correctly for inputs not observed while debloating.
The inserted exit statement can prevent the program execution
from passing through a removed branch, which is often benefi-
cial, as it is helpful to avoid unexpected program states leading
to crashes and incorrect outputs. However, there are cases
where the execution, if not forbidden, could have generated a
correct output even though the branch is removed and the code
originally in the branch is not executed. Consider for example
the extra branch at the end of the loop while(1) { lI: ...if
(!tmp0) { goto while_break_1;} goto 11; } that contains a single
statement goto 11;. The branch only re-directs the control-flow
to the start of the loop and is semantically unneeded. Blocking
it can cause the execution, which could have yielded a correct
output, to terminate.

A. Experimental Method and Setup

To investigate the soundness of the debloated programs
after BLOCKAUG’s augmentation, we followed the method
described in Section III by detecting soundness issues via
fuzzing, issue validation, and issue deduplication. In addition,
we evaluated the size reduction achieved for each of the
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TABLE VI
RESULTS OF THE FOUR COVERAGE-BASED DEBLOATING APPROACHES WITH AND WITHOUT BLOCKAUG APPLIED.

Approach Reduction | #All-Issues | #Related-Issues | Generality | Error Rate'
Cov 54.80% 93.3 47.8 45.22% 73.55%
COoV-BLOCKAUG 46.03% 0.7 0.3 38.89% 0.10%
CovA 36.94% 49.3 15.0 66.09% 53.77%
COVA-BLOCKAUG 34.56% 1.3 0.5 61.94% 0.05%
CovF 49.84% 532 27.1 46.76% 74.50%
COVF-BLOCKAUG 44.33% 0.7 0.3 39.88% 0.10%
CovEH 46.48% 54.3 28.7 46.20% 73.60%
COoVEH-BLOCKAUG 38.92% 1.4 0.3 40.18% 0.39%
Baseline Avg. 47.01% 62.5 29.7 51.07% 68.86%
Augmented Avg. 40.96% 1.0 0.4 45.22% 0.16%

T The output error rate. An output error is the incorrect output given by a debloated program. A warning
message showing that the program cannot handle the input or a correct output is not considered an

output error.

augmented debloated programs by measuring the fraction of
LoC removed.

To assess the generality of the debloated program, we
followed the previous work [19] by preparing an extra set
of inputs I’, comparing the execution outputs of the debloated
program and the original program for each input in I’, and
counting the different outputs as the generality issues exposed

by I'. Formally, a generality score gen W’
where p/(+) and p(-) denote the outputs of the debloated and
the original programs and |I’| is the number of inputs in
I'. To have I', we first got the inputs I from the previous
evaluation [19] used to assess program generality. Note that
I! is different from of the set of debloating inputs I used
to produce debloated programs. Then, from I/, we identified
inputs that are feature-related to the debloating inputs [
to obtain I’ used to evaluate program generality. We did
this because the debloating approaches investigated in this
paper are feature-oriented and are not designed to handle all
possible inputs. Here we used the same method discussed in
Section III-C (the “Feature-related soundness issues” part) to
determine the feature-relatedness of two inputs and excluded
bash and vim for the same reason.

For feature-related inputs, the debloated programs should
give the correct outputs. For inputs that are not feature-related
(i.e., feature-unrelated inputs), the debloated programs may
not be able to handle them, which is fine. However, from the
program trustworthiness perspective, for a feature-unrelated
input, the debloated program should not give a wrong result
to mislead the user but should instead warn the user that
the program may not behave correctly for the input and
avoid providing any output. BLOCKAUG can help achieve
program trustworthiness. To investigate this, we evaluated the
output error rate of the debloated programs using the feature-
unrelated inputs. This is to assess the ability of the program
to reject inputs that it should not handle. Here we consider
as an output error the incorrect output given by a debloated
program. A warning that the program cannot handle the input
or a correct output is not considered an output error.

B. Results

Table VI presents our results in terms of the size reduction
(measured by fraction of LoC) achieved by each approach, the
soundness issues (all and feature-related) it introduced, and the
generality and output error rate of the debloated programs it
produced. Because the BLOCKAUG approach is applied to the
four baseline debloating techniques, Cov, COvA, CoVF, and
CoVvEH, we also present the results of these techniques for
comparison. The results can help us assess the effectiveness
of the BLOCKAUG’s augmentation.

Our results show that BLOCKAUG is highly effective at
improving program soundness. According to the last row
of column #All-Issues, the BLOCKAUG-augmented programs
have one soundness issue, which is significantly lower than
the 62.5 issues of the debloated aprograms generated by the
baseline techniques. Also, the number is considerably lower
than issues introduced by CHISEL and BLADE (70 or more)
as presented in Table L.

BLOCKAUG can successfully resolve many categories of
issues listed in Table IV. To have the statistics, we obtained
the numbers of issues for each category before and after
BLOCKAUG is applied and computed the reduction rate. We
found that BLOCKAUG successfully resolved all issues for 9 of
the 15 categories. For the remaining 6 categories (IssueCat-
1, 4,5, 6, 7, and 15), the average reduction rate is as high
as 91.43%. Detailed results can be found at [57]. Note that
for the statistics, we excluded BLADE’s and CHISEL’s results,
because BLOCKAUG does not apply to the two tools.

I while (xptr) {

ret[rc] = ptr; //Out—of-bounds index reference for
ret, a 1000-dimension array
while (sptr && (xptr !="'|") ) ptr++;
4 sptr = '\0';
5 ptr++;
6 while (#ptr && (xptr =='|") ) ptr++;
7 rc++;

o}
Fig. 5. Vulnerable code in argv-fuzz-inl.h for program instrumentation.

BLOCKAUG does not eliminate all issues. The unresolved
issues are not related to the BLOCKAUG approach per se, but
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due to (1) the vulnerability of the AFL++’s instrumentation
for fuzzing and the inconsistent error messages reported by
the UBSan sanitizer for the original and debloated programs,
leading to an incorrect analysis of the cause of the soundness
issue and (2) the failure of the underlying code coverage tools
that BLOCKAUG uses.

Specifically, for (1), in the argv-fuzz experiments (Sec-
tion III-C), we slightly modified the original and debloated
programs by introducing code referencing the header file argv-
fuzz-inl.h, which is a file associated with the AFL++ tool
(not created by us), for program instrumentation. Using the
header file, the program allows for passing the fuzzed inputs
into the argv array for execution. Unfortunately, the header
code does not have a bounds check for the ret array shown
in the Figure V-B. As a result, when a fuzzed input has
too many arguments (over 1000), ret [rc] = ptr causes a
crash due to an out-of-bounds index reference. Normally, the
original and debloated programs will expose the same crash,
which does not count as an issue introduced by debloating.
However, in some cases where UBSan is used as the sanitizer
for fuzzing, the crashes for original and debloated programs
are not the same (reflecting a weird behavior of UBSan) —
for the debloated program, the error message indicates an
out-of-bounds index reference, and the program exit code is
somewhere between 130 and 139; for the original program,
however, the error message only suggests a general runtime
failure, and the exit code is -1. With the misleading disparity,
our issue checker mistakenly considers that the crash is not due
to an inherent weakness shared by the original and debloated
programs but an issue introduced by debloating, which is not
the case.

For (2), some unresolved issues are due to the weakness of
the underlying code coverage tools in accurately tracking and
deleting code. Though rare, the COV tool may fail to remove
a branch B not covered by any execution due to incomplete
coverage tracking. We saw this happen for the special branch
(described in Section IV) that comes after an if-statement
containing a control-flow re-directing statement, such as B in
if (cond) { goto 1; } B. When the unneeded branch
B is left untouched or not fully cleaned, BLOCKAUG does not
block B, and as a result, an execution falsely passing through
B can make the program crash.

BLOCKAUG does not achieve a non-zero error rate also for
two reasons. The first reason is the weakness of the underlying
code coverage tools as just explained. The second reason is
BLOCKAUG’s imperfect support for graceful exit — some
necessary cleanup work before exit is left undone. For the
bash program, an ungraceful exit can corrupt the environment,
making the next run crash. While the problem of the coverage
tools’ inaccurate code tracking may be fixed, graceful exit of
blocking cannot be guaranteed, since not all changes before
exit are reversible. Therefore, a zero error rate of BLOCKAUG
in all cases is not feasible.

Our results also show that the proposed augmentation
strategy only slightly increase LoC (with respect to the pro-
gram generated by each baseline approach). The augmentation
causes only a 6.05% decrease in size reduction.

Depending on the aggressiveness of the debloating tech-

niques, the four baseline approaches can produce programs
that expose generality issues of varying severity. That is,
their debloated programs fail to handle a portion of the
inputs that are related to the user-specified features. Although
BLOCKAUG can create more generality issues, the empirical
influence is very limited. On average, the augmented programs
only increase the number of generality issues by 5.85% (from
45.22% to 51.07%) compared to their baseline counterparts.

The increase in generality issues is due to the fact that the
augmentation of BLOCKAUG may cause the program to exit
prematurely when it could have produced a correct output.
This can happen because a branch b may be semantically
unneeded with respect to the execution of the given input or
its deletion, though leading to erroneous states generated and
propagated along the execution, somehow does not affect the
final output. If b is blocked, however, the execution will surely
yield an incorrect output, as it terminates before generating any
output.

At the cost of a small increase of generality issues, the
augmentation of BLOCKAUG not only effectively improves
soundness, but also produces debloated programs with more
credible outputs. The debloated programs generated by the
four baseline approaches have an output error rate of 68.86%.
This result shows that the programs give wrong results for
about 70% of the feature-unrelated inputs for which the pro-
grams should not have handled, creating severe trust issues. In
contrast, the augmented programs generated by BLOCKAUG
can terminate the execution with an error message indicating
the program’s inability to handle the input. The output error
rate is as low as 0.16%. It is not 0, as we found that there
are branches that are not correctly blocked by BLOCKAUG
due to the failure of underlying coverage tracking tools (gcov
and /lvm-cov) in accurately capturing the executed branches.
Overall, the ability of blocking unintended execution offers
benefits as it makes the programs augmented by BLOCKAUG
more trustworthy and reliable to use.

Our results show that the restoration-based augmentation
approaches performed by CovF, CovA, and COVEH can-
not fundamentally solve the soundness problem of feature-
oriented debloating. BLOCKAUG on the other hand is much
more effective in improving the soundness. Using different
baseline approaches for debloating, BLOCKAUG can achieve
similar soundness improvement but different size reduction
and generality results. COVF’s and COVEH’s augmentations
address soundness issues. Pairing BLOCKAUG with these
techniques can improve soundness while making the program
behave correctly for more invalid inputs (rather than simply
forbidding the wrong execution). COVA, on the other hand,
is designed to improve generality in handling more feature-
related inputs (achieving a 66.09% generality compared to
45.22% of Cov). Pairing COVA with BLOCKAUG can lead
to effective improvement in both soundness and generality.

VI. DISCUSSION

Unsoundness of current input-based techniques. Previous
debloating approaches are highly unsound. They tend to pursue
high size reduction and can remove key soundness-related
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code such as the “defensive” if-checks and variable assign-
ments, introducing severe correctness and security issues.
Although approaches like COVF and COVA use fuzzing and
heuristics to identify and restore deleted code that affects
program soundness or that corresponds to the needed features
specified, their effectiveness in terms of soundness improve-
ment is limited, as evidenced by our results. The alternative
approach, COVEH, which uses purely static methods to detect
code for restoration cannot avoid soundness issues either.
It is still possible to further extend COVEH’s approach by
identifying and restoring more types of code for soundness
improvement. However, many issues can still exist, and the
soundness improvement can come with a non-trivial program
size increase. To test this, we extended COVEH to identify any
original branch that exclusively contains assignments or return
statements (their deletion is identified as related to the root
cause of soundness problems in Section I1I-G4) for restoration
and evaluated the extended approach on the 10 utility programs
from the CHISELBENCH benchmark. Our results show that the
extended approach achieves slightly better soundness (average
issue count drops by 5.3%) but at the cost of a lower reduction
(reduction rate drops by 10.9%). Based on the results and
analyses, code restoration alone cannot fundamentally resolve
the soundness challenges faced by feature-oriented debloating.

BLOCKAUG’s role. BLOCKAUG is not another code restor-
ing approach that identifies and preserves additional code to
handle more unseen inputs. Rather, it is designed to forbid the
execution with inputs that the program is unable to handle.
As such, it is unfair to directly compare BLOCKAUG with
current techniques like COVF addressing soundness issues.
The role of BLOCKAUG is to complement existing coverage-
based techniques to improve their soundness.

Strengths and weaknesses of BLOCKAUG. BLOCKAUG’s
blocking method provides a new approach to improving the
soundness of debloating. Its advantage over COVEH and
other restoration-based techniques stems from the blocking
mechanism, which, unlike code restoration, prevents any un-
expected execution from passing through a deleted branch
— effectively forbidding execution of original code that was
removed but is still required. As a result, it is very effective
at preventing unsound behavior. Although the augmentation
induced by the blocking method adds new code (for warning
generation and execution termination), the actual size increase
is only slight. This is in contrast with the code restoration
methods, which can increase program size by for example
up to 18% (CoVA). Another key benefit of the blocking
method is that it can forbid the execution of any input for
which a debloated program would have generated an incorrect
output. Instead of blindly reporting a wrong output, the block-
augmented program can give warnings for potential mistakes
and terminate the execution, enhancing the trustworthiness of
debloating.

The soundness improvement brought by the block augmen-
tation does not come at no cost. Our results showed that it
may adversely affect the generality. We nevertheless note that
the actual generality loss caused by block augmentation is only
about 6% and that the loss can be further mitigated with better
strategies for code restoration, which is orthogonal to this

work. Overall, the benefits of the block augmentation outweigh
its weaknesses. We thus advocate adopting block augmentation
for feature-oriented debloating to improve soundness, while
also encouraging the development of complementary code
restoration strategies to further enhance program generality.

Applicability of BLOCKAUG. BLOCKAUG is particularly
designed to enhance the soundness of input-based debloating
that prunes code in the form of complete branches, driven by
coverage. We have tested the method over all the source-based
techniques performing coverage-based code pruning (with and
without code restoration) and demonstrated its effectiveness.
While we did not implement a block-augmented version for
RAZOR, which realizes coverage-based code pruning at the
binary level, due to the technical issues and challenges we
faced while using the tool (as discussed in Section III-G1), we
believe the method could be nevertheless applied to a binary-
based approach like RAZOR by identifying and augmenting
deleted instructions corresponding to the deleted branches at
the source level. We leave as future work the investigation of
applying block augmentation to binary-based approaches.

Unlike coverage-based techniques, more aggressive delta-
debugging-based techniques like CHISEL can delete single
statements within a code block, as long as the deletion does not
affect the execution result for the debloating inputs. BLOCK-
AUG cannot trivially augment any reduced block resulting
from delta-debugging-based code pruning. This is because for-
bidding any execution from passing through a code block with
deleted code can prevent the program from processing any
inputs and make it useless (consider forbiding the execution
from within the top-level block of main). That said, it is still
possible to use BLOCKAUG’s approach to augment a fully
reduced code block. However, in that case, additional check
is needed to ensure that the augmented program still behaves
correctly for the debloating inputs.

BLOCKAUG also does not work in the configuration-based
debloating scenario assumed by OCCAM and TRIMMER.
Since OCCAM and TRIMMER are supposed to produce sound
programs tailored for a given configuration, one need not
apply BLOCKAUG to improve the soundness of OCCAM'’s
or TRIMMER’s debloating result. That said, one could still
attempt to run BLOCKAUG on OCCAM’s or TRIMMER’S
debloated program by identifying any removed branch (in
the form of a dangling branch with an empty body) and
blocking it, even though dangling branches in OCCAM’s
and TRIMMER’s debloated programs are not common, as they
are often optimized away (unless the conditionals have side
effects). When applied, BLOCKAUG’s approach would either
have no effect or break the program’s functionality, which is
harmful. For a dangling branch whose body is never executed
by any inputs under the specified configuration, blocking it
has no effect. However, if the body of a dangling branch
can be covered, blocking the branch can break the program’s
intended functionality: the program can fail on inputs whose
execution could have passed through the branch body without
doing anything yet still produce a correct result under that
configuration. In such cases, blocking the branch will cause
the execution to fail.

BLOCKAUG’s blocking mechanism. While we have im-
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plemented the blocking method by inserting exit statements
at the deleted branches for exploration purposes, we note that
the blocking mechanism can be realized in other ways by for
example re-directing any unintended execution to an upper-
level service or rolling it back to a previous checkpoint instead
of just killing it.

BLOCKAUG’s support for graceful exit. We also note
that a blocking method that inserts exit statements to forbid
unintended execution does not necessarily lead to a graceful
exit [58] due to the lack of cleanup work that may be needed
to revert what has been done up to the exit point. Although
the OS can automatically release some resources for cleanup
by for example reclaiming the allocated memory after the
program exits, there will be changes (such as file updates)
that are not revertible by the OS. For example, if a debloated
bzip2 exits before completing the compression of a file, the
halfway-compressed file may be left in the output directory.
To address the issue, we developed a method [59] that goes
with the block-augmentation for file-change-related cleanup by
intercepting system calls to perform backup on every resource-
related operation (e.g., file creation and modification) and
rolling back the changes when the program exits for blocking
purpose. We do not however claim that these operations are
sufficient to revert all kinds of changes (in fact, not all changes
are revertible). Adding more operations to deal with more
types of changes will be left as future engineering work. As
an alternative, one can just rely on a system’s backup-and-
restoration mechanism (for example the time machine of the
Mac OS) for cleanup, which is however not lightweight.

A soundness investigation of compiler-optimization-
based techniques. While the study is centered around input-
based techniques, we also conducted an experiment investi-
gating another important type of feature-oriented approaches
that leverage compiler optimization for debloating. In this ex-
periment, we chose OCCAM as an exemplary compiler-based
technique [22], [23], and ran it to generate debloated programs
for the 10 utilities. Since OCCAM is configuration-based, for
debloating, we chose for each utility a specific configuration
(specified by one option or a combination of options used in
any of the debloating inputs) and ran the OCCAM tool [60] to
generate a debloated binary. We evaluated the soundness of the
debloated binary with the Radamsa fuzzing tool. In the fuzzing
process, we used as seeds the debloating inputs that conform
to the configuration (i.e., use the same options specified in the
configuration) and generated 500 fuzzed inputs for each seed,
following the fuzzing method in our study. For comparison,
we used COVA, which has the best soundness among the
studied tools, and COVA-BLOCKAUG, the block-augmented
version of COVA, to produce debloated programs. To ensure
fairness, debloating was performed on inputs conforming to
OCCAM’s configuration, and the same fuzzed inputs were
used for evaluation.

Our results show that COVA-BLOCKAUG and OCCAM are
highly sound, with the crash rates being as low as 0% and 1%
respectively. Comparatively, COVA’s crash rate is much higher,
31%. Although compiler-based techniques like OCCAM are
generally considered sound, according to our results, the crash
rate is not strictly 0%. We looked into one case where the

16

debloated binary for gzip crashed, and found that the debloated
huft_build, a helper function for decompression, caused pointer
out-of-bounds access. Detailed results can be accessed at [61].

VII. THREATS TO VALIDITY AND LIMITATIONS

In this section, we discuss the external, internal, and contruct
threats to validity.

External threats. First, we used 18 programs from two
established benchmarks (CHISELBENCH [27] and LSIR [19],
[41]) for our study and the evaluation of BLOCKAUG. We
chose these two benchmarks as they have been widely used to
evaluate existing debloating approaches [10], [19], [62]-[64],
and all the tools used in our study can perform debloating
without errors for the programs. Although our results and
findings may potentially not generalize to more programs,
we believe they have already revealed the unsound nature
of current debloating techniques and provided useful insights
towards improving the soundness of these techniques. Second,
we investigated 7 tools that rely on input specification for
feature-oriented debloating. The results and findings may not
generalize to feature-oriented techniques that use other forms
of specification or other types of debloating techniques. We
nevertheless note that feature-oriented debloating that uses in-
puts for specification is widely applied and thus studying such
techniques is of significance. Investigating more debloating
approaches will be left as future work.

Internal threats. The internal threats stem from the poten-
tial implementation errors of COVEH and BLOCKAUG. We
have carefully tested the implementations of both tools, and
performed internal code review. We also made the tools and
the results available for public review and verification.

Limitations. In our study, we used a dynamic method
employing fuzzers and sanitizers to detect soundness issues
exposed as crashes. A limitation is that such a dynamic method
is insufficient to identify all sorts of issues. It is possible to use
other methods such as static analysis and formal verification
to detect other forms of defects revealing soundness issues.
We did not consider such methods in the study, as they suffer
from scalability limitations and false positives. Comparatively,
a dynamic analysis with fuzzers and sanitizers offer a scalable
and effective means to detect unsoundness where the ground
truth is hard to establish.

As elaborated in Section VI, our proposed BLOCKAUG
has limitations in that (1) its blocking augmentation can
harm program generality; (2) it is restricted to input-based
techniques that employ a coverage-based strategy for debloat-
ing; and (3) its blocking mechanism can lead to ungraceful
exit. We nevertheless note that the generality loss due to
BLOCKAUG’s augmentation is empirically small. Also, be-
cause coverage-based debloating techniques are often more
efficient and effective (in terms of the reduction-generality
tradeoff) than delta-debugging-based techniques for complex
program debloating [19], [62], the applicability of BLOCKAUG
is promising. Finally, ungraceful exit cannot be fundamentally
avoided but can be mitigated with more engineering work,
which we consider to do in the future.
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VIII. RELATED WORK

Studies on feature-oriented software debloating. Related
to our research are four studies that compare and evaluate
existing feature-oriented debloating techniques. The study
conducted by Brown et al. [62] investigated various techniques
and used a variety of metrics related to performance, security,
and correctness. In our research, we focused on program
soundness. Our study is more comprehensive for soundness
evaluation in that three fuzzers of different types paired with
multiple sanitizers are used to detect a variety of soundness
issues reported as crashes. We analyzed the issues and pro-
vided insights into their categorization, distribution, and root
causes.

Xin et al. [19] did experiments to study the reduction-
generality tradeoffs achieved by current techniques. Their
study is designed primarily to understand the extent to which
the debloated programs can handle features not exercised
by the given inputs, while ours is centered around program
soundness. Although Xin et al. also did a fuzzing experiment
to test the robustness of the debloated programs, only two
fuzzing tools Radamsa and AFL were considered, a limited
time budget was used (for example, AFL was only run for 30
minutes for each trial), and no sanitizers were involved. Also,
Xin et al. did not identify issues that were only introduced by
the debloating tools, and for this reason, the issues may not
be debloating-related.

Studies by Ali et al. [63] and Brown et al. [64] also
compared current debloating techniques. However, the former
only evaluated correctness of debloated programs by existing
test cases and did not run fuzzers to test soundness. The latter
is security-oriented and evaluated debloating techniques by the
number of various gadgets reduced. Because the two studies
do not target program soundness, they are different from our
research.

There are debloating tools investigated in the above studies
that we did not include in our research. TRIMMER [17],
[44], OCCAM [22], [23], LMCAS [45], Libfilter [65], and
Piece-wise [66] were not included because they are not input-
based debloating techniques, and thus are not compatible with
our experimental setup which uses the same set of inputs
for all debloating tools to ensure a fair comparison. Chisel-
GT [10], [62] and GTIRB Binary Reduce [62], [67] were
not included because they are proprietary tools developed by
GrammaTech [68] and Trail of Bits [69] respectively and
are not publicly available. BinRec-ToB [70] was not included
because it failed to debloat any of the benchmark programs,
according to Brown et al. [62].

Software debloating. Software debloating techniques aim
to reduce size and improve security and performance of the
program by removing unnecessary code. Feature-oriented de-
bloating takes the original program and a feature specification
as input, and removes code that is not related to the specified
features. There are multiple ways to specify features, among
which input-based debloating is widely applicable, as it only
requires a set of inputs (test cases) as specification. Input-based
debloating tools can use delta debugging (e.g., CHISEL [10],
BLADE [20], Perses [71], C-Reduce [72], and J-Reduce [73]),

code coverage (e.g., COVA, CoVF [19], and RAZOR [11]),
deep learning (e.g., Hecate [13]), stochastic optimization (e.g.,
Debop [14]), or other approaches that for example combine
static and dynamic analyses (e.g., JShrink [16]) to identify
and remove unnecessary code based on the specification.

Similar to COVEH and BLOCKAUG, COVF and COVA [19]
also perform augmentation based on Cov. Although CovF
shares a similar goal with COVEH and BLOCKAUG in im-
proving soundness, it differs in that it uses fuzzing, a dynamic
method, to enrich the input set for feature specification and
debloating, whereas COVEH uses a purely static analysis to
restore soundness-related code. BLOCKAUG is significantly
different in that it tackles the root cause of soundness issues
by blocking the execution of removed branches. COVA, on
the other hand, was designed with a different goal, which is
to improve generality.

In addition to input-based specification, there are other types
of feature specification based on for example static configu-
ration [17], [22], [23], [44], [45], human-developed domain
sampling [40], program logs [21], android activities [18], and
manual annotations of feature mapping [12]. Beyond feature-
oriented debloating techniques, there are others that do not
require explicit specifications such as debloating techniques
that remove unused libraries [46], [65], [66], [74], but they
are not the focus of this paper.

IX. CONCLUSION AND FUTURE WORK

Current feature-oriented debloating techniques are highly
unsound, as evidenced by our study using various fuzzers and
sanitizers to extensively test the debloated programs produced
by these techniques. We found that these techniques introduce
many soundness issues that can lead to program crashes. To
address this challenge, we developed BLOCKAUG, a blocking
method applicable to coverage-based debloating. BLOCKAUG
augments deleted branches with exit statements to prevent
unintended execution and the resulting failures. Our evaluation
shows that block augmentation is highly effective at mitigating
soundness issues and reducing erroneous outputs in debloated
programs.

For future work, we plan to extend block augmentation to
a broader range of debloating techniques, including feature-
oriented approaches at the binary level and potentially non-
feature-oriented techniques. We also aim to explore non-exit-
based augmentations and additional change-reverting opera-
tions to enhance the method’s practicality. Furthermore, we
hope to develop more effective code restoration strategies
that complement the blocking mechanism, improving program
generality while maintaining high soundness.
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