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Code reduction and program generality are two key factors affecting the effectiveness of feature-based
debloating. These two factors are inherently in tension: reducing more code typically decreases program
generality, and vice versa. Therefore, effective debloating must strike a good tradeoff between them. To this end,
a previous technique, DEBOP, addresses debloating as an optimization problem. It uses an objective function to
quantify, for any debloated program that it generates, the reduction, generality, and their tradeoff, and employs
a Markov-Chain-Monte-Carlo-based sampling approach for stochastic optimization, aiming to find the best
sample, that is, the debloated program with the highest tradeoff score. Unfortunately, because DEBOP uses a
very simple mutation model, which reduces or recovers only one primitive statement (often a line of code)
for sampling, its search ability is significantly limited, especially when the program is large and in scenarios
where code reduction is prioritized over generality. To improve the stochastic search for better debloating, we
propose MoP, a new optimization-based technique that uses three mutation models targeting different code
granularities for sample generation based on the code coverage (derived from the program execution with
the feature-characterizing inputs), the coverage segments (exercised by unique subsets of features), and the
statements. The use of these models accounts for both static code structure and dynamic program execution
for sample generation and enables both aggressive and fine-grained exploration for improved optimization.
However, as the optimization is guided by a set of inputs serving as the usage profile, it may mistakenly
delete robustness-related code that is not covered by these inputs. Therefore, after the optimization, Mop also
performs fuzzing-guided code augmentation to enhance the robustness of the optimized program.

To assess the effectiveness of Mop, we implemented a prototype of the approach and applied it to an existing
benchmark of 25 programs and a real-world database management system PostgreSQL for debloating. Our
results are encouraging, as they show that Mop can produce debloated programs with different tradeoffs
and achieve a tradeoff score that is on average 15% (and in many cases 30%) higher than DEBoP’s. We also
found that Mop’s code reduction ability is at least comparable to that of the state-of-the-art reduction-oriented
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techniques and that it can produce robustness-enhanced programs. Overall, the results demonstrate Mop’s
improved proficiency for optimization-based debloating.
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software.
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1 Introduction

Modern software is complex and is becoming increasingly so [37, 46]. To serve a wide range
of users, complex software often contains an abundance of features. However, different users
tend to use different features [36]. For a certain user, many features are rarely, if ever, used.
This is evidenced by a study conducted by Quach et al. [74] that shows, for a variety of modern
software systems, only a subset of the features (and less than 40% of the code) is exercised in their
typical usage. The large amount of unneeded features contributes to code bloat. Code bloat is
pervasive in modern software systems [25, 43, 74], and it is harmful in many ways [2, 15, 81, 97, 98].
Notably, it increases the attack surface, as any vulnerabilities existing in the bloated code can
be exploited for malicious purposes [11, 81]. To reduce code bloat, debloating techniques have
emerged [10, 11, 18, 35, 38, 64, 66, 67, 71, 72, 75, 96]. Among these, a prominent group referred to as
feature-based debloating techniques [96] targets the removal of the unneeded features [4, 6, 7, 16—
18, 35, 47, 52, 62, 71, 83, 86, 88, 94, 96].

Current feature-based debloating techniques often use a set of inputs for feature specification.
They focus on code reduction and tend to eliminate as much unneeded code as possible to produce
a minimal program behaving correctly for the inputs. However, debloating in this view is limited,
as in more realistic scenarios, there would typically be different, possibly conflicting goals at
play. For example, it may be acceptable for a debloated program to fail to handle 10% of the
inputs corresponding to uncommon features if doing so results in 80% of reduction in its potential
vulnerabilities. Likewise, there may be scenarios in which generality (i.e., the extent to which the
debloated program can handle all inputs) is the primary concern and should therefore be prioritized
over program-size reduction.

In light of this observation, Xin et al. formulated debloating as an optimization problem where
they identified reduction and generality as two key factors affecting the effectiveness of feature-
based debloating [94]. These two factors are inherently in tension: reducing more code typically
removes more features, thereby decreasing program generality, and vice versa. Consequently, an
effective debloating technique must pursue a good tradeoff between them. The proposed approach
DEBoP [94] is designed around this idea. It performs stochastic search, aiming to find the debloated
program with the best reduction-generality tradeoff.

For debloating, DEBOP takes as input a target (bloated) program and a usage profile of it, as
a set of inputs representing various usage scenarios of the program and can be curated based
on tests or collected usage data from users. DEBOP generates debloated programs by selectively
removing statements of the target program guided by an objective function, which quantifies, for
each debloated program, the code reduction (measured by the numbers of statements and ROP
gadgets deleted), the program generality (measured by the fraction of inputs in the usage profile
correctly handled), and the tradeoff between reduction and generality (measured by a weighted sum
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of the two factors). The goal then is to search within a pool of candidate debloated programs for the
one with the highest objective value, which indicates the best tradeoff. Intuitively, by performing
debloating in this way, DEBOP can identify features that are rarely used but exercise a large amount
of code. By eliminating such features (and the corresponding code), DEBOP offers benefits in
significantly reducing program size and attack surface while not considerably undermining the
program’s generality.

Because enumerating all candidate programs to find the optimal solution is infeasible due to the
enormity of the pool, DEBOP uses a Markov-Chain-Monte-Carlo-based (or MCMC-based) approach
for sampling. Following the MCMC principle, DEBoP performs a sequential, mutation-based process
to obtain samples (debloated programs) as follows. Starting with the initial sample derived from
the original program, DEBOP creates a new sample by mutating the current sample through either
deleting a statement of it or recovering (adding back) one that has been deleted. Then DEBOP
evaluates the new sample by computing its objective value and comparing the value with that of
the current sample to decide whether to accept the new sample or not. Once accepted, the new
sample becomes the current sample, and the exploration continues. Finally, after the sampling
process terminates, DEBOP reports as output the sample with the highest objective value.

Despite the potential regarding the stated goal, DEBoP’s effectiveness for optimization is very
limited. The use of a very simple mutation model, which targets only one primitive statement
(often just a line of code) for mutation, can result in a weak exploration for a program even
with medium size. Consider a program that has 1, 000 statements. Because each statement can be
either preserved or deleted, the size of search space is 21:9°°, which makes an effective exploration
extremely challenging. Moreover, the simple one-statement model can impede the deletion of any
large code chunks — a statement-by-statement removal of a large chunk enabled by the model may
not be feasible from an optimization perspective, as a statement removal can result in a considerable
generality drop but a limited reduction gain and thus be rejected. As we will show in the evaluation
section, DEBOP often struggles in pruning a large amount of code, especially for large programs.
On average, its optimization process reduced 11% of the code. For large programs with more than
32K LoC, only 3% code is pruned, even when reduction is prioritized over generality.

Our work. To address the limitation and improve the effectiveness of stochastic search, we devel-
oped Mop (Program Debloating via Multi-Granularity Stochastic Optimization), a new stochastic-
optimization-based debloating approach. Like DEBoP, Mop uses an MCMC-based sampling strategy
for debloating with the goal of finding a debloated program with the best reduction-generality
tradeoff. The key difference between DEBOP and Mop is that, instead of using a simple statement-
based model to generate samples, Mop adopts three models targeting different code granularities:
code coverage, coverage segments, and statements. Inspired by Hierarchical Delta Debugging
(HDD) [60], MoP uses a multi-granularity strategy to enable coarse-to-fine-grained search for
effective space exploration. Starting with coarse-grained exploration, Mopr quickly narrows down a
promising subspace, which it can focus on next for fine-grained search. In this way, Mop avoids
costly fine-grained searches in suboptimal spaces so as to improve the optimization.

For debloating, Mop takes as input a (bloated) program p and a usage profile as a set of inputs I
representing the various usage scenarios of p. It additionally allows the user to provide an optional
I’, a subset of I that specifies the features the debloated program must preserve, and two weights o
and f controlling the preferences between two types of reduction (i.e., program size reduction and
attack surface reduction) and between reduction and generality, respectively. MoP’s debloating
goes through a pre-processing step, which identifies a favorable initial program for optimization,
a three-stage optimization process, and a post-processing step, which enhances the robustness
of the optimized program through fuzzing-guided code augmentation. As with DEBop, MoP uses
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an objective function that quantifies, for each reduced program that it generates, the reduction,
generality, and their tradeoff, and as the output of optimization, it reports the sample with the
highest objective value, indicating the best tradeoff.

Pre-processing step. The debloating process begins with a pre-processing step where Mop
creates an initial program as a favorable starting point for optimization. The initial program can be
either p;op OF Ppase, which Mop obtains by preserving all the code exercised by I or I’ and removing
all other code not exercised by the inputs. In the subsequent optimization process, Mop can then
focus on pruning code from p;,, or adding back code from p to py4se to generate samples. The way
Mop chooses the initial program is by comparing the objective values of p;o; and ppqse and selecting
the one with the higher value. Intuitively, this is the program closer to the optimal solution. After
creating the initial program, Mop performs optimization in three stages for debloating, each with a
different mutation model. The output of the previous stage is the input of the following.

Stage-I optimization. In the first stage, Mop opts for an aggressive MCMC-based exploration.
It uses a mutation model that eliminates or retains the coverage code induced from the program
execution with a randomly chosen input i € I to generate a sample. Using the model, Mop essentially
enables an exploration that decides which inputs in I should be handled by the debloated program.
The exploration is aggressive, as for an input chosen not to handle, the model has a chance of
eliminating the input-exercising code all at once. The model also facilitates fast exploration. This
is because, with the model, Mop does not have to repeatedly execute every reduced program
against the inputs to evaluate generality. Rather, it does program profiling once to keep track of
the coverage induced by each input, and later for optimization, it can compute generality just by
checking how many inputs have been chosen to handle.

Stage-II optimization. The coverage model adopted in the first stage enables a fast and aggres-
sive exploration. There are however missed optimization opportunities. Because the model targets
the coverage code for mutation, it does not assess how smaller code units (for example a part of
the coverage) affect the optimization result. Moreover, because the model focuses on the generality
change led by one input, it ignores other mutations that affect generality to a larger degree based
on multiple inputs. To address these weaknesses, in the second stage, MoP uses another model that
targets coverage segments for mutation. To identify the coverage segments, Mop creates a partition
of all the (primitive) statements from the original program, each comprising statements exercised
by a unique subset of I. The statements in a segment are semantics-related, as they are exercised
by the same inputs. For mutation, Mop selects a segment and preserves or deletes its statements
altogether, depending on whether the segment exists in the current sample or not.

Stage-III optimization. A coverage segment that contains multiple statements is still not small
enough. For a more fine-grained exploration, MoP uses a model that mutates only one (primitive)
statement. With this model, Mop has a chance of eliminating single statements that do not or can
only slightly affect the generality, which is beneficial for fine-grained optimization.

Post-processing step. By the end of the optimization process, Mop can produce a program
with poor robustness, as it can remove robustness-related code (e.g., error-handling code) that is
deemed not important from a feature-based optimization perspective but is actually critical. To
further enhance program robustness, Mop employs CovF’s strategy [96] for fuzzing-guided code
augmentation. Specifically, Mop leverages the black-box fuzzing tool Radamsa [5] to generate a
set of fuzzed inputs triggering the crash and hang behaviors of the debloated program. It then
augments the program by adding back code from the original program exercised by the fuzzed
inputs to avoid such behaviors and similar failures. Finally, Mop reports the augmented program as
the debloating result.

Evaluation. We implemented a prototype of Mop and applied it to a benchmark of 25 subject
programs [96] used to evaluate existing techniques [35, 71, 94] together with a real-world database
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management system PostgreSQL (v12.14) [68] with over 936K LoC. Our results show that Mop
can produce debloated programs with various tradeoffs. On average, it can prune nearly 70%
of the original program’s code while retaining 58% of the generality to achieve a good tradeoff.
Moreover, with the must-handle inputs specifying features that must be preserved in the debloated
program, MoP can avoid programs with low generality. A comparison of Mop with DEBoOP, the
state-of-the-art optimization-based debloating technique, shows that Mop achieves a tradeoff score
that is about 15% higher than DeEBoP. By excluding the influence of the pre-processing step to
focus on core optimization ability, we found that Mop obtains a 30% higher tradeoff score. The
improvement is even more pronounced when reduction is prioritized over generality. While Mop
is an optimization-based technique, to have a deep understanding of its reduction ability, we also
compared Mop with state-of-the-art reduction-oriented techniques CHISEL and RAZOR, which we
used to produce debloated programs based on the inputs that the debloated programs generated
by Mop can correctly handle. We found that Mop achieved better reduction than CHISEL and its
reduction ability is at least comparable to Razor’s. Finally, the evaluation of MoP’s post-processing
step demonstrates its effectiveness in enhancing program robustness. Overall, we believe that Mop
represents a step forward towards better optimization-based debloating.
The main contributions of this paper are as follows.

(1) A new stochastic-optimization—-based debloating technique Mop that improves the reduc-
tion—generality tradeoffs through a three-stage, multi-granularity optimization strategy,
leveraging coverage-based, coverage-segment-based, and statement-based mutation models.

(2) A comprehensive evaluation on 26 programs demonstrating Mop’s improved optimization
ability over DEBOP, its effectiveness in code reduction, and its proficiency in robustness
enhancement.

(3) An artifact that includes the prototype of Mop we implemented along with the experiment
data and testing scripts we used available at [12].

2 Definitions

In this section, we provide the definitions of the terms used in this paper.

2.1 Compound and Primitive Statements

A program p can be parsed into an abstract syntax tree (AST) and it contains a set of statements S.
A statement is code defined in a function body. It is either a block (e.g., the body of a while loop),
which can be represented as a list of elements {ey, es, ..., e,}, or an element in the list structure of
a block. A statement s can be mapped to a node in the AST, and it can have other statement(s) as
its parent or children. A statement can be either compound or primitive. A compound statement
has other statements as its children. Formally, we have

compound(s) iff s € SA3s" € S(s” € children(s)), (1)

where S is the set of all the statements in p and children(s) denotes the children of s as a set.
For example, a while-statement is a compound statement, as it contains other statements (e.g., an
if-statement) in the loop body. In contrast, a primitive statement does not have any children. The
definition of a primitive statement is shown below.

primitive(s) iff s € S A As’ € S(s’ € children(s)) (2)

Here again, S is the set of all the statements and children(s) denotes the children of s.

Because our approach focuses on reducing primitive statements for optimization, we use statement
to refer to primitive statement in this paper, unless we give a special note. It should be emphasized
that our approach does not ignore compound statements for debloating. After pruning primitive
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statements, the approach uses an existing dead code elimination (DCE) method [96] to remove the
dangling compound statements (do, for, if, switch, and while statements) that have empty bodies
and side-effect-free conditions and other unneeded definitions.

2.2 Coverage

Let p be the program and i be an input. We define the full coverage induced from the execution of p
with i, denoted as FullCou(p, i), to be a set containing all the compound and primitive statements
exercised in the execution. The primitive coverage PrimCou(p, i), or simply Couv(p, i), is the set of
all the primitive statements that are exercised in the execution. We use coverage to refer to the
primitive coverage in this paper.

2.3 Coverage Input Set

Let p be the program, s be a statement of p, and I be a set of inputs. We define the coverage input
set for s based on p and I, denoted as CovlnputSet(p,1,s), to be a subset I’ C I, where, for each
input i’ in I, the coverage derived from the execution of p with i’ includes s. A formal definition of
CovlnputSet(p, 1, s) is shown below.

CovlnputSet(p,I,s) ={i|i eI Ase Cou(p,i)} (3)

Intuitively, CovInputSet(p, I, s) is a subset of I that exercises s in the execution. Note that CovInput
Set(p, 1, s) can be empty, as there can be no inputs of I that exercise s.

2.4 Coverage Segment

A coverage segment, or simply segment, is a set of statements that share the same coverage input
set. Let p be the program, S be the set of all the statements of p, I be a set of inputs, and C be some
non-empty coverage input set chosen from all possible candidates. A formal definition of a segment,
denoted as CovSeg(p, S, I, C), is shown below.

CovSeg(p,S,1,C) ={s | s € S A CovInputSet(p,1,s) = C},
where C € {CovlnputSet(p,I,s)|s € S} AC#0 )

Note that a segment in this definition cannot be empty, as it must include some statement(s)
exercised by the input(s) from an non-empty C.

2.5 Coverage Segment Set

Given the program p, the set of statements S in p, and the set of inputs I, we define the coverage
segment set, or simply segment set, denoted as CovSegSet(p, S, I), to be the set of coverage segments,
each collected based on a candidate coverage input set. Formally, we have

CouvSegSet(p, S, I) = {CovSeg(p,S,I,C) | C € {CovlnputSet(p,1,s)|s € S} AC # 0}. (5)

In the second-stage, Mop’s model selects a segment from the segment set for mutation and generates
a new sample.

2.6 Coverage, Top, and Base Programs

Let p be a program and I be a set of inputs. We define the coverage program with respect to p
and I, denoted as pcov(p, I), to be a program containing every primitive and compound statement
exercised by I along with all the code (including for example a global struct definition) that is not a
statement (either primitive or compound).
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When the set of inputs I, represents the usage profile used for optimization-based debloating,
we refer to the corresponding coverage program as the top program, denoted as p;,p, which is also
equivalent to pcov(p, I,).

Likewise, when the set of inputs I, represents the must-handle inputs that must be handled
correctly by the debloated program, we refer to the corresponding coverage program as the base
program, denoted as ppqse, which is also pcov(p, I).

2.7 Code Reduction

The code reduction, or simply reduction, quantifies the amount of code that has been removed.
Following the previous work [94], we measure the code reduction by size reduction and attack-
surface reduction. Given a target program p (which can be either the original program p,,; or the top
program p;,,,) and the reduced program p’, the definition of size reduction, denoted as sred € [0, 1],
is shown below.

size(p) — size(p”)
size(p)
In this formula, size(-) quantifies the size of a program. In our experiment, we used the number
of all primitive and compound statements contained in a program’s source code to measure sizes.
We define the attack-surface reduction ared € [0, 1] in a similar manner.

sred(p,p’) = » P € {Pori> Prop} (6)

attksur f(p) — attksur f(p’)

attksur f(p)

In this formula, attksur f(-) quantifies a program’s attack surface. Following existing work [35,
71, 94], we used the number of Return Oriented Programming (ROP) gadgets [81] contained in a
program’s executable (binary code) to measure the attack surface of a program. An ROP gadget
is a sequence of machine instructions that end with a return instruction. These instructions can
be exploited by an attacker, who takes advantage of a vulnerability in the program (e.g., a buffer
overflow) to hijack the control-flow and execute malicious code [19]. In the experiment, we used
the ROPgadget tool [78] to count the number of ROP gadgets.

Finally, we define the code reduction, denoted as red(p, p’) € [0, 1], to be a weighted sum of size
reduction sred(p, p’) and attack-surface reduction ared(p, p’).

red(p,p’) = (1 —a) - sred(p,p’) + o - ared(p,p’), p € {Pori» Prop} ®)

In the formula, « € [0, 1] is the weight factor.

Note that we consider not only the original program but also the top program to compute
reduction. Using the original program, we can quantify for a debloated program how much code
is reduced. The use of the top program allows us to quantify how much code is indeed reduced
by the optimization process. Since MoP’s stochastic search does not involve changing code not
contained in the top program (as we will detail later in the paper), code reduction based on the top
program is more interesting, as it reveals MoP’s optimization ability.

ared(p,p’) = P € {Pori> Prop} (7)

2.8 Program Generality

The program generality, or simply generality, quantifies the extent to which a reduced program
behaves correctly (i.e., as the original program does) for the inputs provided in the usage profile.
Formally, let p be the original program, p’ be a reduced program, and I be a set of inputs, the
generality of p” with respect to p and I, denoted as gen(p, p’, I), is defined below.

gen(p,p’.1) = Zyerpri - T(ix) ©)
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The generality is calculated as the weighted number of inputs for which p’ behaves correctly.
T (i) is an indicator function showing whether p behaves correctly for input ix. A formal definition
of T(i) is shown below.

L N

T =g PO =P (10
0, otherwise

Here we use p(i) to denote the output of running p with i. In formula (9), pri denotes the probability

associated with input i showing the importance of the input. Assuming all inputs have equal

importance, then the generality is reduced as the fraction of inputs for which the reduced program

behaves correctly. Formally, we have

ZikEIT(ik)
—_—, (11)
]

where gen, is the generality computed based on the assumption that all inputs in I are of equal
importance and |I| is the number of inputs in I.

geneq(P’P/» I =

2.9 Reduction-Generality Tradeoff

Following the previous work [94], we quantify the tradeoff between reduction and generality as
the weighted sum of the two factors. Let p be the target program (either the original program p,,;
or the top program p;,,), p’ be a reduced program, and I be the set of inputs. We used the formula
below to define tradeoff, denoted as O(p, p’, I).

O(p.p".1) = (1= ) - red(p,p") + B - gen(p, p". 1), p € {Poris Prop} (12)
In this formula, § € [0, 1] is a weight used to control the relative importance between reduction
and generality.

2.10 Optimization-Based Debloating

We follow the previous work [94] to define the goal of optimization-based debloating. Let p be the
original program, p’ be a reduced program from Sub(p), a set of all possible reduced programs, I
be the set of inputs, and O(p, p’, I) be an objective function that computes the reduction-generality
tradeoff based on p, p’, and I. The goal of optimization-based debloating is to generate the reduced
program pgep € Sub(p) with the best tradeoff value, that is, the maximum objective function value.
A formal definition is shown below:.

paepr = argmax O(p,p’, 1) (13)
p'eSub(p)

3 Approach Overview with an Example

In this section, we use an example to illustrate how Mop works and why MoP can outperform
DEBoP.

Mor takes as input the original program p, a set of inputs I showing how p is used in various
cases, an optional subset of the inputs representing features that any debloated program must
preserve, and the preference controlling weights « and f (both default to 0.5). For debloating, Mop
starts by identifying an initial program and then performs MCMC-based optimization in three
sequential stages, aiming to generate a debloated program p” achieving the best tradeoff between
reduction and generality. To further improve the robustness of p’, Mop first generates fuzzed inputs
I’ to validate p” and identifies inputs I’ € I’ that cause p’ to crash or hang. Leveraging these inputs,
Mop augments p’ by collecting the code covered by the original program p when executing I’ and
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g. 1. An overview of Mop.

adding the covered code back to p’ to generate p”’. Finally, Mop reports the augmented program
p”’ as output. Figure 1 shows an overview of Mop.

We choose as an example a utility program Tar (v1.14) from an existing benchmark [96] to show
how Mor works in a specific usage scenario and explain why Mop outperforms DeBoP. Tar is a
widely used utility for archiving and extracting files and updating and listing files of the archives.

Consider that James is a farmer who owns multiple farms. He lives in the city, but his farms are
located in remote mountainous areas. If James wants to know the current status of his farms, he
can communicate with the farm workers online. Unfortunately, due to signal and network issues,
communication can be unreliable in the mountainous area. To make things easier, James plans to
equip each farm with embedded devices serving as monitors for collecting various information
including the temperature, humidity, climate, and plant growth. These pieces of information will
be sent to James’ terminal server at fixed time intervals. For an efficient use of the hardware
environment provided by the embedded devices, James wants the systems installed in the devices
to be lightweight enough.

James uses a lightweight POSIX Linux-embedded system. Due to the unreliable network, the
longer the data transmission time, the more likely transmission failures may occur. So James
chooses to compress the data to reduce its size. In the Linux system, James uses Tar to archive
various monitoring information and compresses it through gzip or bzip2. James thinks that Tar
should at least contain two features regarding creating the tar files (using the -cvf option) and
extracting tar files (using -xvf). However, a program with only two features is not ideal, as its
generality is very limited. James hopes to improve the generality as much as possible without
however excessively increasing the program size. Unfortunately, James does not understand which
features are implemented by which source code, nor does he know how to remove more code
while retaining the program’s generality as much as possible. Therefore, he uses Mop to solve the
problem.
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James has a set of inputs (95 in total) curated based on the test cases associated with the program
and the user manual of Tar. These inputs exercise a variety of commonly used features such as
decompressing files, archiving files, compressing files, listing files of a tar file, extracting files with
wildcards, extracting files created after a certain time, and excluding files from a certain directory.
Among these, James identifies 9 must-handle inputs exercising two features about creating the
archives (each of these inputs uses the -cvf option) and extracting files from the archives (using the
-xvf option). James considers reduction and generality as equally important in his case, and he sets
B, which controls the preference between reduction and generality, as 0.5. He also sets a as 0.5 to
give the same weight for size reduction and attack surface reduction. Taking as input the original
program, the 95 usage profile inputs, the 9 must-handle inputs, and the controlling weights a and
B both as 0.5, Mop generates a reduced version of Tar, achieving a 81.2% size reduction while still
behaving correctly (i.e., as the original program does) for 91.4% of the inputs. James is happy with
this result, as Mop gives him a debloated program by removing a significant amount of code while
preserving most of the original program’s generality.

Next, we will show how Mop generates the debloated program for tar-1.14.

3.1 How does Mor Debloat Tar?

Mor’s debloating process goes through a preprocessing step, a three-stage optimization, and a
postprocessing step.

Preprocessing step. The preprocessing step identifies an initial program for the subsequent opti-
mization. Specifically, Mop first generates the top program p;,, and the base program pp,se of Tar,
and compares their objective values to determine which should be the initial program (the initial
sample). The way Mop generates these programs is by removing statements that have not been
exercised in the original program’s execution against the profile inputs and the must-handle inputs,
respectively. In our example, because the objective value of p;, is higher than that of the pp,s.
(0.54 vs. 0.37), MoP chooses p;,, as the initial program, whose size has been reduced by 73.8%. In
the following optimization stages, Mop quantifies the size or attack surface reduction for a reduced
program by comparing it against pop.

Note that for optimization it is fine and actually advantageous to use p;, rather than the original
program as the initial program. The removal of code not exercised by the profile inputs does not
affect generality. In our example, by removing code not preserved in p;,,, MOP eliminates a feature
of Tar designed to handle GNU format files. This involves the removal of the whole function body
of to_base256(), which converts the negative value to a base-256 representation suitable for tar
headers and is only invoked when GNU format files are provided. The feature is not needed, as
James only uses Tar in POSIX systems.

Stage-I Optimization. Next MoP operates in three stages for optimization. In the first stage, Mop
performs the MCMC-based stochastic search using a coverage-based mutation model. Mop first
identifies as non-removable the statements exercised in the execution of the original program
against the 9 must-handle inputs and ensures that these statements are preserved throughout the
debloating process. Then Mop obtains a set of coverages. Each coverage is identified based on one
of the remaining 86 inputs and contains all statements exercised by the input. To generate a new
sample, Mop randomly selects a coverage and either removes the coverage from the current sample
or adds it back to the sample, depending on whether the selected coverage has been preserved in
the current sample or not. When Mop chooses to remove a coverage led by input i, to ensure that
other inputs Ip;;.r Wwhose coverages have already been preserved can be handled correctly, Mop
removes the statements exclusively covered by i and not by any of Iy;p.,. For example, as Figure
2 shows, the statement print_total_written(); (line 15) is only covered by Test_86, whereas the
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int main(int argc, char **argv){

1
2 .
3 case_4 : /* CIL Label */

4] A

5 delete_archive_members();
6 }

7 goto switch_break;

8 case_3 : /* CIL Label */ . . .
o ¢ print_total_written() is

10 create_archive(); only covered by Test_86
Step2: Dead Code 1] name_close();

Elimination Q 12| '

void print_total_written(void) {

13 {
\ tmp__ 3 = human readable((uintmax_t)written, abbr, human_opts,
Stepl : Q - (uintmax_t)1, (uintmax_t)1);

d( 15 tmp___ 4 = gettext("Total bytes written: %s (%s, %s/s)\n");
Remove the .. - fprintf((FILE * /* __restrict */) stderr,
call and the definition 16 } (char const * /* __restrict */)tmp___4, bytes, tmp___ 3, tmp___2);
of the function 7] 3 }

18 goto switch_break; }
Step2: Dead Code 9
NP 20103

Elimination

Fig. 2. Mop removes statements exercised by the input Test_86 in the first stage.

two statements create_archive(); (line 10) and name_close(); (line 11) are covered by 35 inputs
including Test_86. If Mop chooses to remove the coverage led by Test_86, it removes the statement
print_total_written(); but not the other two.

In this example, Mop removes the coverage code exercised by Test_86, which uses the option
—totals to print the size of the generated file. The program execution induced by Test_86 invokes
print_total_written() (line 15) in the main(-) function to print the size of the tar file. By choosing
not to handle the input, Mop removes the statement print_total_written();, all statements in the
function body of print_total_written(), and many other statements (not displayed in Figure 2)
that are exercised only by Test_86. Mop focuses on pruning primitive statements, and at the end
of the stage, it removes the if statement (line 13) with an empty body using an existing dead
code eliminator [96]. MoP computes and compares the tradeoff scores before and after the code
removal, and considers the removal to be beneficial, since the resulting program fails to handle
only one more input, but the code reduction is significant — 107 statements and 78 ROP gadgets
are removed. James is fine with a debloated version of Tar not handling Test_86 for printing the
size of the generated tar files, as he can simply use Is as an alternative.

Because Mopr performs coverage-based optimization, it can easily track which of the inputs the
current sample can correctly handle and does not have to dynamically run the sample with all
the inputs to compute generality. For this reason, Mor is fast. It takes only about 4 seconds to
generate a sample, and Mop generated 304 samples in just 20 minutes. In this stage, Mop produced
a debloated program whose size and attack surface are 32.7% and 22.5% smaller than the initial
sample. The generality score of the program is as high as 0.95.

Stage-II Optimization. In the second stage, MoP performs MCMC-based optimization with a
coverage-segment-based mutation model. It first identifies the coverage segment set of the initial
sample, which is the sample with the best tradeoff (the highest objective value) identified in the
previous stage. The way Mop obtains the segment set is by first identifying, for each statement of the
initial sample, its coverage input set, which is the set of inputs that exercise the statement, and then
grouping the statements based on the coverage input sets. Each group comprises statements that
share the same coverage input set and is identified as a segment. For example, as shown in Figure 3,
the statements goto case_4; (line 4), delete_archive_members(); (line 14), and goto switch_break;
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1 | int main(int argc, char **argv) {

Q\ 3 | if ((unsigned int)subcommand_option == 4U) { |
Stf)pZ.: D?ad Code 1 | goto case.4; | ~
Elimination @ o —mmmm—------------= 0
<[ |
-~ s |
61 ...
7 case 1:/* CIL Label */ Stepl:
8 { i i Remove statements that are
1 )
13 , update_archive() only covered by Test_69,
11 goto switch_break; Test_82, Test_89, and Test_92
12 case_4 : /* CIL Label */
13 {
14 delete_archive members(); )p
15 3 0
16 goto switch_break;
17
18|}

Fig. 3. Mop removes the coverage segment whose coverage input set is {Test_69, Test_82, Test_89, Test_92} in
the second stage.

(line 16) are all covered by Test_69, Test_82, Test_89, and Test_92 and not by other inputs. The three
statements together with many others not displayed in the figure but are exercised by the four
inputs are grouped into a segment. Unlike how Mop mutates a coverage in the first stage, when Mop
chooses to mutate a coverage segment, it can simply remove or recover all statements contained in
this segment without performing any additional check, as there is no statement overlap between
different segments.

While the first stage focuses on mutating a coverage derived from the execution with one input,
the second stage allows Mop to change statements affecting multiple inputs. In this example, by
removing the segment containing the three statements (lines 4, 14, and 16) and many others, Mop
prunes the code needed for handling the four inputs Test_69, Test_82, Test_89, and Test_92, which
represent a feature of deleting files and folders in a tar archive. The first stage can however struggle
to eliminate this feature by removing the coverages led by these inputs individually: Each time
Mop selects one of the four coverages to delete, the resulting sample can be easily rejected. This is
because the four inputs represent a similar feature and the overlap of their coverages is significant,
and as a result, the reduction gain introduced by the removal of the small set of non-overlapping
statements in one coverage is minimal and often outweighed by the generality loss. For example,
by attemping to remove the coverage led by Test_69 from the initial sample (the top program),
Mop can actually only delete 8 non-overlapping statements and produce a new sample whose size
reduction gain is only 0.75%. Because the tradeoff score drops, the sample can possibly be rejected.
In comparison, by removing the segment, Mop produces a new sample with a 2.1% generality loss
while achieving a 5.5% increase of size reduction and 30.2% increase of attack surface reduction.
Overall, because the tradeoff score of the new sample is higher, Mop chooses to accept the sample
for further exploration.

At the end of the stage, MoP produced a debloated program whose size and attack surface are
37.1% and 30.5% smaller than the initial sample. The generality score of the program is as high as
0.91.
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1 | static void move_archive(off t count) {
20 ...
3 | case_1 :;/* CIL Label */
4 {
5 flush_write();
6 }
7 goto switch_break; = ‘ \b Remove the
e ————— N e unneeded statement
8 2 :;/* CIL Label */
9 Cas{e— ’ we Unneeded
10
11 H
12 switch_break: ;/* CIL Label */;
13 H
14 return;
15| ...
}

Fig. 4. Mop removes an unneeded statement in the third stage.

Stage-III Optimization. The previous two stages remove or add back a set of statements (either
a coverage or a segment) for mutation in pursuit of aggressive optimization. The last stage aims
for fine-grained exploration, using a model that mutates a single statement for sample generation.
The rationale is that by using the model for optimization MoP can progressively remove some
“extra” statements that do not affect generality, especially those that become unneeded after the
optimization of the previous stages. For example, the statement goto switch_break; (line 7) in
Figure 4 is unneeded once the code under case_2 is fully pruned. In the previous two stages, Mop
did not delete the statement, as the statement is exercised by 45 inputs, and the removal of it can
significantly affect generality. The last stage of optimization increases the reduction score by 3%
with no generality loss.

Postprocessing Step. After the three-stage exploration, Mop obtains a debloated version of Tar as
the optimization result. For robustness enhancement, Mop first employs the Radamsa fuzzer to
generate 950 fuzzed inputs (10 fuzzed inputs per original input) and then tests the debloated program
against them. The debloated program crashed or hung on 397 inputs. Using these crash/hang-
triggering inputs, MoP performs augmentation by identifying the original program’s code exercised
by the inputs and adding it back to the debloated program. The code augmentation leads to a very
slight drop of the size-reduction ratio, from 81.6% to 81.2%. However, the augmented program can
now correctly handle all the 397 inputs and avoid similar crashes and hangs.

3.2 The weakness of DEBoP’s approach

For comparison with Mop, we slightly modified DEBor—the state-of-the-art optimization-based
debloating technique—to create DEBoP-M, which supports debloating with the must-handle inputs,
a capability not provided by the original DEBop. We applied DEBoP-M to Tar for debloating based
on the same inputs, the same must-handle inputs, and the same « and f values. Surprisingly, we
found that DEBoP-M deleted zero statement and finally reported the initial sample p;,p as the
debloating output.

This result reveals DEBoP-M’s weakness in achieving an effective tradeoff between reduction
and generality for debloating. By using a mutation model that removes only one statement at a
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Algorithm 1: Mor’s debloating algorithm.

Input :p: the original program
a: the weight controlling the preferences between size reduction and attack surface
reduction
B: the weight controlling the preferences between reduction and generality
k: the weight adjusting the sample acceptance difficulty
I: the set of inputs (usage profile)
B: the set of must-handle inputs (optional)
t;: the maximum time (in minutes) for 1st-stage optimization
ty: the maximum time (in minutes) for 2nd-stage optimization
t3: the maximum time (in minutes) for 3rd-stage optimization
Output: p;: the debloated program
1 Function main(p, o, B, k, I, B, t1, t3, t3)
2 Ptop < getTopProgram(p,I)
3 Dbase < getBaseProgram(p, B)
4 PI « getCoverage(piop, I)
5 Py < getInitProgram(piop, Poase &, P, k, I)
6 Pr1 «— MHSearchAtCov(pyop, PI, py, , B, k, 1, B, t1)
7 P2 < MHSearchAtCovSeg(prop, PI, pp1, . B, k, I, B, t2)
8 Pb3 < MHSearchAtStmt(piop, P, ppa, a, Bk, I, B, t3)
9 Por < enhanceRobFuzz(p, pps, I)
10 return py,

time to generate a new sample, DEBoP-M can only achieve a slight reduction gain. However, there
can be a significant generality loss when some key statement is removed. When that happens,
DeBopr-M will reject the sample, as the objective value drops (because of the substantial decrease of
generality). The problem is that the slight reduction gain is often not comparable to a generality
loss, incurring frequent sample rejection and ineffective exploration.

4 Our Approach

In this section, we elaborate on Mor’s debloating approach.

Algorithm 1 details the approach. Mop takes as input (1) a (bloated) program p, (2) two weight
parameters « and f§ controlling the preferences between size reduction and attack surface reduction
and between reduction and generality respectively, (3) a constant k introduced for adjusting the
sample acceptance difficulty, (4) a set of inputs I as the usage profile for generality quantification,
(5) an optional set of must-handle inputs B (as a subset of I) for which the debloated program must
behave correctly (i.e., as the original program does), and (6) the time budgets, t1, ;, and 3, which
specify the maximum exploration time (in minutes) for the three optimization stages respectively.

For debloating, Mop starts by creating the top (line 2) and base (line 3) programs, identifying
the set of coverages (line 4) each comprising the statements exercised by an input in I, and
comparing the top and base programs to determine the initial sample p;, for optimization. Mop
next performs optimization in three stages by calling MHSearchAtCou(-), MHSearchAtCouSeg(-),
and MHSearchAtStmt(-) sequentially (lines 6-8). The debloated program (sample) reported as the
output of each stage is the sample with the highest objective value (the best tradeoff) found in that
stage. The initial sample p;, is the input sample for the first stage. The output of the first stage is
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Algorithm 2: The Metropolis-Hastings algorithm.

Input :s;: the initial sample
f: probability density function
q: transition matrix
t: the maximum time for exploration
Output:S: a set of samples
1 Scyrr < Si
2 times «— getCurrTime()
3 repeat
4 Snew ¢ mutate s¢,,,» by adding random noise
5 ratio « f(snew) . q(scurn snew)/f(smrr) . q(snew> scurr)
6 rn « get a uniform random number // rne[0,1)
7 if rn < ratio then
8 S «— SUsSpew
9

Scurr <~ Snew

10 time, « getCurrTime()
11 until time, — times >t
12 return S

the input sample for the second stage, and the third-stage optimization starts with the output of
the second stage. Finally, to enhance the robustness of the optimized program (the output of the
third stage), Mop employs a current blackbox fuzzer Radamsa [5] to generate a set of fuzzed inputs
based on I and tests the program with them. For inputs exposing crash and hang behaviors, Mop
identifies missing code exercised by these inputs from the original program and adds it back to the
output program for augmentation (line 9). The augmented program is reported as the debloating
result (line 10).

Next, we show as the background knowledge how the MCMC approach works and then detail
in sequence the initial sample generation, Mop’s three-stage optimization based on MCMC, and
Mopr’s fuzzing-guided method applied to the optimized program for robustness improvement.

4.1 The Markov-Chain-Monte-Carlo (MCMC) and Metropolis-Hastings (MH)
Algorithms

Since it is generally infeasible to enumerate every reduced program in the search space, given
its exponential size, Mop performs stochastic search, using an MCMC-based approach, to find a
close-to-optimal solution.

The MCMC algorithm is a sampling-based approach commonly used to estimate properties, such
as mean and variance, of a given probability distribution (whose probability density function is
known). This approach performs a sequential process to draw samples from the distribution, where
the generation of a new sample only depends on the previous sample.

The Metropolis-Hastings (MH) algorithm is a commonly used MCMC-based approach. This
algorithm works by generating new samples through mutation (adding random noise to the current
sample) and probabilistically accepting these samples. Algorithm 2 shows the sampling process of
the MH algorithm. It takes as input (1) the initial sample s;, (2) a probability distribution defined by a
probability density function f, (3) a time budget t, and (4) the transition matrix of probability g that
indicates the transition probability between samples. This algorithm starts by using s; to initialize
the current sample sc,, (line 1) and getting the starting time time, (line 2). Next, it iteratively
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Algorithm 3: Initial sample selection.

Input :p;,p: the top program
Dbase: the base program
a: the weight controlling the preference between size reduction and attack surface
reduction
B: the weight controlling the preference between reduction and generality
k: the weight adjusting the sample acceptance difficulty
I: the set of inputs (usage profile)
Output: p;y;;: the initial sample
1 Function getInitProgram(prop, Pases & > k, I)
2 initDScore « calculateDensity(prop, Prop & P, k, I)
3 newDScore « calculateDensity(piop, Poases @, P, k. I)

4 if newDScore > initDScore then

5 | pinit < deadCodeEliminate(ppase)
6 else

7 ‘ Pinit < deadCodeEliminate(p;op)
8 return p;,;;

o

Function calculateDensity(prop, p’, a, B, k, I)
10 p), < deadCodeEliminate(p’)

11 red « getReductionScore(prop, plj, @)

12 gen < getGenerality(prop, plj, 1)

13 dScore « getDensityScore(gen,red, a, f, k)
14 return dScore

generates new samples (lines 3-11). In each iteration, it generates a new sample sp,,, by adding
random noise to s¢y,r (line 4). To decide whether to accept sy, or not, it computes the density ratio
ratio based on the density function f and the transition matrix of probability g shown at line 5. If a
random number rn between 0 and 1 is smaller than ratio, the algorithm accepts spe., (line 6-7). This
shows that when s,.., has a higher density value than s, and the transition from scy,+ to Spesy is
more probable than the other way, s,.,, has a higher chance to be accepted. By accepting samples
this way, this algorithm can collect more samples from higher-density regions of the distribution
while occasionally visiting and collecting samples from lower-density regions. This explains why
the MH algorithm can generate samples that approximate the given distribution effectively. When
a new sample sy, is accepted, the algorithm adds it to the sample set S and updates s¢,, (lines
8-9). When the time budget ¢ is exhausted, the algorithm stops and returns the sample set S (lines
10-12).

Following the previous work [80, 94], we use the density function f shown below for an effective
MH-based (also MCMC-based) exploration.

F0') = Zexp(k- O(p,p"). (19

The constant k in Formula 14 is used to adjust the difficulty of accepting new samples. Z is a
normalizing constant that ensures that the sum of density values for all programs is 1 [32, 80].
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4.2 Initial Sample Selection

Before using the MH algorithm for stochastic search, Mop generates an initial sample. Algorithm 3
details the approach. For initial sample generation, Mop takes as input the top program p;,), the
base program pp.s., the weights @, f, and k, and the inputs I. The algorithm starts with calculating
the density values initDScore and newDScore of the input programs p;, and ppgse (lines 2-3).
Then it compares the density values initDScore and newDScore (line 4). If newDScore is higher
than initDScore, the dead code eliminator tool [96] is employed to remove the dead code of ppase
and generates the initial program p;,;;. Otherwise, it applies the same process to p;,, and generates
Pinit (lines 4-7). Finally, p;n;; is returned as the initial sample (line 8).

Anytime Mop needs to get a density value for a sample p’, it calls the utility function calculate
Density(-) (lines 9-14) by first eliminating any dead code of p’ (line 10), then getting the reduction
and generality scores (lines 11 and 12), and finally computing the density value based on the scores
(line 13).

4.3 Stochastic Optimization Based on Coverages

Function MHSearchAtCou(-) of Algorithm 4 details the first stage for optimization. In this stage,
Mor performs MCMC-based stochastic search using a coverage-based mutation model.

The algorithm takes as input p;, (the top program), PI (the set of coverages induced from the
execution of p over the usage profile inputs), p; (the initial sample), a, f, and k (the weights), B
(the set of must-handle inputs), I (the set of inputs in usage profile), and ¢; (the time budget for this
stage). As output, it reports the sample with the highest density value (also the highest objective
value) found in this stage.

The algorithm first gets the starting time times and calculates the density value currDScore
of the initial sample p; (lines 2-3). Then it sets the current sample p.,,, as p; and bestDScore,
the density value of the best sample, as currDScore, the current value (lines 4-5). After that, the
algorithm converts the set of coverages into a list and initializes an array bitvec whose size is
the list size (lines 6-7). MoP uses the array to track whether a coverage led by an input has been
chosen to preserve in the current sample. If the coverage 7; derived from the execution against an
input is retained by the current sample, then bitvec[i] is 1, otherwise bitvec[i] is 0. The algorithm
initializes bitvec based on the coverage retained in the initial program p; (lines 8-16). Because the
statements exercised by inputs of B should be preserved in the debloated program, Mop ensures
that the values of array items representing the coverages led by B are 1 (lines 13-14).

|‘7 Statements 1- 6 —'l

m1]2]s]4]5]e]

ml1]2]aafs]e]

m1]2]s4]s]e]

Fig. 5. An example of coverage overlap. Yellow cells are statements retained in the coverage (i1, 7, or m3).

Next the algorithm uses a loop (lines 17-45) for its MCMC-based sample generation. The sampling
process continues until the time budget #; is exhausted. In each iteration, MoP generates a new
sample and decides whether to accept it or not. The way it generates a sample is by selecting a
coverage led by an input and then using its mutation model to either delete the coverage code (i.e.,
the statements in the coverage) from the current sample or retain the statements in the sample.
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Algorithm 4: Stochastic search based on coverage (stage-I optimization).

Input ‘Prop: the top program
PI: the set of coverages
pi: the initial sample
a: the weight controlling the preference between size reduction and attack surface reduction
B: the weight controlling the preference between reduction and generality
k: the weight adjusting the sample acceptance difficulty
B: the set of must-handle inputs (optional)
I: the set of inputs (usage profile)
t;: the maximum time (in minutes) for optimization
Output  :pjp: the best sample

1 Function MHSearchAtCov(p;op, P, pi, ., B, k, 1, B, t1)
2 times < getCurrTime()
3 currDScore « calculateDensity(prop, pi> @ B, k. I)
4 Peurr < Pi // Initialize current sample pcyrr
5 bestDScore < currDScore
6 pi_list « toList(PI)
7 bitvec « new int[pi_list.size()]
8 if getGenerality(piop, pi,I) == 1 then
// pi is top program w/o dead code
9 for inti =0;i < pi_list.size();i+ + do
10 bitvec[i] « 1
1 else
12 for inti =0;i < pi_list.size();i+ + do
13 if pi_list.get (i) is in getCoverages(prop, B) then
14 ‘ bitvec[i] « 1
15 else
16 | bitvec[i] <0
17 repeat
18 searchRange «— {} // Indices of coverages suitable for mutation
19 for inti =0;i < pi_list.size(); i+ + do
20 if pi_list.get (i) is not in getCoverages(ptop, B) and
lisAccidentallyRetained (pi_list.get (i), pi_list, bitvec) then
21 | searchRange «— searchRange U i
22 idx « getRandomlIdx(searchRange)
23 bitvec|idx]| « 1 — bitvec[idx] // Flip a bit
24 S« {} // The set of statements
25 for inti =0;i < pi_list.size();i+ + do
26 if bitvec[i] == 1 then
27 ‘ S « S U getPrimitiveStmts(pi_list.get(i))
28 Pnew < getReducedProgram(p;op,S)
29 if prew compiles then
30 dScore « calculateDensity(prop, Prew & f. k. I)
31 accept «— false
32 if random() < (dScore - q(pcurr, Pnew)/currDScore - q(Pnew, Peurr)) then
33 | accept — true
34 if accept then
35 currDScore « dScore
36 Peurr < deadCodeEliminate(pnew)
37 if dScore > bestDScore then
38 Pb < Pcurr
39 bestDScore < dScore
40 else
41 \ bitveclidx] « 1 — bitvec|[idx] // Revert the bit
42 else
43 | bitvec[idx] « 1 - bitvec[idx] // Revert the bit
44 time. < getCurrTime()
45 until time. — times > t;
46 return pp,

A naive mutation model would randomly select an input from I (but not in B) and obtain its
coverage for mutation. Unfortunately, this can lead to invalid mutation due to the accidental code
preservation caused by coverage overlap. To understand this, consider Figure 5, which shows three
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coverages, 1y, 7z, and 73, that cover statements 1-3, 3-5, and 2-4 respectively. Suppose that 7;
and 7, have been preserved in the current sample. Because the overlap of 7; and 7, includes all
statements of 73, 773 is accidentally preserved in the sample as well. Later, if 773 were to be chosen for
mutation, the statements of 73 (i.e., statements 2-4) would not be deleted, because 7; and 7, have
already been preserved and the deletion can invalidate the preservation of 7; and 7,. To address
this issue, Mop computes a valid search range of the coverages by identifying those have been
accidentally preserved in the current sample and others that must be preserved (corresponding to
the must-handle inputs) and ignoring them all for mutation (lines 18-21).

Then the algorithm randomly selects a coverage from the range to mutate and flips the cor-
responding bit in bitvec (lines 22-23). It obtains a new sample pp.., by scanning the coverages
flagged as 1 (lines 24-27) and pruning p;o, by removing statements not contained in any of those
coverages (line 28).

After having a new sample ppe.,, the algorithm checks whether it compiles (line 29). It ppeqy
does not compile, the algorithm reverts the flip (line 43) and continues sampling. Otherwise, the
algorithm computes the density value dScore of pye., (line 30) and the density ratio (line 32) and
uses a random number to decide whether to accept ppe.y, following the MCMC sample acceptance
principle. Because each coverage in the search range of p.,,» has an equal chance of being mutated
to generate pye.,, the transition probability q(pcyrr, Prew) is computed as 1/|SearchRangecyyr|,
where |SearchRange,,,,| is the number of coverages in the search range computed based on pcyrr
at lines 18-21. Likewise, the transition probability q(pnew, Peurr) is 1/|SearchRangepe.,|, where
SearchRangen,,, is the search range that Mor computes based on ppe., in a similar way. If pye., is
accepted, the algorithm updates currDScore and p.y,» (lines 34-36). And if this is a better sample
than p;, (the current best sample) with a higher density value, Mop also updates best DScore and
the best sample pj, (lines 37-39). If ppe., is rejected, MoP reverts the bit flipped (line 41). Then, it
gets the current time time. and checks if the time budget #; is exhausted (lines 44-45). Finally, Mop
returns pp, the sample with the highest density value (line 46).

4.4 Stochastic Optimization Based on Coverage Segments

In the second stage, Mop performs coverage-segment-based stochastic optimization. The overall
approach is as follows. Mop first obtains the segment set, and it selects and mutates a segment
in the set for new sample generation. Like what it does in the first stage, MoP uses an array to
keep track of the segments preserved in the current sample, and randomly selects a segment for
mutation. It keeps sampling until the time budget is used up and reports the best sample as output.

Algorithm 5 shows how Mor works in this stage in detail. Mop first gets the starting time
times and calculates the density value currDScore of the starting sample p; (lines 2-3), which
is the best sample found in the first stage. Mor initializes the current sample pc,,r as p; and
bestDScore, which saves the highest density value, as currDScore (lines 4-5). Then it calls function
toPrimitiveStmtsList(-) (line 6) to get the statements of p;,, that are not exercised by B. The
algorithm converts the coverages into a list pi_list and excludes from the list any coverages derived
from program execution against inputs in B (line 7). It also converts I into a list I_list for indexing
purpose (line 8). Next, MoP generates the segment set, which consists of all the candidate segments
for mutation. The way it does this is by first labeling each statement with the set of inputs that
exercise it (the coverage input set) and then grouping statements with the same labels into segments.
More specifically, to achieve this, Mop creates a map stmt_label of key-value pairs where the key
is a statement and the value is the coverage input set (lines 9-15). It initializes an empty set for each
statement (lines 10-11) and then checks each input individually to see whether the input exercises
the statement. If the input does, the index of it is added to the set (lines 12-15). After creating the
map, Mop gets label_set containing all the values (coverage input sets) in the map (line 16). It then
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Algorithm 5: Stochastic search based on coverage segments (stage-II optimization).

Input :Ptop: the top program
PI: the set of coverages
pi: the starting program
a: the weight controlling the preference between size reduction and attack surface reduction
p: the weight controlling the preference between reduction and generality
k: the weight adjusting the sample acceptance difficulty
B: the set of must-handle inputs (optional)
I: the set of inputs (usage profile)
t2: the maximum time (in minutes) for optimization
Output :pp: the best sample
Function MHSearchAtCauSeg(p,op,pi, Pl,a, B,k 1,B,t)

1
2 times < getCurrTime()
3 currDScore «— calculateDensity(ptop,pi, a, Bk, I)
4 Peurr < Pi
5 bestDScore « currDScore
6 Stop < toPrimitiveStmtsList(prop, B)
7 pi_list « toList(PI, B)
8 I_list « toList(I)
9 stmt_label « {}
10 for inti=0;i < Stop.size();i++do
11 | stmt_label.put(i,{}) // Initialize an empty label for each statement
12 for inti =0;i < pi_list.size(); i+ + do
13 for int j = 0; j < Stop.size(); j + + do
14 if Stop.get(j) is in getPrimitiveStmts(pi_list.get(i)) then
15 | stmt_label.put(j,stmt_label.get(j).add(getInputldx(pi_list,i,I_list)))
16 label_set «— getValueSet(stmt_label)
17 segment «— {}
18 CS «[] // Coverage segment set as a list
19 for each label in label_set do
20 for each tuple in stmt_label do
21 if tuple.getValue() == label then
22 ‘ segment.add(Stop-get (tuple.getKey()))
23 CS.add(segment)
24 segment.clear ()
25 bitvec « new int[CS.size()]
26 for inti = 0;i < CS.size();i + + do
27 | bitvec[i] <0
28 init (bitvec, p;) // Initialize bitvec using p;
29 Pb < Pcurr
30 repeat
31 idx < getRandomldx(bitvec.size)
32 bitvec|idx] « 1 — bitvec|idx] // Flip a bit
33 S {}
34 for inti = 0;i < bitvec.size;i + + do
35 if bitvec[i] == 1 then
36 | S SUCS.get(i)
37 Pnew < getReducedProgram(ptop,S)
38 if pnew compiles then
39 dScore « calculateDensity(ptop, pnew, @ B, k. I)
10 accept «— false
41 if random() < (dScore - q(pcurr, pnew)/currDScore - q(pnew, Pcurr)) then
// random() € [0,1)
42 ‘ accept «— true
43 if accept then
44 currDScore «— dScore
45 Peurr « deadCodeEliminate(ppew)
16 if dScore > bestDScore then
47 ‘ pb - PEurr
48 bestDScore « dScore
19 else
50 | bitvec[idx] < 1 - bitvec[idx] // Revert the bit
51 else
52 ‘ bitvec|idx] < 1 — bitvec|idx] // Revert the bit
53 timec «— getCurrTime()
54 until time, — times > t
55 return py,

uses a loop (lines 19-24) to group the statements having the same labels into segments and save the
results in CS. Each element of CS is a coverage segment, which is a set of statements.
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For new sample generation, Mop initializes an array bitvec whose size is the number of segments
contained in CS (lines 25-28). Depending on whether a segment is contained in the initial sample
pi or not, Mop sets a bit of bitvec as either 0 or 1 (line 28). It initializes the best sample p;, as the
current sample pc,+ (line 29). Next, Mop uses a loop for MCMC-based sampling until the time
budget t; is exhausted (lines 30-54) and reports the best sample as the output (line 55). Unlike
what it does in Algorithm 4 for coverage-based sampling, MoP does not have to consider anything
about the overlap of segments, as every segment contains a distinct set of statements (the overlap
between segments is empty).

The way of computing transition probability ¢(-) in this stage is different from that in the first
stage. To explain how the computation works, let us first define a remove weight and an add-back
weight for the mutation of each coverage segment.

StmtNum; 1
MU addy = ———— (15)

remove; = ——m———————
CoverTestsNum;’ remouve;

In Formula 15, remove; and add; are the weights for removing and adding back the coverage
segment i. StmtNum; and CoverTestsNum; are the numbers of statements contained in that
segment and the number of inputs exercising these statements (i.e., the size of their coverage
input set), respectively. Using a remove weight defined in this way, Mop is more likely to remove
a segment containing more statements that are exercised by fewer inputs. Such a removal is
beneficial from an optimization perspective, as it supports generating a sample with the improved
reduction-generality tradeoff by increasing the amount of code reduced while minimizing the
decrease of generality. Conversely, for code add-back, Mop aims to minimize code preservation
while significantly increasing generality, and it uses the reciprocal of the remove weight for add-
back-based mutation. Depending on whether a segment covseg; has been preserved in the current
sample, Mop uses either remove; (if preserved) or add; (if not preserved) as the weight for covseg;.
Finally, Mop computes Prob; as the normalized weight for covseg;, as shown in Formula 16.

weight;
>, weight;

0<i<n

Prob; = , weight; € {remove;, add;} (16)

In this formula, n is the total number of coverage segments. Note that because the weights of
the coverage segments can change in different iterations, Mop re-computes the weights in each
iteration for new sample generation. If the current sample is p.,,» and MoP mutates covseg; to
generate a new sample ppe., the transition probability q(peyrr, Prew) 1S Probi. q(Pnews Peurr) 1S
computed in a similar way.

4.5 Stochastic Optimization Based on Statements

Function MHSearchAtStmt(-) of Algorithm 6 details how Mop performs stochastic optimization
with a statement-based mutation model. Mop starts by getting the starting time times, calculating the
density value currDScore of the initial sample p;, setting pc,, as p; and bestDScore as currDScore
(lines 2-5). Next Mop collects a set Sy, of statements that are exercised by I but not by B as the
candidates for mutation. Like what it does in the previous stages, MoP uses an array bitvec to
track the preservation of each statement. The size of bitvec is the number of statements (lines 6-9).
Mor also computes S;, which contains all statements preserved in the starting program p; and not
exercised by B (line 10), and sets the best sample pj, as pcyrr (line 11). The loop from lines 12-15 is
used to update bitvec. For the statements in p;, the corresponding bit values are 1. The bit values
remain 0 for other statements that are in p;,, but not in p;.
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Algorithm 6: Stochastic search based on statements (stage-III optimization).

Input ‘Prop* the top program
pi: the starting program
PI: the set of coverages
a: the weight controlling the preference between size reduction and attack surface reduction
B: the weight controlling the preference between reduction and generality
k: the weight adjusting the sample acceptance difficulty
B: the set of must-handle inputs (optional)
I: the set of inputs (usage profile)
t3: the maximum time (in minutes) for optimization
Output  :pjp: the best sample
Function MHSearchAtStmt(ptop, pi, PL, &, B, k, 1, B, t)

1
2 times < getCurrTime()
3 currDScore « calculateDensity(prop, pi> @ B, k. I)
4 Peurr < pi
5 bestDScore < currDScore
6 Stop — toPrimitiveStmtsList(prop, B)
7 bitvec « new int[S;op.size()]
8 for inti=0;i < Syop.size(); i+ + do
9 | bitvec[i] <0
10 S; « toPrimitiveStmtsList(p;, B)
u Pb < Peurr
12 for inti = 0;i < bitvec.size; i + + do
// Initial bitvec

13 for int j = 0; j < S;.size(); j++ do
14 if S;.get(j) == Stop.get(i) then
15 | bitvec[i] « 1
16 repeat
17 idx < getRandomldx (bitvec.size)
18 bitveclidx] « 1 — bitvec|[idx] // Flip a bit
19 S —{}
20 for inti = 0;i < bitvec.size; i + + do
21 if bitvec[i] == 1 then
22 ‘ S« SUSsop-get (i)
23 Pnew < getReducedProgram(piop,S)
24 if prew compiles then
25 dScore « calculateDensity(prop, Pnew @ B, k, I)
26 accept < false
27 if random() < (dScore - q(pcurrs Pnew)/currDScore - q(pnew, Peurr)) then

// random() € [0,1)
28 ‘ accept «— true
29 if accept then
30 currDScore « dScore
31 Peurr < deadCodeEliminate(pnew)
32 if dScore > bestDScore then
33 ‘ Pb < Pcurr
34 bestDScore < dScore
35 else
36 | bitvec[idx] « 1 - bitvec[idx] // Revert the bit
37 else
38 | bitvec[idx] « 1 - bitvec[idx] // Revert the bit
39 time, « getCurrTime()
10 until time. — times > t3
41 return pp

In what follows, Mop uses a loop for stochastic optimization (lines 16-40), similar to what it does
in the previous stage. Mop uses Formulae 15 and 16 to compute the remove and add-back weights
for the mutation of each statement and the transition probability. Because in this stage a target
element for mutation is a statement rather than a coverage segment, StmtNum; in Formula 15 is
always 1, and the weight formula is reduced to Formula 17 shown below.
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Algorithm 7: Robustness Improvement

Input :p: the original program
pa: the debloated program
I: the set of inputs (usage profile)
Output: py,: the debloated program with improved robustness
1 Function enhanceRobFuzz(p, pg, 1)

2 Ten, « getCrashHanglnputs(pg,I) // Generate fuzzed inputs causing pg to
crash/hang

3 St «— {} // Initialize empty set for covered statements

4 for each t,, € T, do

5 S; «— getCoveredPrimitiveStmts(p, {tcn}) // Get statements covered by

input t

6 St «— St US;

7 | S4 ¢ toPrimitiveStmts(pq) // Get primitive statements in pg

8 Spr — Sq U ST

9 Pur < getReducedProgram(p, Sp,)

10 pur  deadCodeEliminate(pp,)

11 return py,

1 1

i =

(17)

remove; =

CoverTestsNum;’ remouve;

4.6 Robustness Enhancement of the Debloated Program

Function enhanceRobFuzz(-) in Algorithm 7 takes as input the original program p and the debloated
program pg4, which is the best sample found in the previous optimization process. Following CovF’s
method [96], MoP employs the black-box fuzzing tool Radamsa [5] to generate fuzzed inputs based
on the inputs in the usage profile and runs py against the fuzzed inputs to identify its robustness
issues. To enhance the robustness of py, the algorithm reintroduces the statements from p that are
exercised by the fuzzed inputs that have caused py4 to crash or hang. The output is py,, a debloated
program with improved robustness.

Specifically, the algorithm first generates fuzzed inputs, identifies those that cause p,; to crash
or hang, using getCrashHangInputs(-), and records such inputs in T, (line 2). By default, all the
profile inputs are used as seeds for fuzzing, and 10 fuzzed inputs are generated for each seed.
Following CovF’s method, getCrashHangInputs(-) relies on the exit code and execution timeout
to determine if py crashes or hangs. The algorithm initializes an empty set St used to collect
statements of p exercised by crash/hang-triggering inputs (line 3). For each input t,, € T, it uses
getCoveredPrimitiveStmts(-) to retrieve the statements of p that are executed when running with
t.,, and adds the statements to St (lines 4-6). Then, the algorithm extracts the set S; of statements
preserved in py using toPrimitiveStmts(-) (line 7). By taking the union of S; and Sr., it obtains Sp,,
which comprises statements to retain in the final enhanced program (line 8). Given the original
program p and the statements Sy, to retain, the algorithm calls getReducedProgram(-) to produce
the robustness-enhanced program pj, by retaining statements in S, and removing those not to
retain (line 9). Recall that Mop operates by retaining and removing primitive statements. It relies
on a dead code eliminator to reduce any redundant compound statements. So finally, the algorithm
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calls deadCodeEliminate(-) to eliminate any redundant code (such as the dangling if-statement
and unused variables) of py, (line 10) and returns the debloated program (line 11).

5 Evaluation

To assess the effectiveness of Mop, we have implemented it in a prototype tool and applied it to a
previous benchmark [96] that contains 25 programs and a large program postgresql-12.14 [61] for
debloating. postgresql-12.14 is an open-source, highly extensible, and powerful database system
containing nearly 1M lines of code. We seek to answer the following research questions:

e RQ1: What are the reduction, generality, and tradeoff scores of the debloated programs
generated by Mopr? With different « and f values controlling the debloating preferences, can
Mor generate programs with different scores?

e RQ2: How does Mopr compare with DEBOP in terms of the reduction, generality, and tradeoffs
achieved?

e RQ3: How does MoP compare with CHISEL and RAZoR in terms of the size and attack-surface
reductions?

e RQ4: How effective is each of MoP’s optimization stages?

e RQ5: How effective is MOP’s post-processing step in improving the robustness of the de-
bloated program?

The first four RQs (i.e., RQ1-RQ4) focus on assessing Mor’s optimization and reduction abilities
without considering robustness improvement. RQ1 investigates the effectiveness of Mop in terms of
the reduction, generality, and tradeoff scores under different & and f weights; RQ2 compares Mop
with DEBOP [94], the state-of-the-art stochastic optimization-based debloating approach; In RQ3,
we investigate the reduction abilities of MoP by comparing it with CHISEL [35] and Razor [71], two
state-of-the-art reduction-oriented techniques. In this comparison, we used CHISEL and RAZOR to
produce debloated programs based on the inputs correctly handled by Mor’s debloated program and
compared their sizes and attack surfaces; In RQ4, we perform a component analysis by assessing
the contribution of each of MoP’s optimization stages and conducting ablation experiments. The
last RQ (i.e., RQ5) specifically assesses Mop’s effectiveness in improving the robustness of the
debloated programs. We did experiments to understand Mop’s ability to enhance the debloated
program’s resilience against unexpected inputs.

We note that the O-Score metric, which quantifies the tradeoff between reduction and generality,
is a core metric, as it represents the overall effectiveness of debloating from an optimization
perspective. In RQ1, RQ2, and RQ4, where we evaluated Mop’s and DEBOP’s optimization abilities,
we reported the O-Score results. We additionally showed the reduction and generality results
separately in these RQs to help the readers understand how the tradeoffs are achieved under
different weights. Because RQ3 focuses on the reduction abilities and RQ5 investigates robustness,
we do not report the O-Scores in these RQs.

5.1 Implementation

Mor performs debloating at the source code level. We implemented a prototype of Mor using a
combination of C++, Java, Bash, and Python. Mop uses the llvm-cov tool [55] to get the coverage
m; induced from the program’s execution with each input i by tracking the statements exercised by
i. Specifically, for each input, Mop uses a file to save its coverage, which contains the execution
status of each line of code in the program p. If a line of code is exercised by an input, the line
is marked as 1 in the coverage file; otherwise, it is marked as 0. To understand which statement
is exercised by which input, Mop established a mapping from each statement to its starting and
ending lines of code. To get this mapping, Mop uses Clang (v.9.0.0) [54] to build the abstract syntax
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tree (AST) for p and traverses the AST to identify all the primitive statements and keep track of the
starting and ending positions (in terms of the line and column numbers in the source file) for each
statement. For debloating, Mop targets the removal of code in p’s methods. To generate p;op, it
deletes the lines of code contained in the bodies of methods defined in p and not exercised by any
inputs. Similarly, to generate pp,se, MOP deletes the method code not exercised by any must-handle
inputs (optionally provided as a subset of the given inputs). We reused code from the DeBoP and
DoMGAD tools to implement the MCMC algorithm used for each optimization stage in Mop.

To compute scores of any reduced program generated during optimization, Mop calculates
size reduction by measuring the fraction of statements removed. Mor does not use program
bytes for this purpose because the removal of statements, although beneficial, can often lead to
negligible variance of binary size, and tiny size changes can easily cause sample rejection and
impede effective exploration, especially for fine-grained optimization (e.g., the third stage of Mop).
Before calculating size reduction, Mop eliminates dead code with a utility of the Cov tool [96] for an
accurate quantification of program size. As with the previous approaches [35, 71, 94], to measure the
attack surface, Mop counts the number of ROP (Return Oriented Programming) gadgets contained
in the program binary using the ROPgadget tool [78]. To obtain a program binary, Mop uses Clang
to compile the source code with the -O3 option. To generate the fuzzed inputs that guide code
augmentation for the robustness enhancement of debloated programs, Mop leverages the black-box
fuzzer Radamsa [5]. By default, all the inputs in the usage profile are used as the seeds for fuzzing.
Mop also allows fuzzing based on a specified set of inputs.

5.2 Experimental Setup

We next introduce the benchmark programs, the evaluation metrics, the techniques used for
comparison, the setup work that ensures the programs and inputs can work correctly for the
experiment, the configuration of the tools, and the experiment environment.

5.2.1 Benchmark Programs and Inputs. The benchmark consists of 10 utility programs, 15 SIR
programs, and the PostgreSQL program v12.14 (postgresql-12.14).

The 10 utility programs are used in the evaluation of many previous debloating techniques [35,
71, 95, 96]. Following their practice, for these programs, we used the merged source files provided
in [73]. A merged source file is an all-in-one-file version of the program with all the source code
merged by the CIL merger [22]. In the benchmark provided in [73], each utility program is associated
with 10 sets of inputs collected from different online websites. We included all these inputs in the
usage profile of the utility for debloating.

In addition to the 10 utility programs, our benchmark also includes 15 SIR programs used in the
previous study [96] representing various types of programs from the lexical analyzer (printtokens)
to the Unix shell (bash-2.05) and to the text editor (vim-5.8). In the original benchmark [73], each
program is associated with two sets of inputs, train and test, containing hundreds to tens of
thousands of inputs representing various usage scenarios. We considered the union of train and
test as the usage profile of each program for its debloating. Also, for these programs, we used the
merged source files provided in [73].

Finally, our benchmark has an additional C-based application postgresql-12.14 [68] that contains
over 936K LoC. The size of the application is about 6 times that of the largest remaining program in
the benchmark. We included postgresql-12.14 to investigate how Mop and other techniques handle
a large program. We searched for inputs associated with postgresql-12.14 provided in the official
GitHub repository [68]. Following the suggestion provided in the README file for testing [70],
we considered all 306 regression tests and 94 isolation tests [69] provided in the repository as the
usage profile inputs. The 306 regression tests comprise 193 core tests, 61 tests designed for the
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embedded SQL preprocessor for C programs, and 52 tests that enable users to write PostgreSQL
functions in four languages: SQL, Perl, Tcl, and Python. Because the CIL tool and its merger [21]
fail to generate a single source file for postgresql-12.14 (they have not been maintained for years),
we use the original PostgreSQL program for debloating.

Table 1. The benchmark programs used in our evaluation.

Type Program LOC | #Func | #Stmt | #Inputs
PRINTTOKENS2 824 19 341 4058
PRINTTOKENS 1069 18 396 4073
REPLACE 938 21 416 5542

Small SCHEDULE2 604 16 238 2710
SCHEDULE 537 18 211 2650
TCAS 382 9 162 1608
TOTINFO 586 7 265 1052
Bz1P2-1.0.5 11782 97 6154 59
CHOWN-8.2 7081 122 3765 111
DATE-8.21 9695 78 4228 174
FLEX-2.5.4 15518 162 6704 670
GREP-2.19 22706 315 10977 145
GREP-2.4.2 16203 131 8437 806
Gzip-1.2.4 8694 91 4049 81

Medium | czip-1.3 8882 97 4287 213
MKDIR-5.2.1 5056 43 1804 50
RM-8.4 7200 135 3835 84
SED-4.1.5 18866 247 9179 370
SORT-8.16 14264 233 7805 117
SPACE 8215 136 4376 13549
TAR-1.14 30477 473 13995 84
UNIQ-8.16 7020 65 2086 72
BASH-2.05 60892 1003 27646 845+

Large MAKE-3.79 32492 248 12901 1832
VIM-5.8 141956 1699 66080 975
POSTGRESQL-12.14 | 936892 19098 | 155027 400

* The number of inputs used in the previous evaluation [96] is 1061. We did not use
216 (1061-845) of the inputs, as we found that, for these inputs, the top program of
BASH-2.05 failed to behave correctly possibly due to the sub-processes created by
the program that make the llvm-cov tool’s code tracking inaccurate.

Table 1 shows the 26 programs in terms of their size types (Type) as small, medium, and large, the
names (Program), the number of lines of code in their source files (LOC), the number of functions
defined (#Func), the number of statements (#Stmt), and the number of inputs (#Inputs) representing
the usage profile of the program. Small programs are the 7 SIR programs classified as small in the
previous work [96]. As shown in Table 1, the sizes of these programs are much smaller than those
of the other programs. Large programs are bash-2.05, make-3.79, and vim-5.8, which are the utility
and SIR programs that are of the largest sizes, and postgresql-12.14. The remaining 15 programs are
Medium.
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We slightly adapted some programs, their inputs, and the testing environment to ensure that
program execution with the inputs is valid and that the third-party tools that Mop relies on for
debloating can work as expected. Specifically, because the mkdir-5.2.1 program can create an
abundance of garbage folders as the execution result, we wrote a small program that regularly
deletes the garbage folders with the rm command to avoid excessive disk space consumption while
debloating. Also, in cases where the folders are created outside of a target directory due to the
misbehavior of any debloated mkdir, we created a workaround to ensure the deletion of garbage
folders by using rsync to back up a clean version of the root directory and restore it regularly.

Some inputs I, of chown-8.2 involve changing the ownership of a target file from a current
non-root user to the root user. For the debloating experiment, we ran MoP and other techniques
as the root user in a Docker environment [24] (as we will explain in Section 5.2.5). Because this
environment can change the original owner of the target files contained in I, to the root user, we
adapted the script of each input of I, by setting the owner of the target files back to a non-root
user before executing chown-8.2.

Some inputs of date-8.21 (e.g., date 091619552014) that involve converting a long number into
a date can change the current system time. The system will undo the change shortly. The time
change, though short, can cause problems for the program execution with other inputs. To fix it,
we adapted the scripts of these inputs by adding hwclock -s to force system time synchronization.

A possible misbehavior of the debloated programs of bzip2-1.0.5, gzip-1.2.4, gzip-1.3, and tar-1.14
is that the program fails to compress a target file as requested but instead compresses a non-target
directory such as the working directory or the whole root directory. To avoid such a detrimental
effect, we changed the debloating script. Before running the utilities, we set the files and directories
that will not be changed during the debloating process in the working directory together with /bin
and /usr in the root directory as immutable with chattr +i. Once the debloating process is done, we
revert these changes with chattr -i.

For two programs vim-5.8 and bash-2.05, the llvm-cov tool used by DEBoP and Mop fails to track
all the statements exercised by certain inputs accurately. In particular, vim-5.8 uses a fork function
to spawn child processes when running with certain inputs, and llvm-cov does not accurately track
code exercised by the child processes. We fixed the issue by tracking all the statements exclusively
covered by the forked processes of vim-5.8 and avoided their deletion by Mop and DEBoOP in the
experiment. bash-2.05 has a similar problem, and we fixed it in a similar way. For 216 inputs of
bash-2.05, we found that llvm-cov does not accurately record the coverage. Because we do not
understand the failure of llvm-cov, we discarded the inputs. More minor details about benchmark
setup can be found at [13]. We will explain how we selected the must-handle inputs in Section 5.2.4.

5.2.2 Simplified Notations of the Metrics. For the ease of presentation, we use simplified notations
of the metrics used to evaluate a debloated program. Given the original program p,,;, the top
program pyo,,, and a reduced program p’, we use the notations presented in Table 2.

5.2.3 Tools for Comparison. We compared Mop with DEBoP, the state-of-the-art optimization-
based debloating technique that also uses inputs to represent features. Since the original DEBop
does not take an optional set of must-handle inputs, we implemented DEBOP-M, a variant of DEBOP
that uses must-handle inputs and preserves in the debloated program statements exercised by these
inputs. When the must-handle inputs are not provided in our experiment, we compared Mop with
DEeBoP. In other experiments, we compared Mop with DEBop-M.

We note that there are other optimization-based techniques [8, 34, 95] not included for comparison.
Specifically, we excluded DoMmGAD [95], another generality-aware debloating technique, as the
technique is subdomain-based and does not rely on specific inputs for generality quantification.
We also excluded MoMS [8] and PoLyDRoID [34]. The former is a semi-automated technique that
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Table 2. Simplified notations for metrics used to evaluate a debloated program p’ relative to the original
program pori and the top program Ptop-

Metric Type Relative to pori Relative to pp

SR-Score SR-Scoreoy; = sred(pori, p’)  SR-Scoreyop = sred(prop, p’)
AR-Score AR-Scorey = ared(pori, p’)  AR-Scoreyop = ared(piop, p*)

R-Score R-Scoreori = red(pori, p) R-Scorerop = red(prop, p’)
G-Score G-Score = gen(pori, p’, I) NA
O-Score O-Scoreori = O(Poris p’) O-Scoreiop = O(Prop, p)

Notes: The G-Score is computed only relative to po;i, measuring generality based
on the input set I, with all inputs assigned equal weight. Since pori and pyop exhibit
identical behavior for the given inputs, only p,,; is used in the G-Score notation.

requires experts to manually validate features and traces. The latter is designed for Android app
debloating and for performance optimization only. Neither tool is available to use.

We additionally compared Mor with CHISEL [35] and Razor [71], two state-of-the-art reduction-
oriented (not optimization-based) debloating techniques, to help us understand Mor’s reduction
ability. To enable a reasonable comparison, we used CHISEL and RAazor to produce debloated
programs based on not all the inputs in the usage profile but those that the debloated program
produced by Mop can correctly handle. We compared the sizes of the debloated programs. Note
that the comparison is not direct, as MopP is not reduction-oriented.

5.2.4 Experiment Methods and Parameters. We next discuss the methods and parameters used in
the experiments of optimization-based debloating performed by Mopr and DEBoP, the comparison
between Mop and the two reduction-oriented techniques, and the component analysis of Mop.

Optimization-based debloating. We ran Mopr and DeBoP with the same time budget for
debloating. Mop operates in three stages. For each of the 22 programs of small and medium sizes,
we ran Mop for at most one hour, using a 20-minute budget for each stage. To have a fair comparison
with Mop, we ran DEBoP also for at most one hour for each of these programs. Note that the time
budget is applied to the optimization process only and not the generation of p;,,, which takes less
than a minute (for both Mopr and DeBoOP).

For the four large programs: make-3.79, bash-2.05, vim-5.8, and postgresql-12.14, because the
program execution against all the inputs for generality quantification is more costly, a 1-hour time
budget for Mop can lead to insufficient exploration. So we used a 4-hour budget for each stage
and ran Mop for at most 12 hours. To ensure a fair comparison, we also used a 12-hour budget for
DeBop for these programs.

We used a time-based convergence condition and did not experiment with more complicated
conditions for optimization based on for example manually observing the stability of the Markov
chain [79] and the convergence metrics [27, 28]. The former observation method depends on a
manual definition of stability and is subject to human biases, while the latter condition may not
precisely determine whether the Markov chain has truly converged [28] and can cause a significant
overhead due to multiple runs of the Markov chain for variance comparison [27]. We leave to future
work the investigation of more effective and efficient convergence conditions for better stochastic
optimization.

We ran both tools with different combinations of « and f values to investigate whether they
can achieve different tradeoffs with different preferences of the debloating factors. Specifically, we
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experimented with three « values (0.25, 0.5, and 0.75) and nine f values (from 0.1 to 0.9) and ran
Mor and DEeBoP for a total of 27 (3 X 9) trials to debloat each of the 22 programs. Since a debloating
run for the four large programs is more expensive (12 hours for one trial), we used three « values
(0.25, 0.5, and 0.75) and fewer f values (0.25, 0.5, and 0.75).

To assess the core optimization abilities, we focused on evaluating Mop and DEBOP in the scenario
where no must-handle inputs are provided. We chose to do so because the use of must-handle
inputs can lead to a smaller search space for debloating, as the tools are designed to reduce code not
exercised by such inputs, and a small search space cannot fully reflect a technique’s optimization
ability. We did however evaluate Mop and DEBOP-M in the scenario where the must-handle inputs
are provided, although we do not claim the evaluation to be the focus of our analysis.

Given that a debloating run is expensive, for experiments with must-handle inputs, we only chose
a subset of the programs comprising three programs (mkdir-5.2.1, date-8.21, and tar-1.14) from Util,
three programs (gzip-1.3, sed-4.1.5, and vim-5.8) from LSIR, totinfo from SSIR, and postgresql-12.14.
The programs from either Util or LSIR are chosen to be of diverse sizes from that set. We randomly
selected totinfo from SSIR containing all small programs (LoC < 1.1K).

As for the preparation of the must-handle inputs, recall that each Util program is associated with
10 sets of inputs collected from online websites [96], and we chose as the must-handle inputs the
set whose size in terms of the number of inputs is the closest to the average. Each SIR (either SSIR
or LSIR) program is associated with two sets of inputs, train and test [96], and we chose inputs
from the train set, which has a smaller number of inputs than the test set, as the must-handle
inputs. For postgresql-12.14, we chose the 193 core regression tests as the must-handle inputs. Like
what we did for the experiments without the must-handle inputs, we ran the tools for debloating
in multiple trials with different « and f values and used the 1-hour and 12-hour time budgets for
small/medium and large programs respectively.

To assess whether Mop achieves a statistically significant performance improvement over DEBoOP,
we conducted the one-sided Wilcoxon signed-rank test [92], which tests whether two paired samples
differ significantly without assuming data normality. This choice is motivated by the following
considerations. First, the Wilcoxon signed-rank test assumes that the data to compare are paired,
which holds in our context, as the test is for comparing DEBOP’s and MoP’s results (specifically,
their O-Scores) in the same setting (based on the same original program, the same usage profile,
and the same debloating parameters). The two results (O-scores) naturally form a pair. Second, the
Wilcoxon signed-rank test uses a one-sided alternative hypothesis (H;: Mop’s O-Score > DEBOP’s
O-Score) that is suitable for our context. By design, Mop represents a more advanced technique,
as it uses a sophisticated exploration method, inheriting DEBOP’s fine-grained exploration (Mop’s
third stage) but extending it with two more stages (Mop’s first and second stages) to follow a
coarse-to-fine search principle. Moreover, it uses an additional preprocessing step in identifying
an advantageous initial sample for better optimization. Since Mop is more advanced, we adopt a
signed-rank test with a one-sided alternative hypothesis to concentrate on testing improvement,
specifically whether Mop is statistically more effective than DEBOP, rather than a two-sided test,
which only focuses on difference. Third, the Wilcoxon signed-rank test does not assume normal
distribution of data, which is also appropriate, as the O-Scores of debloated programs derived from
stochastic optimization processes are not guaranteed to follow a normal distribution.

We applied the one-sided Wilcoxon signed-rank test to the O-Scores of debloated programs
generated by Mop and DEBoP in the debloating experiments with and without must-handle inputs
used. Specifically, we tested the average O-Scores per program, using results from the 26 programs
without must-handle inputs and the 8 programs with must-handle inputs, across various combi-
nations of a and f§ parameters. For each comparison, we report the p-value and the effect size r
values [23] commonly used for the Wilcoxon signed-rank test [26].
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It is also necessary to study the performances of Mop and DeEBop under different time budgets.
Therefore, we conducted debloating experiments with varying time budgets and compared Mor’s
and DEBOP’s runtime performances. We note that it is also expensive to run all 26 programs under
varying time budgets. So we used the same subset of the benchmark comprising 8 programs and
the same « and f values for this evaluation. We ran Mopr and DEBoP under three relative time
budgets (0.5T, T, and 1.5T), where T represents the baseline time budget for each program. To focus
on assessing the core optimization capabilities of Mop and DEBoP under these budgets, we do not
use must-handle inputs for debloating.

Comparison between MopP and reduction-oriented techniques. Unlike Mop, CHISEL and
RAZOR are reduction-oriented techniques, and they do not consider anything about the reduction-
generality tradeoffs for debloating. We acknowledge that Mo is different from the two techniques
but nevertheless followed the previous work [94] and compared Mop with CHISEL and Razor
to have a deep understanding of Mor’s reduction ability. We excluded the four large programs
and used only the 22 remaining programs for the experiment due to the inefficiency or failure of
CuisiL and Razor in handling the large programs for debloating. Specifically, for three of the large
programs (without postgresql-12.14), CHIsEL was highly inefficient and did not produce any reduced
program within a 12-hour time limit. For make-3.79 and bash-2.05, RAzZor generated debloated
programs that do not behave correctly for all inputs, but only 9% and 81% of the inputs. For vim-5.8,
Razor failed to generate any debloated program due to an error arising when merging the trace
log files for coverage analysis. We also excluded postgresql-12.14, for which the CIL merger [22]
fails to generate a one-file merged version. CHISEL cannot handle the original multi-file program
for debloating due to its problems of handling the macro syntax. Razor also failed to deal with the
original program, as we found that it has problems handling the multiple binary files that depend
on one another (e.g., the execl() function in file A calls functions from file B).

Recall that we ran Mop for the debloating of a program in 27 trials with different & and f values.
Following the previous evaluation [94], we logged for each trial the exact set of inputs for which
the debloated program generated by Mop behaved correctly and provided CHiseL and Razor with
the same inputs for debloating. We ran CHISEL and RAazor with the same time budget used by
Mor and calculated the reduction scores achieved by all tools. In extreme cases where no inputs
were logged (which means Mop generated a nearly empty program in pursuit of the maximum
reduction), we did not run CHISEL or RAZOR for comparison.

We compared the size and attack surface reduction achieved by the techniques. Since Razor
is binary-based, we compiled the debloated program generated by Mopr and compared its size
with that of the debloated program generated by Razor in terms of the number of bytes and ROP
gadgets reduced in the program binaries. Because RAZor needs debug information preserved in
the program binary for heuristic exploration, we compiled the original program with Clang using
the -g option to obtain a binary for Razor’s debloating. For a fair comparison with Razor, we
also used Clang with the -g option to compile the debloated program generated by Mop. Unlike
RAZoR, CHISEL is source-based, and we used Clang with the -O3 option to compile the debloated
programs generated by Mop and CHISEL for reduction comparison, as we did in other experiments
for evaluating Mop and DEBOP.

Component analysis of Mop. For a component analysis of Mop, we (1) analyzed the contribution
of each of MoP’s optimization stages and (2) did additional ablation experiments.

For (1), we quantified the increase (in percentage) of the O-Score that each stage of Mor con-
tributed in the debloating experiments. Let 0jniz, 01, 02, and 03 be the O-Scores of the initial sample
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and the best samples after the 1st, 2nd, and 3rd stages. The contributions of the three stages are
quantified as Z;:gz:i 0::;1“, d o:i;;z”’ respectively.

For (2), we created three new techniques, Mop-S, 3, Mop-S; 3, and MoP-S; 2, by removing each of
the optimization stages of Mop respectively. For example, MoP-S, 3 is a variant of Mop that removes
the 1st stage and uses only the last two for optimization. We ran the debloating experiments with
each of Mop-S, 5, MoP-S; 3, and Mop-S; ; using the same time budget and initial sample selection
strategy that Mop used. Because each new technique has two stages, we allocated each stage half
of the time budget for optimization. We used no must-handle inputs for these experiments to focus
on investigating the optimization capabilities of these techniques in a full search space.

We found that the selection of the initial sample can play a crucial role in the debloating process
in many cases. If the initial sample is close to be the “optimal” sample (in terms of the O-Score), the
subsequent optimization based on the initial sample has not much to do, leaving all techniques
(almost) equally ineffective. To have a deeper understanding of the optimization abilities of each
stage, we created two additional extreme settings where f values are set as 0.1 and 0.9 and an
unfavorable initial sample is chosen in each setting, that is, ps., (i.e., the program only comprising
code covered by all the inputs of the usage profile) is selected as the initial sample when f is 0.1 and
Pbase (i-€., the program only comprising code covered by the must-handle inputs from the usage
profile) as the initial sample when f is 0.9. We set « as 0.5 in both settings and ran and compared the
variants of Mop. The two extreme settings are created only to weaken the influence of the initial
sample selection on the debloating effectiveness, which allows us to evaluate the optimization
abilities of the three stages in a better way.

Robustness Improvement. To investigate MoP’s robustness improvement ability, we did experi-
ments with the previous subset of the benchmark, comprising 7 programs from the SIR (totinfo,
gzip-1.3, sed-4.1.5, and vim-5.8) and Util (mkdir-5.2.1, date-8.21, and tar-1.14) benchmarks, together
with postgresql-12.14. We ran MoP’s post-processing step to augment the 8 debloated programs
derived from the experiment where o and f are set as 0.5 and no must-handle input is considered.
To obtain fuzzed inputs, Mop used as the seeds either all inputs or a subset of the inputs from the
usage profile. Specifically, for each of the programs excluding postgresql-12.14, Mop used the same
set of inputs that CovF [96] used in its previous evaluation. (Note that the seeds used by CovF
comprise either the whole set or a subset of the usage profile inputs used in this evaluation.) For
postgresql-12.14, Mop used the 194 core tests (Section 5.2.1). Then, following the experiment for
evaluating CovF [96], we evaluated the augmented versions of the debloated programs by using
Radamsa [5] to generate 10 fuzzed variants based on each seed input and testing the programs
against the fuzzed inputs.

5.2.5 Experiment Environment. We did the experiments in Docker containers set up on two ma-
chines running Ubuntu-18.04 with 260 GB RAM and 32 AMD-Opteron 1.4 GHz processors. We
used 16 containers (8 on each machine) to run the debloating experiments for the 22 programs that
are of small and medium sizes and two containers (one on each machine) for the four programs of
larger sizes. We note that because we chose to run multiple tools in many trials for debloating, and
even one trial can take from one to a few hours to finish, our experiments are very expensive. The
machine time taken to generate all the debloated programs by all tools for all experiments is over
293 days. The actual running time is more than 80 days.
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5.3 Results for RQ1: What are the reduction, generality, and tradeoff scores of the
debloated programs generated by Mor? With different « and § values controlling
the debloating preferences, can Mop generate programs with different scores?

5.3.1 Result of Debloating without the Must-Handle Inputs. Tables 3-5 show the average SR-Score
(size reduction), AR-Score (attack surface reduction), R-Score (code reduction), G-Score (program
generality), and O-Score (objective function value) of the debloated programs generated by Mor
(and DEBOP). The average scores of Tables 3-5 were calculated by taking the arithmetic mean of the
results from each experimental run, rather than directly averaging the Small, Medium, and Large
values. These programs were generated in multiple experiments where no must-handle inputs
are assumed and different « and f values are used. While « adjusts the relative importance of
two correlated reduction factors, f is a key weight that controls the preference of reduction and
generality whose tradeoff quantifies the effectiveness of debloating. We present the average scores
with f values shown in different ranges. More specifically, Table 3 shows the average scores for all
B values (from 0.1 to 0.9). Tables 4 and 5 present scores when f values are less than 0.5 (from 0.1 to
0.4) and are no less than 0.5 (from 0.5 to 0.9), respectively. The results of Tables 4 and 5 can help us
understand how Mop behaves when reduction is weighted more than generality (f < 0.5) and vice
versa (f > 0.5).

Note that the evaluation of Mop is based on the O-Score computed per run, and the final result
is the average of those run-specific scores. The separately reported averages of reduction and
generality are also computed based on their specific scores across all runs. They are for descriptive
purposes and are not used to derive or validate the average O-Scores. These reduction and generality
scores offer finer-grained insights into Mop’s behavior and can help us assess whether Mop aligns
with the specific debloating needs (e.g., maximizing reduction versus preserving generality).

According to Table 3, Mop produced debloated programs by reducing 68% statements (SR-Score,, ;)
and 54% attack surface (AR-Score,,;) and achieved a 0.61 reduction score (R-Score,,;) when the
original program is used as the reference for reduction calculation. The generality of the debloated
programs is 0.58. The tradeoff O-Score,,; between reduction and generality is 0.76. This result
shows that Mop can delete a significant amount of code while still preserving 58% generality of the
original program to achieve a good tradeoff between reduction and generality.

The use of p;,p, Which contains less code than the original p, as the reference program allows us to
exclude the influence of Mor’s preprocessing stage when evaluating Mor’s debloating effectiveness.
The R-Score,,;, quantifies the reduction contributed solely by the optimization process and thus
reflects the core optimization ability of Mop. Our results show that Mop’s R-Score;,, is 0.48,
indicating that the optimization process can prune approximately half of the code while still
maintaining a high generality. The O-Score;,,, is 0.72 and is only slightly lower than O-Score,,;
0.76.

When f is less than 0.5, that is, code reduction is weighted more than generality, MoP can do
aggressive code pruning to produce a debloated program with much less generality. According
to Table 4, Mop achieved a 0.93 reduction score (using the original program as the reference) and
produced a debloated program preserving 10% generality of the original program. The tradeoff
score is 0.73. This result suggests that Mop can focus on reduction when needed and prune a
significant amount of code for debloating. Note that this is in the situation where no must-handle
inputs are provided, and Mop can be very aggressive at code pruning and preserve a low generality
of the original program in pursuit of a high objective score.

One can see that, when f is less than 0.5, MoP achieved a high reduction score. In fact, when f is
small, MoP often chooses the base program pps. as the initial sample and performs optimization
with a focus on adding back code from p;,, to the sample to increase the sample’s generality
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without however significantly increasing the size and the attack surface. For small and medium
programs, because adding back code can easily result in a program with a substantial increase
of size or attack surface (via for example the 1st- or 2nd-stage optimization, which is aggressive)
or invalid programs that for example do not compile (via the 3rd-stage fine-tuned optimization),
and these programs can be easily rejected during the search, MoP ends up generating debloated
programs preserving little code of the original program. For the four large programs, however, the
size reduction score is 0.86, and the generality of the debloated programs is 0.32. This shows that
for large programs MoP can generate a debloated program preserving about 1/3 of the original
program’s generality while still pruning a substantial amount (or 86%) of the code.

Table 3. Average scores of debloated programs generated by Mop and DEBoP in experiments where a combi-
nation of nine § values (between 0.1 and 0.9) and three a values (0.25, 0.5, and 0.75) are used. Bold result
indicates the highest score. Note that higher O-Score (O-Score,,; or O-Score;,) is better.

SR-Scoreqi SR-Scoreop AR-Score,y; AR-Scoreop R-Scoregi R-Scorerop G-Score O-Scoregri O-Scorerop
Mor | DEBOP | MoP | DEBOP | Mop | DEBOP | MoP | DEBOP | Mor | DEBOP | MoPr | DEBOP | MoP | DEBOP | MoP | DEBOP | MoP | DEBOP
Small 0.48 0.10 0.47 0.07 0.37 0.09 0.37 0.09 0.43 0.10 0.42 0.08 0.59 0.90 0.70 0.54 0.70 0.54
Medium | 0.77 0.56 0.55 0.14 0.62 0.35 0.48 0.11 0.70 0.46 0.52 0.13 0.56 0.85 0.79 0.71 0.74 0.55
Large 0.63 0.42 0.41 0.05 0.48 0.25 0.31 0.00 0.56 0.34 0.36 0.03 0.76 0.99 0.74 0.67 0.66 0.51

Average [ 068 | 041 [0.52] 011 [054] 027 [044] 010 [0.61] 034 [048 ] 011 [ 058 | 087 [0.76 ] 066 | 072 055

Type

Table 4. Average scores of debloated programs generated by Mop and DeBop in experiments where a combi-
nation of four f values that are less than 0.5 and three a values (0.25, 0.5, and 0.75) are used. Bold result
indicates the highest score. Note that higher O-Score (O-Score,,; or O-Score;,,) is better.

SR-Scoreyyi SR-Scoreop AR-Score,y; AR-Scoreop R-Scoreoi R-Scoreop G-Score O-Scoreoi O-Scoreyop
Mor | DEsoP | Mor | DEBOP | MoP | DEBOP | MoP | DEBOP | MoP | DEBOP | MoP | DEBOP | MoP | DEBOP | MoP | DEBOP | MoP | DEBOP
Small 0.98 0.12 0.98 0.10 0.76 0.15 0.76 0.15 0.87 0.14 0.87 0.12 0.10 0.80 0.68 0.33 0.68 0.32
Medium | 0.99 0.57 0.99 0.17 0.95 0.42 0.93 0.22 0.97 0.50 0.96 0.20 0.08 0.67 0.75 0.57 0.74 0.35
Large 0.86 0.42 0.77 0.05 0.70 0.25 0.66 0.00 0.78 0.34 0.71 0.03 0.32 0.99 0.67 0.50 0.61 0.27

Average [ 0.99 [ 043 [098] 014 [088] 033 [086] 019 [093] 038 [092] 017 [010 | 072 [073] 049 [o072] 033 |

Type

Table 5. Average scores of debloated programs generated by Mop and DEBoP in experiments where a combi-
nation of five f§ values that are no less than 0.5 and three « values (0.25, 0.5, and 0.75) are used. Bold result
indicates the highest score. Note that higher O-Score (O-Score,,; or O-Score;,) is better.

SR-Scoreq SR-Scoretop AR-Score,r; AR-Scoreop R-Scoregi R-Scoretop G-Score O-Scoregri O-Scoretop
Mor | DEBor | Mop | DEBoP | Mop | DEBoP | Mop | DEBoP | Mor | DEBOP | Mor | DEBOP | Mor | DEBOP | MoP | DEBOP | MoP | DEBOP
Small 0.08 0.07 0.06 0.04 0.06 0.05 0.06 0.05 0.07 0.06 0.06 0.05 0.99 0.99 0.72 0.71 0.71 0.71
Medium | 0.60 0.55 0.21 0.10 0.37 0.29 0.13 0.03 0.48 0.42 0.17 0.07 0.95 0.99 0.83 0.82 0.74 0.72
Large 0.52 0.42 0.23 0.05 0.36 0.25 0.15 0.00 0.44 0.34 0.19 0.03 0.98 0.99 0.78 0.75 0.69 0.63

[ Average [ 044 | 040 [o0.16 ] 008 [0.27] 022 [o11] 003 [036[ 031 [o14] 006 [097 ] 099 [079] 079 [073] o071 |

Type

When f is equal to or greater than 0.5, as Table 5 shows, Mop can reduce 44% of the statements
and 27% of the attack surface, producing a debloated program with a generality score of 0.97. This
result shows that, when generality is of interest and weighted more than reduction, Mop can
achieve effective debloating by preserving nearly the entire generality of the original program
while pruning about half of the code and 27% of the attack surface. For the four large programs,
Mor obtains higher size reduction and attack surface reduction scores (0.52 and 0.36) while still
making the generality of the debloated programs as high as 0.98, which implies that debloating is
quite beneficial for large programs.

With a high 8, Mop often uses p;, as the initial sample for optimization. For medium and large
programs, Mop reduced a significant amount of code while still finding a good tradeoff. For small
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programs, however, Mop was only able to prune about 8% of the code (3rd row, 2nd column in
Table 5). This is because for these programs there are often thousands of inputs in the usage profile
and the overlap of the coverage induced from these inputs is significant. The deletion of even
a small code fragment (e.g., a statement) can easily result in a significant decrease of program
generality. To ensure a high program generality (as specified by a high f), Mop ends up preserving
most of the code in the original program and achieving a low reduction.

5.3.2  Result of Debloating with the Must-Handle Inputs. We also evaluated how Mopr works with
the must-handle inputs. When the must-handle inputs are provided, Mop will make sure to produce
a debloated program that behaves correctly for these inputs. Tables 6-8 show the average scores of
the debloated programs generated by Mop (and DEBoP-M) in the debloating experiments where
the must-handle inputs are provided and a combination of three a values and § values in different
ranges are used: all the nine § values (Table 6), § values less than 0.5 (Table 7), and f values that are
no less than 0.5 (Table 8). Similarly, the average scores of Tables 6-8 were also calculated by taking
the arithmetic mean of the results from each experimental run, rather than directly averaging the
Small-sample, Medium-sample, and Large-sample values.

According to Table 6, Mop produced debloated programs with a 0.48 reduction score (R-Score,,;)
using the original program as the reference. The generality score is 0.88 and the tradeoff O-Score,,;
is 0.71. Compared to the result of debloating without the must-handle inputs (Table 3), the R-Score,,;
and O-Score,,; (also R-Score;,, and O-Score;,,) decrease while the G-Score increases. Mop ended
up reducing less code while debloating with the must-handle inputs, as it forces to preserve the
code covered by the must-handle inputs, and as a result, the set of candidate statements Mop can
reduce for optimization becomes smaller. One can see that the R-Score for small programs is close
to zero. As we have explained in the previous Section 5.3.1, for these programs, a deletion of a small
code fragment (sometimes even a single statement) can lead to a significant decrease of generality.
For this reason, Mop did not delete much code, achieving a 0.05 R-Score,,;.

Table 6. Average scores of debloated programs generated by Mop and DEBoP-M in experiments where the
must-handle inputs are provided and a combination of nine § values (between 0.1 and 0.9) and three «
values (0.25, 0.5, and 0.75) are used. Small-sample: totinfo. Medium-sample: mkdir-5.2.1, date-8.21, and tar-1.14.
Large-sample: gzip-1.3, sed-4.1.5, vim-5.8, and postgresql-12.14. Bold result indicates that the reduced program
generated by this tool has a higher score. Note that higher O-Score (O-Score,,; or O—Scoremp) is better.

SR-Scoreori SR-Scoretop AR-Scoreori AR-Scoretop R-Scoreori R-Scoretop G-Score O-Scoreori O-Scorerop
Mor | DEBoP-M | Mor | DEBOP-M | Mop | DEBOP-M | Mop | DEBoP-M | Mor | DEBOP-M | Mor | DEBOP-M | Mop | DEBOP-M | Mor | DEBOP-M | Mor | DEBOP-M
Small-sample 0.06 0.06 0.02 0.02 0.04 0.04 0.01 0.01 0.05 0.05 0.01 0.01 1.00 1.00 0.53 0.53 0.50 0.50
Medium-sample | 0.78 0.71 0.41 0.24 0.47 0.43 0.25 0.18 0.63 0.57 0.33 0.21 0.84 0.89 0.77 0.76 0.63 0.59
Large-sample 0.54 0.41 0.30 0.08 0.43 0.27 0.26 0.04 0.48 0.34 0.28 0.06 0.89 0.95 0.72 0.65 0.63 0.51

Type

Average 0.57 0.48 0.31 0.13 0.40 0.30 0.22 0.09 0.48 0.39 0.27 0.11 0.88 0.94 0.71 0.68 0.62 0.54

Table 7. Average scores of debloated programs generated by Mop and DEBoP-M in experiments where the
must-handle inputs are provided and a combination of four § values that are less than 0.5 and three «
values (0.25, 0.5, and 0.75) are used. Small-sample: totinfo. Medium-sample: mkdir-5.2.1, date-8.21, and tar-1.14.
Large-sample: gzip-1.3, sed-4.1.5, and vim-5.8, and postgresql-12.14. Bold result indicates that the reduced
program generated by this tool has a higher score. Note that higher O-Score (O-Score,,; or O-Score;qp) is
better.

SR-Scoreori SR-Scoretop AR-Scoreori AR-Scoretop R-Scoreori R-Scoretop G-Score O-Scoreori 0O-Scoretop
Mor | DEBoP-M | Mor | DEBOP-M | Mor | DEBOP-M | Mop | DEBOP-M | Mor | DEBOP-M | Mor | DEBOP-M | Mop | DEBOP-M | Mor | DEBOP-M | Mor | DEBOP-M
Small-sample 0.06 0.06 0.02 0.02 0.04 0.04 0.01 0.01 0.05 0.05 0.01 0.01 1.00 1.00 0.29 0.27 0.26 0.26
Medium-sample | 0.83 0.74 0.53 0.30 0.58 0.55 0.39 0.33 0.71 0.65 0.46 0.32 0.67 0.77 0.70 0.68 0.51 0.43
Large-sample 0.60 0.38 0.48 0.09 0.52 0.27 0.45 0.08 0.56 0.33 0.46 0.09 0.74 0.91 0.61 0.47 0.53 0.29

Type

Average 0.62 0.48 0.44 0.16 0.48 0.34 0.37 0.16 0.55 0.41 0.41 0.16 0.75 0.87 0.60 0.53 0.49 0.34
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Table 8. Average scores of debloated programs generated by Mop and DEBoP-M in experiments where the
must-handle inputs are provided and a combination of five  values that are no less than 0.5 and three «
values (0.25, 0.5, and 0.75) are used. Small-sample: totinfo. Medium-sample: mkdir-5.2.1, date-8.21, and tar-1.14.
Large-sample: gzip-1.3, sed-4.1.5, and vim-5.8, and postgresql-12.14. Bold result indicates that the reduced
program generated by this tool has a higher score. Note that higher O-Score (O-Score,; or O-Score;p) is
better.

SR-Scoreon SR-Scorerop AR-Scoreor AR-Scorerop R-Scoreor R-Scorerop G-Score 0-Scoreor 0-Scorerop
Mor | DEBOP-M | Mor | DEBOP-M | MoP | DEBOP-M | Mop | DEBOP-M | Mop | DEBoP-M | Mop | DEBoP-M | Mop | DEBOP-M | Mop | DEBOP-M | MoP | DEBOP-M
Sma]lfsample 0.06 0.06 0.02 0.02 0.04 0.04 0.01 0.01 0.05 0.05 0.01 0.01 1.00 1.00 0.64 0.64 0.63 0.63
Medium-sample | 0.76 0.70 0.35 0.21 0.42 0.37 0.18 0.10 0.59 0.54 0.27 0.16 0.93 0.95 0.81 0.81 0.70 0.67
Large-sample 0.51 0.43 0.21 0.08 0.38 0.27 0.16 0.02 0.44 0.35 0.19 0.05 0.96 0.98 0.77 0.74 0.67 0.63
Average 0.55 0.48 0.24 0.12 0.35 0.28 0.15 0.05 0.45 0.38 0.20 0.09 0.95 0.97 0.77 0.76 0.68 0.65

Type

When f is less than 0.5, Mop achieves a 0.55 R-Score,,; and a 0.75 G-Score. The R-Score,,; is
lower than that (0.93) in Table 4 (when no must-handle inputs are used for debloating) and the
G-Score is significantly higher. This shows that the use of must-handle inputs can lead to the
generation of debloated programs with reasonably high generality even when f is low. We note
that this is good, as a debloated program with extremely low generality is often of little usefulness.
The use of must-handle inputs forces the preservation of code exercised by these inputs such that
debloated programs with extremely low generality are avoided. When f is not smaller than 0.5, the
G-Score and O-Score,,; in Table 8 are overall similar to those shown in Table 5 as Mop tends to
generate debloated programs with a high generality regardless of whether must-handle inputs are
provided or not.

5.3.3 Variance of Result for Debloating with Different Weights. In the previous sub-sections, we
presented and analyzed the average scores that Mop achieved in the debloating experiments. This
sub-section investigates the variance of the scores as the @ and f values change.

Result variance when f values change. The f value controls the preference between reduction
and generality. Overall we found that as the f§ value increases, that is, the generality weight gets
higher, Mop can reduce less code and generate debloated programs with higher generality scores.

mkdir-5.2.1 schedule

1.00 1.00

0.80 \V// 0.80
2 060 @ 060
o o
@ 040 @ 0.40

0.20 0.20

0.00 0.00

0.1 0.2 0.3 04 05 0.6 0.7 0.8 0.9 0.1 0.2 0.3 0.4 05 0.6 0.7 0.8 0.9
B value B value
SR-Score-ori AR-Score-ori G-Score === O-Score-ori SR-Score-ori AR-Score-ori G-Score === O-Score-ori
(a) Variance of the scores for mkdir-5.2.1. (b) Variance of the scores for schedule.

Fig. 6. The variance of scores with different § values used for debloating (a = 0.5).

For different programs, the variance is also different. Figure 6 presents two types of variance
of scores (curves) for the debloated programs that Mop can generate. Interested readers can refer
to [14] for all the curves. The left curve in Figure 6, which is the result for mkdir-5.2.1 (with no
must-handle inputs used), is an example showing that the scores can gradually change as the
values increase. As one can see, as the § value gets higher, Mop is able to reduce less code (the
orange and grey lines drop) to generate debloated programs whose generality scores get higher
(the yellow line goes up).
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The right part of Figure 6, which presents the curve for schedule, is however less ideal, as it
shows that there are cases where the debloated programs’ scores do not change (e.g., when the
value increases from 0.2 to 0.3) or they change abruptly (e.g., when f increases from 0.4 to 0.5).

For this program, Mop’s exploration is less effective. The program has more than 2650 test inputs
associated with it. In the first stage, for every sample that Mop generated and tested in the MCMC
search, the generality variance is only tiny (1/2650), while the reduction loss can be more significant
(especially when f is small and Mop adds back a large amount of code exercised by an input to
the base program), which can cause an easy sample rejection. In the 2nd and 3rd stages, Mop can
change a sample’s generality in a more significant way, as its mutation can affect the program
behavior related to more than one input. However, for small programs like schedule, as we have
previously explained, Mop’s mutation can easily result in a “broken” program that fails to process
many inputs, due to the high coverage overlap of the inputs and the lack of key statements. For
larger programs, the first stage may still suffer from the generality-minimal-change issue, and the
last two stages may not be highly efficient due to their needs of frequent program execution for
sample validation. In future work, we will investigate improving the efficiency of Mop and using
a more flexible and balanced comparison of the reduction and generality variances to decide the
sample acceptance for more effective stochastic optimization.

Result variance when « values change. Unlike f, which controls the preference for two
competing factors (reduction and generality), « is used to adjust the weight for two correlated
measures, size reduction and attack surface reduction. Due to the correlated property of these
measures, which means an increase of size reduction often also implies a larger attack surface
reduction, and vice versa, the way that « affects the debloating effectiveness of Mop is empirically
insignificant. As a result, we do not identify a variance pattern of debloating scores as the « value
changes. We believe that the actual variance can be largely subject to noise.

Mop can prune 68% code and 54% attack surface to produce a debloated program preserving
58% generality of the original program, achieving a tradeoff score 0.76. When the must-
handle inputs are used to specify the must-preserve features for debloating, Mop can avoid
generating programs with low generality. Moreover, with different § weights, MoP can
produce debloated programs with different reduction-generality tradeoffs. The influence of
a on debloating is insigificant.

5.4 Results for RQ2: How does Mop compare with DEBoP in terms of the reduction,
generality, and tradeoffs achieved?

5.4.1  Comparison of Mop and DeBop without the Must-Handle Inputs Used for Debloating. Ac-
cording to Tables 3-5, Mop produced debloated programs with higher objective scores (O-Score,,;
and O-Score;,,) indicating better tradeoffs than DEBoP. MoP’s O-Score,; is 15.2% higher than
DEBOP’s O-Score,,;. Recall that O-Score,,; is computed based on code reduction measured against
the original program (i.e., R-Score,,;). Because the optimization of Mor and DEBOP only involves
mutating code in p;,p, the code reduction measured against py,, (i.e., R-Score;p) can directly
reflect how much size or attack surface is reduced by the optimization process. For this reason,
O-Score;,p, which is computed based on R-Score;,,, can reflect the core optimization abilities of
Mopr and DEBoOP. MOP’s O-Scorey,,, is 30.9% higher than DEBOP’s, showing that Mop has a stronger
optimization ability. The superiority of Mop for optimization is attributed to its strong reduction
ability. According to Table 3, MoP’s R-Score,,; (0.61) is 79.4% higher than DEBOP’s, and its R-Score;,,
(0.48) is about four times as high as DEBoP’s R-Score;,,.

When f is small (less than 0.5), which means reduction is of better interest, Mop achieved a
0.92 R-Score;,;, while DEBOP’s score is as low as 0.17. The debloated programs generated by Mop
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have a lower generality, which is understandable, as Mop reduced much more code than DEBoP,
and a program with less code preserves less functionality. Overall, however, because reduction is
weighted more than generality, Mop achieved a much better tradeoff than DEBop: Mor’s O-Score,,;
is 49.0% higher than DEBOP’s and its O-Score;,, is 118.2% higher.

When f > 0.5, the optimization objective emphasizes generality (i.e., preserves more features).
Under this configuration, aggressive code reduction is constrained, as more features must be retained
to obtain a higher G-Score. As a result, Mop is less able to perform extensive code reduction, leading
to O-Scores that are closer to those of DEBop. Nevertheless, Mo still outperforms DEBOP, especially
for large programs based on the top metric (which as we explained reflects a technique’s core
optimization ability). For large programs, in Table 5, Mop achieves a nearly 20% reduction score
(R-Score;op), whereas DEBOP ’s reduction score is only 3%, with similar generality scores (0.98 vs.
0.99).

The heat maps shown in Figures 7 and 8 depict in heated colors the differences between Mop’s
and DEBOP’s tradeoff scores achieved in the debloating experiments with different a and f values
used and for different programs. Specifically, Figure 7 shows the differences of O-Score,,; (computed
based on R-Score,,; and G-Score) and Figure 8 shows the differences of O-Score;,,, (computed based
on R-Score;,, and G-Score). Each grid of the heat map displays a color quantifying 0mop — 0debop-
where 01,0 and ogepop are the objective scores achieved by the two techniques. A green grid
indicates a positive difference showing that Mop’s score is higher than DEBOP’s, a red grid indicates
the opposite, that is, MoP’s score is lower than DEBoP’s, and a yellow grid indicates no difference.

As one can see in Figure 7, many of the grids have green colors, indicating that Mop found a
better tradeoff than DEBOP in many experiments. In fact, MoP achieved an objective score that is no
lower than DEBOP in 86.54% of the experiments (grids). As we previously explained, O-Score;,, can
reflect a technique’s core optimization ability. One can clearly tell based on the result of Figure 8 that
Mopr’s optimization ability is stronger than DEBOP’s. In 96.19% of the experiments, Mop achieved a
higher objective score, indicating a better tradeoff.

Mor’s objective score is not always higher than DEBOP’s, especially when f is large and the
program is small. This is because, as we explained in Section 5.3.1, in these cases Mop tends to
produce debloated programs with high generality, and DEBor almost always produces a high-
generality debloated program because its reduction ability is weak. The programs produced by
Mop and DeBoP that both have high generality often have similar scores.

Compared to Figure 7, Figure 8, which shows the difference of tradeoff scores computed with
Prop used as the reference program, has fewer red grids. As we explained, scores computed based
on pyop can reflect the core optimization ability of Mop and DEBoP. The fact that Figure 8 has fewer
red grids implies that MoP’s optimization ability is stronger than DEBOP in many more cases.

5.4.2  Comparison of Mop and DEBop-M with the Must-Handle Inputs Used for Debloating. Note that
the original DEBOP approach does not assume any must-handle inputs, and the preceding results
were from debloating experiments where no must-handle inputs are provided. To further investigate
how MoP compares to DEBOP’s approach in the scenario where the must-handle inputs are used,
we designed DEBoP-M and used it for debloating. Tables 6-8 show that Mop has higher O-Score,,;
and O-Score;,, scores than DEBoP-M, indicating that Mo is still better than DEBoP-M even when
performing debloating with the must-handle inputs. According to Table 6, MoP’s O-Score,,; and
O-Score;,), for all programs are 4.4% and 14.8% higher than DEBOP-M’s.

In Table 6, all evaluations were conducted with must-handle inputs, which designate certain
features as non-removable. This introduces strict constraints on code reduction. These constraints
particularly restrict the search space in coarse-grained stages, diminishing Mop’s strength in
aggressive debloating. For the Small-sample program, where must-handle inputs exercised 89%
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Fig. 7. The O-Score,,; of debloated programs generated by Mop minus the O-Score,,; of debloated programs
generated by DeBop. Green: Mop is better than DEBOP in terms of the O-Score,,;; Red: Mop is worse than
DeBop in terms of the O-Score,,;; Yellow: Mop and DeBop have the same O-Score,,; values.

of the statements, the search space

for both Mop and DEBOP-M is severely constrained, resulting

in comparable debloating scores. However, for Large-sample programs, Mor still significantly
outperforms DEBOP-M, achieving a higher O-Score;,, (0.63 vs. 0.51), demonstrating its superior
optimization capability in large programs.

For Medium-sample and Large-sample programs, Mop’s O-Score,,; and O-Score;, are 5.7% and
16.7% higher than DEBoOP-M’s scores. This suggests that for complex programs, Mop is much more
effective than DEBOP in the debloating scenarios where the must-handle inputs are provided. Using
the simple mutation, DEBoP-M is very weak at dealing with complex programs whose search space
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Fig. 8. The O-Score;op, of debloated programs generated by Mop minus the O-Score;,, of debloated programs
generated by DeBop. Green: Mop is better than DEBoP in terms of the O-Score;,; Red: Mop is worse than
DEeBoP in terms of the O-Score;,p; Yellow: Mop and Desop have the same O-Score;,p values.

for debloating is huge. We found that, for Medium-sample and Large-sample programs, about 80.9%
of the reduction that DEBoP-M achieved while debloating was contributed by the preprocessing
step but not by its stochastic optimization.

5.4.3 Statistical Testing of O-Score Differences Between Mop and Desop (and Desor-M). Table 9
presents the statistical test results for the O-Scores, categorized by f values, based on the 26
programs without must-handle inputs and the 8 programs with must-handle inputs. We used two
statistical metrics: the p-value and the effect size r. The p-value is related to statistical significance,
quantifying how likely it is to obtain data as extreme or more extreme than the one obtained, if the
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null hypothesis were true. A p-value smaller than 0.05 indicates a significant improvement of Mop
over DEBOP. The effect size r quantifies the standardized magnitude of the difference between Mop
and DeBoP (DEBOP-M). The larger the r value, the stronger the improvement of Mop over DEBOP.
r < 0.3 typically indicates a small effect; 0.3 < r < 0.5 shows a medium effect; and » > 0.5 reflects a
large effect [23].

Table 9. Statistical testing results comparing Mop’s and DeBoP’s (DEBoP-M’s) O-Scores without and with the
must-handle inputs used. Bold p-values indicate that Mop significantly outperforms DEBop (and DEBoP-M)
(p < 0.05), and bold r values indicate large effects (r > 0.5).

Experiment | O-Score i} p-value | Is significant? | Effect size r
Al |1.49%x1078 Yes 0.87
O-Scoreop | f<0.5 | 1.49 x 1078 Yes 0.87
Without B>05|7.65x107 Yes 0.77

must-handle

inputs AllB |2.98x1078 Yes 0.86
O-Scoreyri | f< 05| 1.49%x 1078 Yes 0.87
B=05 0.06 No 0.32
All B 0.01 Yes 0.90
O-Scoresp | f < 0.5 0.01 Yes 0.90
mu;‘t/\—,liltilndle B =05 0.02 Yes 0.77
inputs All 0.03 Yes 0.70
O-Scoreori | f <05 0.03 Yes 0.70
p =05 0.16 No 0.41

Our results show that Mop significantly outperforms DEBop (and DEBOP-M) across most config-
urations (p < 0.05). In cases where significance is confirmed, the p-values are all not over 0.03 and
in many cases smaller than 0.01, indicating strong evidence of Mop’s improvement over DEBOP
(DeEBOP-M). The only cases where the differences are not statistically significant correspond to the
O-Score,,; results under f > 0.5. When f is not less than 0.5, implying that program generality is
of higher weight, both Mop and DeBoP (and DEBOP-M) tend to preserve code. This means even if
DeBop (DEBOP-M) has a weaker ability in reducing code for optimization, it may still end up finding
a close-to-optimal solution, which preserves most of the code, as MoP does. Moreover, computing
the reduction score R-Score,ri and the trade-off O-Score,ri based on the original program (rather
than the top program) captures the effect of the pre-processing step (which simply removes code not
exercised by any given input) and thus weakens the effect of Mop ’s reduction by optimization. The
weakened reduction effect also contributes in part to the non-significant difference between Mop
and DEBop (and DEBoOP-M). Nevertheless, as mentioned in Section 5.3.1 (the paragraph starting with
“The use of p;op”), O-Scorey,), (computed based on R-Scoreyp) can better reflect the optimization
abilities of techniques.

In cases where Mop’s improvement is significant, the r values are all over 0.5 and often greater
than 0.7. Even in the two non-significant cases, the corresponding r values are still over 0.3 (effect
size is medium). These effect size results suggest that Mopr’s superiority over DEBOP is often
substantial.

Taken together, our statistical testing results support the conclusion that Mor significantly
outperforms DEBOP (and DEBOP-M) in terms of the tradeoff scores and hence the debloating
effectiveness.
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5.4.4  Runtime Performance Analysis of Mop and DEsop. We conducted experiments with varying
time budgets to evaluate the impact of time constraints on the debloating results and convergence
and to assess the runtime performance differences between Mop and DEBOP.

Table 10 reports the O-Score,,; and O-Score;,, achieved by Mop and DEBOP under a combination
of three a values and night f values and different time budgets (0.5T, T, and 1.5T), where T is the
baseline time budget (1 hour for Small and Medium programs and 12 hours for Large programs). Mop
outperforms DEBOP across all time budgets in all settings, with its debloated programs achieving,
on average, 15.8% higher O-Score,,; and 28.4% higher O-Score;, than DEBOP’s.

Table 10. Average O-Scores of debloated programs generated by Mop and DeBop under varying time budgets
(0.5T, T, and 1.5T), without must-handle inputs, using a combination of nine § values (between 0.1 and 0.9)
and three a values (0.25, 0.5, and 0.75). Small-sample: totinfo. Medium-sample: mkdir-5.2.1, date-8.21, and
tar-1.14. Large-sample: gzip-1.3, sed-4.1.5, vim-5.8, and postgresql-12.14. Bold result indicates a higher score.
Note that higher O-Score (O-Score,,; or O-Score;,) is better.

Type Time Budget O-Scoregyi O-Scoreop
Mor | DEBOP | Mor | DEBoOP

0.5T 0.69 0.54 0.67 0.51

Small-sample T 0.70 0.56 0.68 0.54

1.5T 0.70 0.59 0.68 0.57

0.5T 0.80 0.75 0.73 0.56

Medium-sample T 0.81 0.77 0.74 0.60

1.5T 0.81 0.77 0.74 0.60

0.5T 0.78 0.67 0.68 0.52

Large-sample T 0.79 0.67 0.70 0.52

1.5T 0.80 0.67 0.71 0.52

For Small-sample programs, Mop achieves an O-Score,,; of 0.69 and O-Score;,, of 0.67 at 0.5T,
significantly outperforming DEBOP’s 0.54 and 0.51. As the time budget increases to T and 1.5T,
Mor’s O-Score,,; and O-Score;,,, improve slightly to 0.70 and 0.68, which suggests that it can find
the debloated program with a good trade-off early on. For Medium-sample programs, Mop achieves
an O-Score,,; of 0.80 and O-Score;,, of 0.73 at 0.5T, exceeding DEBOP’s 0.75 and 0.56. The scores of
Mop improve slightly to 0.81 and 0.74 at T and 1.5T, suggesting that Mop is already highly effective
with limited time (i.e., 0.5T). For Large-sample programs, Mop starts at 0.78 (O-Score,,;) and 0.68
(O-Scoreop) at 0.5T, surpassing DEBOP’s 0.67 and 0.52. By the 1.5T time budget, MoP improves
the O-Score,,; to 0.80 and O-Score;,, to 0.71. This result indicates that Mop can quickly generate
well-balanced debloated programs at 0.5T for Large-sample programs, and further achieve better
trade-offs under longer time budgets (e.g., 1.57T).

The above results highlight that Mop produces effective outcomes faster than DEBOP across
all program scales. For Small-sample and Medium-sample programs, Mop’s performance at T is
almost the same as at 1.5T, showing that most of the gains are achieved at 0.5T with only slight
improvements thereafter. This underscores Mop’s ability to quickly find the debloated programs
with good tradeoffs. For Large-sample programs, Mop can quickly find the debloated programs
with good tradeoffs, and it can still be improved over a longer time. Although Mop continues to
make further refinements on Large-sample programs with additional time, it has already generated
debloated programs with significantly better tradeoffs than DEBoP under a shorter time budget,
implying its practicality in real-world applications. In contrast, DEBop explores the search space
more slowly. For Small-sample and Medium-sample programs, the results of DEBoP at 1.5T are
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noticeably better than at 0.5T. For Large-sample programs, DEBoP shows no differences across
different time budgets, as its limited exploration capability makes it unable to debloat Large-sample
programs.

Mop achieved a better tradeoff score than DEBOP in up to 93% of the debloating experiments.
On average, Mor’s tradeoff score can be about 30% higher than DEBoP’s score, which implies
that Mop has a stronger optimization ability for debloating. The statistical testing result
shows that Mop’s superiority over DEBOP is significant in most cases. Using the must-handle
inputs for debloating, Mop can still achieve a better tradeoff score than DEBoP. However,
due to the smaller search space induced by the use of must-handle inputs, the difference of
the tradeoff scores achieved by the two techniques is less significant.

5.5 Results for RQ3: How does Mop compare with CHISEL and RAZOR in terms of size
and attack-surface reductions?

We also compared Mop with CHISEL and RAzoR to understand Mop’s reduction ability. CHISEL and
RAZoR are reduction-oriented techniques. To have a fair comparison, as we noted in Section 5.2.3,
we followed the practice of [94] and applied CHISEL and RAZoR to a program for debloating based
on not all the given inputs in the usage profile but the inputs that the debloated programs generated
by Mop can correctly handle in the experiments (without the must-handle inputs). In this way, we
made sure that the debloated programs generated by all techniques behave correctly for the same
inputs (having the same generality), and we focused on comparing the code reduction achieved by
all techniques.

Table 11 presents the average R-Score,,; (code reduction calculated based on the original program)
scores achieved in debloating experiments where a combination of three « values and different
ranges of f§ values are considered: f < 0.5, § > 0.5, and all § values (between 0.1 and 0.9). The left
part shows the scores for Mop and CaisktL. The right part compares Mop-bin (a variant of Mop) and
RaAzoR in four versions (Razor-zCode, Razor-zCall, Razor-zLib, and Razor-zFunc) using different
heuristics for code augmentation. Since Razor, unlike Mop, is a binary-based technique, we created
Mop-bin only for a comparison with Razor. Mop-bin compiles the debloated program generated
by Mopr with the -g option (as RAZOR requires a binary containing the debugging information
for debloating). We computed the binary-based size reduction (SR-Score) for Mop-bin and the
Razor-based tools. The size reduction scores for Mop and CHISEL are source-based. Table 12 shows
the SR-Score,,; (size reduction calculated based on the original program) and AR-Score,,; (attack
surface reduction calculated based on the original program) scores achieved by different techniques.

Mop outperforms CHISEL in achieving higher size reduction and attack-surface reduction scores
(Table 12) and higher reduction scores for all § values (Table 11). Overall Mor’s R-Score,,; is
about 16.7% higher than CHISEL’s score. This result shows that Mop has a stronger reduction
ability than CuiseL. We found that CHisEL, which performs delta-debugging-based debloating, is
empirically inefficient. CHISEL relies on repeated program execution against the given inputs to
validate each debloated program it generates. Because a program can have hundreds to thousands
of inputs associated with it (e.g., the space program has more than 13K inputs), program validation
is expensive. MoP also needs repeated program execution for optimization assessment. However,
the expensive repeated evaluation of debloated programs is only performed for two stages. Its first
stage can quickly identify a debloated program based on code coverage for the subsequent less
aggressive optimization.

The right part of Table 11 shows that the average R-Score,,; of Mop-bin is 0.60. The score is higher
than that of Razor-zCall (0.53), Razor-zLib (0.36), and Razor-zFunc (0.35), and is only slightly
lower than Razor-zCode (0.62). This implies that Mop’s reduction ability is at least comparable to
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Table 11. The R-Score,,; of the debloated programs generated by Mop, Mop-bin, CHIsEL, and the four versions
of RAZOR (i.e., Razor-zCode, RAzoRr-zCall, RAzor-zLib, and RAzor-zFunc) using different heuristics for code
augmentation. Mop-bin is a variant of Mop. It compiles the debloated program generated Mop with the -g
option (the same option we used to obtain an initial binary for RAzor debloating) and calculates a binary-based
size reduction and attack-surface reduction. We used Mop-bin instead of MoP to compare with RAzoR, as
RAZzoR is a binary-based debloating technique. Note that the size reduction computed for Mop and CHiseL
is source-based. It is computed based on the fraction of the statements removed. Bold result indicates the
highest score.

Comparison between Mop and CHISEL Comparison between Mop and the four versions of Razor
b Mop: CHISEL Mor-bin | Razor-zCode | Razor-zCall | Razor-zLib Razor-zFunc
B <05 0.94 0.80 0.85 0.73 0.64 0.45 0.43
=05 0.38 0.34 0.40 0.54 0.45 0.29 0.28
[ ang | 0.63 0.54 0.60 0.62 0.53 0.36 0.35

* Note that the result of Mor is different from that in Table 3. This is because in this experiment we excluded some programs that CHISEL and RAZoR fail to handle, as explained in
Section 5.2.4.

Table 12. The SR-Score,,; and AR-Score,,; scores of the debloated programs generated by Mop, Mopr-bin,
CHISEL, and the four versions of RAzor using different heuristics for code augmentation. The SR-Score,,;
scores for Mop and CHISEL are computed based on the number of statements reduced in the source files. The
SR-Score,,; scores for Mop-bin and the four RAzor tools are computed based on the number of bytes reduced
in the binaries. Bold result indicates the highest score.

Techniques | Average SR-Score,,i | Average AR-Scoreqyi
Mopr 0.67 0.59
CHISEL 0.55 0.49
Mop-bin 0.58 0.62
Razor-zCode 0.66 0.56
Razor-zCall 0.62 0.42
Razor-zLib 0.48 0.22
Razor-zFunc 0.47 0.20

RAzoR’s. Mor is actually more effective when f is smaller than 0.5 (i.e., reduction is weighted more
than generality) — its R-Score,,; is 0.85 whereas the scores of all Razor-based techniques are no
higher than 0.73.

From left to right in the right part of Table 11, one can see that the reduction scores of Razor
techniques get lower and lower. This is because these techniques use an increasing level of aggres-
siveness for code augmentation. Code augmentation is performed with different aggressiveness
to retain different amounts of related code for generality enhancement. Razor-zCode does the
minimal augmentation by only retaining the related edges of CFG, and thus achieves the highest
reduction score. In contrast, RAzor-zFunc does the most aggressive augmentation by retaining
non-executed external functions, and thus has the lowest score.

Table 12 shows that Razor-zCode and Razor-zCall have higher size reduction scores than Mop-
bin while Mop-bin has the highest attack-surface reduction score. The reason why some Razor-
based tools achieve better size reduction than Mor-bin could be because that RAzor, which targets
code instructions (rather than statements) for debloating, has more code-removal opportunities
(e.g., it may remove components of a statement instead of the whole statement as Mop does). The
reason why Mop can achieve higher attack surface reduction than Razor is perhaps because that
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Mop, by reducing single segments or statements for optimization in its last two stages, can avoid
fully preserving the original complete execution paths derived from profiling, which is helpful for
attack surface reduction.

Even as an optimization-oriented technique, MoP achieves a reduction score that is 16.7%
higher than CHISEL. MoP can do better attack surface reduction than both CHISEL and RAZOR.
Its size reduction ability is at least comparable to RAZOR’s.

5.6 Results for RQ4: How effective is each of the MoP’s optimization stages?

To answer RQ4, we (1) analyzed the contribution of each of MoP’s optimization stages in terms of
the tradeoff improvement (measured by the increase of the O-Score value) and (2) did an ablation
experiment to compare MoP with its variants, each performing only two stages for optimization.

Table 13. The average increase (in fraction) of O-Score,,; and O-Score;,, contributed by each of the Mop’s
optimization stages in the debloating experiments where different & and f values are used. Mopr-S;, Mop-Sy,
and Mop-S; are MoP’s first, second, and third optimization stages respectively.

8 Increase of O-Score,; Increase of O-Scoreyop
Mopr-S; | Mopr-S; | MoP-S; | Mop-S; | MoP-S,; | MoP-S;

f<05]| 60.71% 20.80% 18.49% 42.30% 33.10% 24.59%

p =05 59.33% 36.59% 4.08% 47.84% 48.32% 3.84%

| AL | 6035% | 24.97% | 14.68% | 44.55% | 39.29% | 16.16% |

5.6.1 Contribution Analysis of the Mop’s Optimization Stages. Table 13 presents the increase (in
fraction) of O-Score (either O-Score,,; or O-Score;,,) contributed by each stage. As we explained
in Section 5.2.4 (in Component analysis of Mop), the contribution of stage-k (or sk) is computed
as (Osk_end — Osk_start)/(Oend — Ostart), Where Osk siqre and ogx enq are the O-Score values achieved
at the start and end of the stage-k and o4+ and o.,q are O-Score values before and after the
whole optimization process. To ensure a valid fraction, while making Table 13, we excluded the
experiment results where the optimization process does not improve the O-Score (i.e., 0O¢ng — Ostart
is 0).

Our results show that the first two stages make significant contributions in terms of increasing
the O-Score values. The increase of O-Score,,; caused by Mor-S; is 60.35% and about 2.5 times
of that of O-Score,,; by Mopr-S;. When the top program is used as the reference for reduction
calculation and as a result the part of reduction caused by the preprocessing step is canceled, the
increase by Mor-S; (44.55%) gets closer to that by Mop-S; (39.29%).

Comparatively, the increase of O-Score caused by Mop-S; is much less significant and is no
more than 17%. The slow increase is a reflection of the nature of the third stage, which uses a
single-statement-based mutation model and aims for fine-grained exploration. One can see that,
when f is less than 0.5, MoP-S;5’s result is much better than what it is when f is no less than 0.5.
Upon analyzing the experiment logs, we found that when f is less than 0.5, by adding back single
statements for mutation (which often occurs), Mop has a good chance of generating good samples,
which it accepts for further exploration, by achieving a significant improvement of generality
(possibly due to the add-back of a key statement or in the presence of weak oracle for output
comparison) or attack surface reduction. Take space for example, by adding back the string copy
statement strcpy((char * __restrict) (ErrorMessages[80]), (charconst = __restrict
)"#* ERROR 80: Incorrect PHASE excitation definition.");, which possibly causes the
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corruption of several attack chains, Mop obtained a 17.8% increase of attack surface reduction and
chose to accept the sample for further optimization. When f is no smaller than 0.5, by reducing a
single statement at a time to proceed, Mop tends to generate samples that are funtionality-broken
to reject. This explains why the increase of O-Score is less significant.

5.6.2  Result of the Ablation Experiments. We did an ablation experiment by creating three variants
of Mor: MoP-S; 5, MoP-S; 3, and MoP-S, 3, each performing optimization with one stage left out,
and then we applied these techniques to the same programs for debloating.

Our results show that the average O-Score values (either O-Score,,; or the O-Score;,,) achieved
by Mop and its variants are very similar. The difference is often less than 0.1. This result is a bit
surprising, as it shows that Mop’s three optimization stages are equally ineffective. After delving
into the log details, we realized that the selection of the initial sample (the starting point for
optimization) affects our investigation of the effectiveness of Mor’s stages. A good initial sample is
somewhere close to the optimal result, leaving not much room for the subsequent optimization to
improve upon it. In this way, a good initial sample can make the comparison between Mop and
its variants less significant for an effective component analysis, as there can be little optimization
opportunity for these techniques. Although we cannot directly assess the quality of the initial
sample by quantifying how close it is to the optimal result (because we do not know the optimal
result), we think it is possible that in many cases Mop starts with a good sample for debloating - in
42.1% of the experiments, MoP’s optimization did not find a debloated program whose O-Score is
higher than the initial sample.

In order to maximize the optimization opportunity for the Mor’s three stages as a means to
gain a more in-depth investigation of their effectiveness, we did an additional experiment. In this
experiment, as we explained in Section 5.2.4, we created two extreme settings: Setting-I and Setting-
II for debloating. In Setting-I, we set 8 as 0.1, the smallest 8 value used in the previous experiments,
to focus on code reduction. However, instead of using pp4s. as the initial sample, as Mop did in the
previous experiments, Mo is forced to start with p;,, for a code-reduction-intensive optimization.
Likewise, in Setting-II, we set S as 0.9, the largest f value, to focus on generality preservation.
And here Mop is configured to start with pp,s. for a code-recovery-intensive optimization. In both
settings, we set « as 0.5, given that the influence of debloating with difference a values is minimal
(Section 5.3.3).

Table 14 presents the debloating result, showing that the O-Score values of Mop-S; 5 and Mop-S; 3
are lower than those of Mop This result implies that, without performing the first- and second-
stage optimization, MoP can achieve worse O-Score values, demonstrating the effectiveness and
usefulness of the two stages.

Table 14. The average O-Score,,; and O-Score;,, of the debloated programs generated by Mop, Mop-5; 3,
Mopr-S1 3, and MoP-S; 3 in two extreme settings for debloating where 8 is 0.1, a is 0.5, and the top program is
the initial sample for optimization (Setting-1) and f is 0.9, « is 0.5, and the base program is the initial sample
(Setting-11). Bold result indicates the highest O-Score.

Settings Average O-Scoreg,i Average O-Scorey,

Mor | MoP-S;; | MoP-S;5 | MoP-S;3 | Mop | MoP-S;, | MoP-5;3 | MOP-Sy3
Setting-I | 0.61 0.63 0.55 0.62 0.47 0.51 0.32 0.49
Setting-II | 0.93 0.93 0.93 0.20 0.89 0.89 0.89 0.20
Average | 077 [ 0.78 0.72 041 [ 068 | 070 0.60 0.35
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In particular, the first stage plays a key role in Setting-II where the debloating task involves
an intensive code add-back to the base program. By performing optimization without the first
stage, MoP-S; 3 achieved much lower O-Score values (0.2 for both O-Score,,; and O-Score;,,) than
Mor (0.93 for O-Score,,; and 0.89 for O-Score;,). The second stage is more important for Setting-I
where intensive code reduction is performed. In this scenario, MoP’s first stage is less effective,
as the optimization starts with the top program, and due to the significant overlap of coverages
induced from the execution with different inputs, a coverage-based model may not easily achieve
a significant reduction by choosing a coverage and removing part of it that has no overlap with
others. Comparatively, the second stage is less important for add-back-intensive debloating, as
the model that adds back a single segment to a base program (or something close to it) can easily
generate samples with no generality improvement and thus be rejected.

According to Table 14, the score of Mop-S; ; is close to and even slightly higher than that of Mop.
This result implies that the third stage of Mop is not as effective as the other two. We nevertheless
believe that there are scenarios where a fine-grained exploration provided by the third stage can
provide unique strengths for debloating and provide an example in Section 5.6.1. We leave to future
work a more extensive experiment to investigate the unique effectiveness of the third stage. Finally,
it is worth noting that Mop supports adjustable exploration budgets for the three stages, and a user
can reduce the budget of the third stage (or even cut it off) for debloating, if needed.

Through a contribution analysis and the ablation experiments, we found that the first two
stages of Mop contribute significantly for optimization-based debloating. The third stage of
Mor is less effective but has unique strengths.

5.7 Results for RQ5: How effective is MoP’s post-processing step in improving the
robustness of the debloated program?

To investigate MoP’s effectiveness at enhancing program robustness, we applied MoP’s post-
processing method to the 8 debloated programs derived from an experiment where o and f are
both set as 0.5 for debloating (see Section 5.2.4, the “Robustness Improvement” part). The results are
presented in Table 15. It shows that only three programs (date-8.21, sed-4.1.5, and tar-1.14) exhibited
crash or hang behaviors when tested with the fuzzed inputs. After the enhancement, an average
of 2.4% additional statements (relative to the debloated program size) were reintroduced into the
programs. This enhancement reduced the crashes and hangs triggered by 70% of the testing inputs,
demonstrating significant robustness improvement for the debloated programs.

The absence of crash and hang behaviors for the remaining five programs (totinfo, gzip-1.3,
mkdir-5.2.1, vim-5.8, and postgresql-12.14) is attributed to the high generality (G-Score) of their
three-stage optimized debloated programs. The high G-Score indicates that Mop preserved sufficient
robustness maintaining code (e.g., error-handling code) during optimization, as ensuring generality
implicitly maintains code critical for handling edge cases. Consequently, these programs exhibited
robust behavior even before the explicit robustness enhancement step.

The reintroduced code in the robustness enhancement phase primarily consists of error-handling
statements. For instance, in sed-4.1.5, the added code includes bad_prog((((errors + sizeof
("multiple “!$"))+sizeof ("unexpected ¢, "')) + sizeof("invalid usage of +N or N as
first address")) + sizeof("unmatched ‘{"))), which checks for invalid command syntax and
unmatched braces in the input. The modest size increase (averaging 2.4%) is due to the benchmark
inputs already including cases designed to test error-handling capabilities. Thus, Mop’s three-stage
optimization implicitly accounts for error-handling as part of generality, ensuring that only a small
amount of additional code is needed to address the identified crash and hang behaviors.
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Table 15. Robustness evaluation results for the 8 benchmark programs. Fuzzed Inputs refers to the inputs
generated to detect crash and hang behaviors. Crash/Hang Inputs indicates the number of inputs that
actually cause crashes and hangs of the debloated program. Size Increase represents the percentage of
statements added to the debloated program because of the robustness enhancement. Robustness+ denotes
the number of validation inputs that trigger crash or hang behaviors (see Section 5.2.4).

Program Fuzzed Inputs | Crash/Hang Inputs | Size Increase | Robustnesss
TOTINFO 100 0 - -
DATE-8.21 1750 9 2.8% 4/10
Gzip-1.3 100 0 - -
MKDIR-5.2.1 390 0 - -
SED-4.1.5 100 3 0.2% 1/2
TAR-1.14 830 406 4.1% 0/594
VIM-5.8 100 0 - -
POSTGRESQL-12.14 1930 0 - -

% The results of Robustness column are in x/y format. x and y are the numbers of inputs
triggering crash/hang behaviors of the debloated programs generated after and before robustness
enhancement.

Mopr’s post-processing step significantly improves the debloated programs’ robustness by
reducing an average of 70% robustness issues manifested as the crash/hang behaviors of the
programs, while only reintroducing 2.4% of the statements.

6 Discussion

In this section, we revisit the key insights behind Mop’s three-stage mutation strategy and analyze
the consistency of scores. We also assess MopP’s computational complexity, runtime overhead, and
configurability. In addition, we explain the limitations of preserving critical dependencies during
debloating and how Mop behaves on programs that require no debloating. Finally, we reflect on
the inherent limitations of input-based debloating techniques.

Effectiveness of the Three-Stage Search. The design of Mo is inspired by the Hierarchical
Delta Debugging (HDD) approach [60], which advocates starting with coarse-grained exploration
and progressing to finer levels for efficient analysis. This coarse-to-fine principle guides Mop’s
three-stage process, where each stage targets a specific code granularity — coverage, segments, or
statements. By beginning with broader mutations, MoP quickly narrows the search space before
applying more precise optimizations, enhancing debloating efficiency.

The three-stage process leverages distinct mutation strategies to optimize program size while
preserving functionality. In the first stage, coverage mutation uses test execution data to balance
functionality against code size, eliminating or preserving large code regions. The second stage
refines this by targeting coverage segments and partitioning statements into unique sets for
optimization. Finally, the third stage performs statement-level mutations, enabling fine-grained
exploration to remove individual statements with minimal impact on program generality.

To further evaluate the effectiveness of this staged approach, we implemented a “three-in-
one” variant of Mop, which applies all three mutation models—coverage, coverage segments, and
statements—simultaneously within a single cycle. Each mutation operator is used with equal
frequency, flipping code by removing or restoring elements. This three-in-one design, intended
for quick assessment, contrasts with MoP’s sequential strategy, as simultaneous mutations risk
producing syntactically or semantically invalid programs due to conflicting granularities.
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We tested both MoP and its “three-in-one” variant on the tar-1.14 program, following the experi-
mental setup in Section 3, with « = 0.5, § = 0.5, and a 1-hour time budget, excluding must-handle
inputs to focus on the optimization ability. Our result shows that Mop achieved an O-Score;,, of
0.58 and removed 36% of the code, while the variant scored 0.54 and removed only 20%. A key reason
for the variant’s weaker performance is its lower sample acceptance rate — 42.6% compared to
Mor’s 61.3%. This means the “three-in-one” variant’s mixed-granularity mutations led to premature
code fragmentation, generating many invalid samples and reducing generality, whereas Mop’s
staged approach ensured more effective debloating.

Computational and Space Complexities and Configurability. Mop’s three-stage opti-
mization, utilizing Markov Chain Monte Carlo (MCMC) search with models targeting coverages,
segments, and statements, introduces additional complexity compared to DEBOP’s single-stage,
statement-only approach. The added complexity mainly stems from the first two stages, which
require tracking coverages and segments for MCMC sampling. Overall, however, the additional over-
heads are minimal. To understand this, we provide analytical Big-O analyses of the computational
and space complexities of Mop and DEBoP for a comparison.

Since DEBOP operates in a top-down manner by reducing code from the original (top) program for
debloating and does not account for must-handle inputs, we analyze the complexities of Mop and
DEBOP using the top program p;,, as the initial sample without accounting for the influence of any
must-handle inputs. The complexities of MoP’s optimization with the base program as the initial
sample are similar. To focus on the core optimization abilities, we also exclude Mor’s additional
pre- and post-processing steps, which are only one-time efforts and are much less expensive.

Before delving into the analyses, we give the following definitions. Let N be the number of
statements in p;op (code covered by any must-handle inputs is filtered), M the number of inputs in
the usage profile, C the number of coverages (with code covered by the must-handle inputs filtered),
and S the number of coverage segments (also with code covered by the must-handle inputs filtered).

Computational complexity. Here we analyze the computational costs of Mor’s and DEBOP’s
optimizations. Recall that Mop operates in three stages. In each stage, Mop proceeds iteratively to
create a series of samples. In each iteration, Mop selects an element (coverage for Stage-I, coverage
segment for Stage-II, and statement for Stage-III) from the current sample to mutate (either remove
or preserve) and generate a new sample to evaluate. The search space of Stage-I is 2€ (as each
element can be preserved or removed, resulting in a total of 2¢ samples). Likewise, the search
spaces of Stage-II and Stage-III are 2% and 2V respectively. Unlike Mop, because DEBOP only mutates
statements for optimization, its search space is 2N,

Let ®; be the per-iteration cost of Mor in stage i (including sample construction, compilation,
and possibly also validation) and 7; be the number of MCMC iterations required for a sufficient
exploration (the mixing time). Intuitively, 7; is the number of iterations needed for the search to
converge. Let ® and 7 denote the per-iteration cost and the mixing time for DEBopP. Now we have
the computational complexities of Mop and DeBoP as follows.

Ocompute(MOP) = 0(®11; + 13 + P313), Ocompute(DEBOP) = 0(@1). (18)

We note that Ocompute (MOP) is approximately the same as Ocompute (DEBOP). To understand this, let
us first analyze the per-iteration costs. We have @, = 3 = @, each involving creating, compiling,
and validating a sample (running it against the inputs for generality evaluation). ®; is smaller
than @, (P53 or @), and we have &; < &, = O3 = , since ®; only involves sample creation and
compilation. The cost of sample validation is saved, as the coverage is derived from the execution of
each input, and by removing or retaining a coverage, MoP can quickly decide whether the sample
(program) correctly handles the corresponding input without having to execute the program.
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Second, for the 7 part, the mixing time, which is the number of iterations needed for a sufficient
exploration, is positively correlated with the search space. Intuitively, the larger the search space,
the greater the number of iterations for the exploration to converge. So we have

28, a2’ mo2N o2V (19)

Here, we note that for real programs, N is considerably greater than either C or S, as C and S are
related to the number of inputs and are much smaller. For example, we have C = 84, S = 191,
and N = 3644 for tar-1.14. As a result, we have 2€ < 25 « 2N, whichmeans 71 < 7, < 13 ~ 7.
Finally, given that ®; < &, =®; =P and 1y < 1, < 13 & 7, we have &1y < P21y < P373 = D, OF
Ocompute (MOP) ~ Ocompute (DEBOP)-

Space complexity. The space complexities of Mor and DEBoOP are also approximately the same. To
see this, let us first show Mop’s complexity. Mop maintains an C X N coverage matrix that records,
for each input, the set of statements covered. This matrix is used not only in Stage-I to determine
whether a sample correctly handles an input by checking if the statements covered by the input are
retained in the sample, but also in Stage-II and -III to collect the coverage segments and compute
the transition probabilities. The coverage matrix requires O(CN) space. During optimization, Mop
additionally maintains bit vectors to record coverages (O(C)), segments (O(S)), and statements
(O(N)), along with an array for the validation results (O(M)) and a segment-to-statement mapping
(O(S + N)). Taken together, the space complexity of Mor is as follows.

Ospace(MoP) = O(CN +C + S+ M + N) (20)

Next, let us show DEBOP’s space complexity. DEBOP adopts a simple statement mutation model
for optimization, and it only maintains a statement index vector (O(N)) and an array for saving
the results of input execution (O(M)). Thus, DEBOP’s space complexity is as follows.

Ospace(DEBOP) = O(M + N) (21)

As we have previously explained, C < S <« N. Also, the number of inputs M is often much
smaller than N. These make both Ogpace (MoP) and Ogpace (DEBOP) approximately O(N).

It is worth noting that although Mop consumes more memory than DEBOP because of maintaining
additional data structures, the extra overhead is practically limited and affordable. For example, in
the case of debloating tar-1.14, Mop’s peak memory usage was approximately 0.53 GB, and DEBOP’s
usage was 0.37 GB. The average CPU utilization was about 10% for both.

Configurability. For large and complex programs, Mor’s full debloating process can be slow and
thus not ideal in real-time or high-throughput scenarios. However, MoP’s configurability allows ad-
justment of search budgets across its stages via the time-allocation parameters (1, f5, t3). MoP’s first
stage is fast, whereas the last two are more expensive, as they require repeated dynamic evaluation
of any reduced program generated along the search by executing the program against all inputs.
Analytically, Mop’s first stage optimization has a computational complexity of Ocompute (MOP-S;) =
O(®;11), while the first two stages incur a complexity Ocompute (MOP-Sy3) = O(®;21,), both of which
are significantly lower than DEBOP’s Ocompute (DEBOP) = O(®7). In time-sensitive scenarios or when
dealing with large-scale software systems, more time budget can be allocated to the coarse-grained
stage, while the fine-grained stages can be scaled back as needed. Results from Section 5.4.4 showed
that using less time for optimization may yield similar results. Moreover, there can be ways to
improve the efficiency of Mor’s last two stages, for example, by executing the program against the
inputs in parallel to speed up program evaluation or by using a small representative sample of inputs
for initial evaluation and only performing full evaluation if the initial evaluation is satisfactory.

Dependency Preservation for Debloating. Mop does not enforce the preservation of code
dependencies while debloating. In fact, debloating inevitably breaks dependencies, and enforcing
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various types of dependencies to preserve would render debloating less effective or even infeasible.
As evidence to support this, we created a dependency-preserving variant of Mop and evaluated it
using the experiment from Section 3 (tar-1.14, & = 0.5, = 0.5, and a 1-hour budget). The variant
uses the DG tool [59] to capture various types of dependencies, including the control and data
flow dependencies, pointer-analysis-based dependency, and value-relation dependency. During the
optimization process, the variant rejects any sample derived from code removal that breaks any of
these dependencies. Our results show the high rejection rates incurred by dependency-preserving
debloating—92% in the first stage, 85.8% in the second, and 62.6% in the third—resulting in a small
(7%) code reduction and virtually no attack surface reduction. This result emphasizes how enforcing
full dependency preservation damages debloating efficiency and weakens attack surface removal.

From MopP’s optimization perspective, it would be beneficial to remove unneeded/unfavorable
features and break their code dependencies. Attempting to preserve all dependencies, regardless
of their relevance to the target use case, introduces unnecessary code. That said, if the user of
Mor values certain types of dependencies, she could define a function measuring the degree to
which certain types of dependencies were compromised due to code reduction. That function can
be incorporated into the objective function to guide the search.

How Would Mop Handle Programs that Do Not Need Debloating? When Mop is applied to
a program that does not need debloating, it will still perform its optimization process but can end
up returning the original program unchanged. This can happen because using an objective function
accounting for weighted reduction and generality, Mop can decide that any sample (i.e., reduced
program) examined during its search is unfavorable. For example, it is possible that reducing
any code can lead to the generation of a program whose generality is significantly compromised
(especially true for small programs), in which case, Mop reduces no code. In our experiments, for
example, Mop reduced no code for tcas, a small program from SSIR, in the experiment where a
high f is specified — it rejected any sample during the search process, as it decided that no sample
examined is better than the original program in terms of the reduction-generality trade-off. For
complex programs, however, previous studies [74, 96] as well as our observation both show that no
opportunities for debloating are rare.

Limitations of Input-Based Debloating Techniques. The design of Mop relies on a usage
profile derived from concrete inputs to specify features for debloating, a practice shared by many
feature-based debloating techniques (e.g., [7, 35, 71]). While not optimal, input-based profiles are
widely adopted due to their general applicability across diverse programs. Alternative feature spec-
ification methods, such as manual code annotation or application-specific features (e.g., activities
in Android apps [52]), are less prevalent owing to their labor-intensive nature or limited scope.
To our knowledge, no other specification approach matches the ubiquity of concrete inputs for
general-purpose program debloating.

A key limitation of debloating techniques using input-based specifications is the tendency to
produce debloated programs that are overfitted to the given inputs, failing to generalize beyond
the provided inputs. This challenge is inherent to any technique relying on input profiles for
debloating. To mitigate overfitting, we introduced a post-processing step in Mop to enhance
program robustness. Preliminary results suggest that this step improves robustness, but further
strategies could be explored. For instance, incorporating diverse input sets or leveraging dynamic
analysis to validate feature coverage may reduce overfitting. We consider such enhancements
as promising directions for future research to advance the reliability and generality of debloated
programs.
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7 Threats to Validity

In this section, we discuss the potential internal threats, external threats, and construct threats that
may affect the validity of our experimental results.

7.1 Internal Threats

The first threat is any implementation error of Mop. To mitigate this threat, during the development
of Mop, we conducted meticulous code review and thorough testing. We also made Mor and
our results available for public review and extensions. The second threat relates to the validity
of other tools. We note that we used most of the tools provided by the authors (as explained in
Section 5.2.3). DEBOP-M is created by us and is built upon DEBoP. The difference between DEBoP-M
and DEBoP is that DEBoP-M allows the optional, must-handle inputs that specify the features that
must be preserved in the debloated program. We carefully tested the must-handle functionality of
DeBopP-M before using DEBoP-M in the experiment. The third threat concerns the evaluation of a
debloated program in terms of the G-Score. The evaluation involves running the program against
each of the inputs with a timeout value specified to avoid non-termination. Because the inputs are
many, a large timeout value can make the evaluation of any non-terminating debloated program
unnecessarily long. Yet, a small value can occasionally cause a normal program execution to break
in our environment where experiments were run in parallel. To mitigate such a threat to the validity
of the evaluation, we ran each program against each input multiple times in our environment
(where parallel experiments were enabled), recorded the longest execution time observed ¢, and set
the timeout value to 1.5¢.

While our results show that Mop’s staged optimization quickly generated high-quality debloated
programs, the very nature of its sequential search introduces a risk of missing a globally optimal
solution. Because each stage picks the locally best sample before passing it on to the next, the
early suboptimal choice can steer the later stages into a less promising region of the search space.
Nevertheless, Mop is empirically more effective than its variants performing an exhaustive one-
stage search using each of the three mutation models (Section 5.6.2) and a three-in-one model
(Section 6).

7.2 External Threats

First, our evaluation is based on 26 programs and their associated inputs from the benchmarks.
The results and conclusions may not generalize to other programs and inputs. We note however
that most (or 25) of the programs and their inputs are from existing benchmarks [35, 96], and we
additionally used postgresql-12.14 to investigate how existing tools perform for a large application.
The inputs of postgresql-12.14 are also from the application’s official repository. Albeit limited, the
set of subject programs are diverse in terms of sizes — they range from small ones with just a
few hundred LoC (e.g., fcas) to medium programs with up to 100K LoC (vim-5.8) and to the large
application having over 930K LoC.

Second, our results might be subject to the experiment parameters we used and may not generalize
to other parameters. The threat however is minimal, as we experimented with different « and
values and used the same k value from the previous evaluation [94], which has demonstrated the
proper selection of the value for density function evaluation.

7.3 Construct Threats

Apart from the reduction and tradeoff scores computed based on a comparison of the debloated
program and the original program, we introduced new scores evaluated against the top program.
The new scores are not traditional, and yet, they reveal the effectiveness of optimization, the core
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part of Mop. Our implementation and evaluation of Mop only involve three factors: size reduction,
attack surface reduction, and generality for optimization. They could be extended with more factors
such as performance and energy consumption.

8 Related Work

To deal with the negative influence of code bloat, many program debloating techniques have been
proposed. They can be classified as feature-based, static analysis-based, library-based, Android
apps-oriented, web applications-oriented, and other specific tasks-oriented approaches (targeting
for example OS kernels, containers, and Java projects).

Feature-based Debloating. Feature-based debloating techniques aim to identify and eliminate
unnecessary features of programs and produce reduced versions of these programs. They adopt
various strategies to achieve debloating. Many use a set of inputs to represent the expected features
to preserve and prune the undesired features.

Mor and DeBop take into account both generality and reduction. They use stochastic optimization
to seek the optimal tradeoff between code reduction and generality. The key difference between
Mopr and DEBOP is the way performed for code reduction. DEBOP uses a simple mutation model
that removes one statement each time for sample generation, which leads to its weak reduction
capability. Mop achieves effective code reduction through coarse-grained code exploration while
supporting fine-grained code exploration. In addition, compared to DEBoP, MoP eliminates dead
code to remove unneeded code and allows users to define features they believe must be retained.
Mop is also different in that it supports the use of must-handle inputs to specify the must-preserve
features and that it uses fuzzing-guided code augmentation for program robustness enhancement.
DomGaD [95] specializes in reducing the size of programs by focusing on the specific subdomains
they operate in. It identifies targeted subdomains of functionalities and performs the stochastic
search to debloat the program.

Apart from these three techniques, there are optimization-based techniques do not focus on
generality. MoMS [8] is designed to optimize software applications by minimizing their size
while balancing multiple objectives such as performance, energy consumption, and resource
usage. It employs a learning-driven approach to seek tradeoffs, ensuring the optimized software
meets the desired criteria without significantly compromising functionalities or user experience.
PoLyDROID [34] aims for mobile application customization, leveraging learning-driven techniques
to optimize applications based on user behavior and preferences, enhancing user experience and
application performance.

Many debloating techniques are reduction-oriented. They focus on code reduction and do not
account for generality. CHISEL [35] leverages delta debugging [60, 100] to remove code, and it uses
reinforcement learning to optimize the search process. It aims to generate a minimal program that
can correctly handle these inputs. Because CHISEL needs to execute inputs frequently to validate
each program it generates, the search process is time-consuming when the input set contains many
inputs. Since CHISEL only cares about generating a debloated program that behaves correctly for
the given inputs, the program can overfit the inputs and has low generality. To address the low
efficiency of delta debugging, BLADE [7] makes use of the syntactic structure of the target program
and does a reverse traversal of the syntax tree for code removal. To speed up the reduction process,
it leverages a heuristic method to identify nodes that can be removed in parallel. However, it only
traverses each node once, which makes it more likely to obtain a locally optimal solution rather
than a globally optimal solution.

Razor [71] is also an input-based technique. Unlike CHISEL, it uses a trace-based method with
control-flow-based heuristic methods to infer feature-related code. Razor starts with instrumenting
the original program, executing the program with given inputs to obtain coverage information,
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and building a control flow graph. Razor can quickly eliminate all the code that is not covered by
traces to produce a reduced program. Then, to handle unseen inputs, RAZOR uses a set of heuristics
to identify and preserve code that is not exercised by the given inputs but is feature-related. Razor
operates on binary files, so it cannot utilize source code information.

JDBL [86] is also a coverage-based technique. It keeps track of the code of the program and the
dependencies that are covered by the given inputs and generates the reduced program. However,
different from Razogr, JDBL does not perform code inference to identify feature-related code. Similar
to JDBL, Cov [94], used for C programs, preserves the code that is covered by given inputs. To
improve the generality of reduced programs, CovF and CovA [96] use fuzz-based and analysis-based
methods to identify and preserve feature-related code. ANCILE [16] also uses fuzzing to perform
debloating. It uses fuzzing to generate extra inputs, which cover more feature-related code. In
this way, ANCILE can generate reduced programs that are more likely to behave as the users
expect. Additionally, ANCILE performs CFI [1] to enhance the security of the debloated program.
LEADER [50] leverages an LLM to perform feature-based debloating by understanding program
documentation and desired features expressed as test cases. It generates augmented tests to improve
feature coverage and debloats the program accordingly, while a security advisor uses static analysis
to restore missing security checks. Similar to Mop, these techniques also use coverage information,
and some of them use methods to expand the code contained in the reduced program, with the goal
of identifying more feature-related code. However, unlike Mop, they do not perform optimization
for debloating.

OCCAM [57], OCCAM-v2 [62], DEEPOCCAM [47], TRIMMER [4, 83], C2C [31], and LMCAS [6]
are debloating techniques that leverage compiler optimization for code removal. OCCAM per-
forms program specialization via partial evaluation based on a user-specified configuration (e.g., a
command-line option). OCCAM-v2 is an extension of OCCAM, and it uses more advanced static
analysis for code removal. DEEPOCCAM improves OCCAM by using reinforcement learning to
train a debloating policy that identifies functions where optimization should be applied. TRIm-
MER applies more precise constant propagation and more aggressive loop unrolling strategies for
program specialization. C2C is a generic configuration-based attack surface reduction technique
that utilizes static code analysis and instrumentation to map configuration options to application
code automatically. LMCAS performs partial interpretation to capture a precise program state of
the configuration logic based on the given inputs. It then applies partial-evaluation optimizations
to generate a specialized program by propagating constants, eliminating unwanted code, and
preserving desired functionalities. These techniques are based on configuration and optimization,
and they are effective in program debloating. Unlike Mop, these techniques target specialization
and do not perform stochastic optimization for debloating.

In addition to the above techniques that use a set of tests or a user-provided configuration to
specify the expected features, CARVE [17] requires source code annotations to mine the features of
the program and the code that is mapped to each feature. The feature mapping established by the
annotation facilitates fast and effective debloating. Unfortunately, annotating source code involves
expensive human efforts and is not user-friendly. PRAT [93] is designed to remove features from IoT
(Internet of Things) third-party software components. It automatically identifies available features
by analyzing the build system and removes unneeded features based on code coverage analysis.
XDEBLOAT [88] also does not require users to describe the desired features. Instead, it generates
a file containing all identified features, and users just need to specify the features to be retained.
It uses manual annotations in the source code or automatic identification to identify features at
all granularities, providing options for users to select. IOSPReD [63] uses user-provided inputs to
identify and track necessary data chunks, automatically packaging only these essential chunks
along with the application in a container. Mansouri et al. [58] presented a system that detects and
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disables features activated by common input to reduce software vulnerability risks. MINTMon [52]
collects executed methods during monitoring and utilizes program analysis, graph clustering, and
graph embedding techniques to identify additional methods related to desired features. Finally, it
generates reduced apps by removing the unrelated methods.

Static Analysis-based Debloating. Static analysis is commonly used in program debloating
because it can discriminate between necessary and unnecessary code. It involves analyzing the
source code or compiled code of a program to identify dead code, unreachable code, and unused
libraries or dependencies. Once these unnecessary components are identified, they are removed or
optimized, resulting in a more efficient program.

JRed [42] converts Java code into intermediate code Jimple [90], builds a call graph based on
static analysis, and then removes methods and classes that are not included in the call graph to
achieve program reduction. DECKER [66] is a technique that does not require inputs. It uses static
analysis to determine key function sets that should be disabled at runtime and only loads the code
that needs to be executed on demand to reduce the attack surface. MININODE [45] is a static analysis
tool that measures and removes unused code in Node.js applications. It first parses the program and
generates AST, then builds the file-level dependency graph and the call graph, and finally removes
the unused module identified in the two graphs. BINTRIMMER [77] is a static program debloating
technique built on the abstract domain. It utilizes abstract interpretation techniques to reliably
remove redundant code from binaries, improving efficiency and reducing file size. Pashakhanloo et
al. presented PacJam [64], a framework that uses static analysis to remove all unreachable packages
and unimplemented packages. It provides a fallback mechanism that seamlessly installs the original
package to guarantee robustness when calling the removed package.

Debloating for Libraries. Developers frequently import numerous features from program
libraries to streamline software development, preventing redundancy and enabling the creation
of new applications with ease. However, libraries typically encompass lots of features, of which
only a fraction may be necessary for a specific program. To address the bloat of libraries, lots of
debloating techniques have been proposed.

P1ECE-WISE [75] analyzes call dependencies during library compilation to load only necessary
code during application startup, thus improving software efficiency. Nibbler [3] is a system that
identifies and erases unused functions within dynamic shared libraries. It processes the shared
libraries and reconstructs the function call graph (FCG) of each library. Then, the functions required
by applications and the already-extracted library FCGs are composed to determine functions that
are never called. BLANKIT [67] uses a predictor to selectively load library functions. The predictor
is a decision tree-based learner that acts as an input-sensitive predictor and provides a list of
required functions. However, an attacker may be able to revive the attack by fabricating the context.
Wang et al. address this by proposing Picup [91]. It employs the Convolutional Neural Network
(CNN) with an attention mechanism to extract key bytes from the input and map them to library
functions, predicting the necessary library functions as soon as the input is obtained, thus removing
unused code before attackers tamper with data. g Trimmer [102] is a tool that removes unused basic
blocks from shared libraries without extra runtime or memory overhead. It introduces a method to
identify address-taken blocks/functions, maintains an inter-procedural control flow graph to include
potentially useful library code, and finally removes unused code. JSLIM [99] obtains the mapping
relationship between the vulnerability and the NPM package and determines which function in the
package causes a specific vulnerability. Then, based on the generated function call graph, JSLIM
removes unused code and uses sandbox isolation for code that contains vulnerabilities but cannot
be removed. SLIMMING [85] performs static analysis on Java reflections, which are commonly used
by popular frameworks, and parses configuration files to identify reflection targets. It then resolves
the string arguments of reflection APIs relevant to users, identifying all necessary dependencies.
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This helps developers evaluate debloating strategies by weighing the benefits of removing bloat
against the costs of managing dependencies.

Debloating for Android Apps. Existing programming practices for building Android apps
follow a one-size-fits-all strategy to meet the needs of different users and adapt to different mobile
platforms. Running a large amount of user-irrelevant code will further strain the already lim-
ited resources of mobile platforms (e.g., battery power and memory usage). Jiang et al. propose
ReDDRoOID [41], a static analysis-based approach to identify and eliminate unnecessary code in
Android applications. It mainly removes dead code and redundant ABI (Application Binary Inter-
face). Huang et al. [39] proposed a Ul-driven approach to debloat Android applications, which
removes user-selected Ul elements and their associated Ul elements and functionality, such as
removing a button and its corresponding implementation. Liu et al. proposed AUTODEBLOATER [51],
which provides a web page that allows users to view the activity transformation graph (generated
by STORYDISTILLER [20]), select unwanted activities, and delete them. ACVCut [65] can achieve
100% code coverage for third-party Android applications by debloating binary files without source
code access permissions. LegoDroid [53] automatically decomposes an Android application for
flexible loading and installation while preserving the expected functionality with a fast and instant
application load. MADUsA [48] constructs a graph representing dependencies among methods and
resources and identifies a sub-part of the graph using integer linear programming to generate a
reduced version that behaves as similarly as possible to the original application.

Debloating for Web Applications. Modern browsers and web applications are constantly
evolving to meet the needs of diverse users. Given their vast user base and extensive codebases,
these programs inevitably contain numerous attack surfaces, removing the attack surface is worth
researching. SLimium [72] successfully make efforts to debloat browsers. It employs a hybrid ap-
proach (static, dynamic, and heuristic) to remove unwanted features from Chromium binaries at a
functional granularity based on a predefined feature-code map (via semi-automatic analysis) and
user-specified websites. For web applications, Azad et al. [11] proposed a dynamic analysis-based
approach to eliminate bloat in PHP applications. It uses a set of automated tools and scripts to
simulate interactions between the client and server, recording the files and lines executed on the
server side. This process helps identify necessary code and debloat the program at both the file
and function levels. Afterward, Azad and Nikiforakis conducted a user study to investigate how
developers interact with web applications. Then, they combined this result with their proposed
tool DBLTR [9] to collect coverage traces of users, forming clusters of users with similar usage
behaviors, and customizing different reduced applications based on each user’s needs. STUBBI-
FIER [89] identifies dead code by building static or dynamic call graphs from the test cases. It
then replaces unreachable code with either file-level or function-level stubs capable of fetching
and executing the original code dynamically. ANIMATEDEAD [10] is a PHP emulator that employs
a hybrid debloating approach based on concolic execution, improving web application security
by reducing code size and vulnerabilities without the runtime overhead of traditional debloating
techniques. Minimalist [40] generates a call-graph for a given PHP web application and performs a
reachability analysis for the features required by users and removes unreachable functions in the
analyzed web application.

Debloating for Other Specific Tasks. There are also many studies that focus on other specific
tasks. Hacksaw [38] specializes the OS kernel to the target machine based on additional hardware
components. CIMPLIFIER [76] uses dynamic analysis to partition a large container into many
simple and isolated containers, which contain only the resources needed to implement permission
separation. Additionally, a recent study [33] also evaluated three container debloaters [30, 49, 84]
based on metrics such as category-based system call reduction, mitigated CVEs, size reduction, and
execution correctness. It found that all three techniques were effective at debloating containers, but
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only two of them [30, 49] could produce correct debloated containers. MMLB [101] is a framework
that focuses on machine learning containers. It measures the amount of bloat at both the container
and package levels, quantifying the sources of bloat. Gharachorlu et al. [29] proposed a type
batched debloating technique, which uses machine learning to suggest portions of a program, or
batches, that are most likely to be advantageous to reduce in the reduction. SCARF [82] is a product
deprecation system that identifies unused code and data assets and safely removes them. It operates
automatically and gathers developer inputs where it cannot take automated actions, leading to
further removals. Soto et al. [87] proposed a technique to specialize third-party dependencies of
Java projects, removing unused dependencies and unused classes from the remaining dependencies.
Zhang et al. [103] presented a debloating tool for address sanitizers to reduce its runtime overhead.
Kalhauge [44] used the propositional Boolean logic to specify dependencies, which effectively
searches for valid sub-inputs while avoiding invalid sub-inputs and then debloated Java byte code.
JSHRINK [18] is also a technique used for Java bytecode debloating. It combines static analysis with
dynamic analysis and type dependency analysis to identify unused methods and fields for removal.
DyYNACUT [56] is a dynamic software customization tool that can enable or disable unused code
features at runtime without needing access to the source code. It achieves this through dynamic
process rewriting and execution trace-based differential analysis.

Different from these techniques, which are tailored for a particular type of code or application
for debloating, Mor is a general input-based, generality-aware technique that treats debloating as
an optimization problem and aims to generate a debloated program with the best tradeoff between
code reduction and program generality.

9 Conclusion and Future Work

Mop is a novel technique that performs stochastic optimization for feature-based debloating.
Taking as input a (bloated) program and a usage profile manifested as a set of inputs exercising the
program’s various features, Mop performs a preprocessing step and then goes through three stages
for stochastic optimization. The goal is to generate a debloated program achieving the best tradeoff
between reduction and generality, the two key factors that affect the quality of debloating. In the
preprocessing step, Mop identifies an initial sample. Starting with the sample, Mop proceeds with a
three-stage optimization process to create new samples using an MCMC-based stochastic algorithm
guided by an objective function that quantifies the reduction-generality tradeoff. Mop uses different
mutation models in different stages to allow both aggressive and fine-grained exploration for
optimization. It selects the best sample with the highest objective value as the output of each stage.
Finally, in the postprocessing step, Mop performs fuzzing-guided augmentation to improve the
robustness of the last stage’s output and reports the augmented program as the debloating result.

The result of our evaluation demonstrates the effectiveness of Mop. It shows that Mop can prune
a significant amount (nearly 70%) of code to produce a debloated program with high generality
and thus achieve a good reduction-generality tradeoff (0.76); that using different weights, Mop can
generate debloated programs with different tradeoffs; that Mop outperforms DEBOP in achieving
a better tradeoff in most of the experiments and the improvement of the tradeoff score is over
15%; that even as an optimization-oriented technique, Mop can achieve a reduction score that is
higher than CHISEL and its reduction ability is at least comparable to Razor’s; and that Mop’s
fuzzing-guided method can effectively improve the debloated program’s robustness.

In future work, we plan to explore advanced convergence conditions that are not purely time-
based to improve Mop’s optimization effectiveness. We will also investigate a more flexible com-
parison of the reduction and generality changes (via for example introducing an adaptive weight in
the objective function) to allow the acceptance of promising samples in extreme cases. Because the
last two stages of Mop require repeated program execution for generality evaluation and are costly,
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we also plan to improve their efficiency. One way to achieve this is to leverage static analysis to
identify mutation-affecting inputs and only use those inputs for generality calculation. Finally,
we hope to extend the experiments by including more and larger programs of diverse types for
evaluation and have a better understanding of the unique strengths of Mop’s last optimization
stage.
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