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 A B S T R A C T

Modern software contains vulnerabilities. These vulnerabilities can be exploited for attacks and thus pose 
severe threats to the software security. Static binary vulnerability detection is crucial at reducing the threats, 
as it can find vulnerabilities in program binaries to repair and thus reduce the risk of exploitation for attacks. 
Current approaches are significantly limited in that they do not leverage the high-level semantics and the code 
structure effectively for vulnerability detection and that the models they use have weak generalizability.

To address these limitations, we propose PreMulBVD for static binary vulnerability detection. PreMulBVD
is novel in that it extracts and combines the pseudo-code containing the high-level semantics and the Abstract 
Syntax Trees encoding the code structure for vulnerability detection. Furthermore, by using a pre-trained 
model, PreMulBVD extracts robust patterns from the pseudo-code and ASTs, significantly improving the 
detection accuracy. The result of our evaluation demonstrates the effectiveness of PreMulBVD, as it shows 
that PreMulBVD achieves high accuracy, precision, and recall (all over 0.97) for vulnerability detection and 
outperforms the state-of-the-art approaches.
1. Introduction

Software vulnerability is a serious threat to security (Li et al., 
2018; Bo et al., 2023). Effective vulnerability detection is crucial for 
vulnerability repair and thus helpful for mitigating the security threat. 
Over the years, many source-based methods have been proposed, and 
they have proven effective for vulnerability detection (Wu and Zou, 
2022; Nie et al., 2023; Lin et al., 2019; Wang et al., 2020; Cao et al., 
2022). Unfortunately, these methods have limited applicability, as in 
many cases the program source code is not available. For example, 
commercial applications and third-party libraries are often closed-
source. To cope with this situation, researchers have proposed Binary 
Software Vulnerability Detection (BSVD) methods (Padmanabhuni and 
Tan, 2015; Boudjema et al., 2020), among which, static analysis meth-
ods are widely used because of their fast detection speed and high 
usability (Lee et al., 2019; Tian et al., 2020).

Current binary vulnerability detection can be broadly categorized 
into two types, code similarity-based and pattern-based (Wang et al., 
2023a). Code similarity-based methods identify potentially vulnerable 
code by evaluating the similarity between the code and known vulner-
able code in the database (Eschweiler et al., 2016; Feng et al., 2016; 
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Pewny et al., 2015). These methods can often fail to detect vulnera-
bilities that are semantically similar but syntactically different (Wang 
et al., 2023b), known as the recurring vulnerability. According to the 
historical data of Open Web Application Security Project (OWASP), the 
percentage of recurring vulnerabilities (e.g., injection and XSS vulner-
abilities) is about 40%, and these vulnerabilities can create (OWASP, 
2024) severe security threats.

To be able to also detect the common recurring vulnerabilities, 
which will also be addressed in this paper, a number of researchers 
have proposed pattern-based methods that use deep learning mod-
els to extract the patterns in vulnerabilities (Lee et al., 2019; Tian 
et al., 2020). Some of them focus on addressing one or a few specific 
types of vulnerabilities, such as BVDetector (Tian et al., 2020) and 
BinVulDet (Wang et al., 2023a). These methods construct the Pro-
gram Dependency Graph (PDG) and leverage the dependencies to find 
vulnerabilities related to library/API function calls (e.g., stack-based 
buffer overflow, heap-based buffer overflow, and integer underflow). 
Unfortunately, only 46.2% of the vulnerability types in the CWE (Com-
mon Weakness Enumeration) catalog are related to calls to library/API 
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functions (CWE, 2024). This implies the limited applicability of these 
methods for vulnerability detection.

There are other methods aiming for general vulnerability detection. 
They are not designed to handle specific types of vulnerabilities. State-
of-the-art methods along this line are Instruction2vec (Lee et al., 2019) 
and HAN-BSVD (Yan et al., 2021). Instruction2vec achieves static bi-
nary vulnerability detection by vectorizing assembly instructions using 
a technique similar to Word2Vec that considers assembly syntax and 
organizes instructions according to the execution flow (Lee et al., 
2019). HAN-BSVD introduces a hierarchical attention network designed 
to extract vulnerability features from assembly instructions (Yan et al., 
2021).

However, the methods for general vulnerability detection have 3 
key limitations. First, they do not leverage high-level code seman-
tic information for vulnerability detection. These methods extract 
information from assembly code disassembled from binary code. How-
ever, assembly code lacks the abstractions of high-level languages 
to represent complex logic and data structures, making its semantics 
limited and difficult to express high-level program intentions (Yang 
et al., 2023). This results in a lot of vulnerabilities based on complex 
program logic being difficult to detect, such as memory reuse after free 
(CWE416) and improper management of system resources (CWE399). 
On the other hand, the binary code can change considerably due to 
its sensitivity of the completion configuration and environment (Wang 
et al., 2023a). The compilation diversity can affect the variation of 
instructions, making it difficult to extract more robust features for 
vulnerability detection.

Second, current methods do not make effective use of code 
structure information for vulnerability detection. Proposed meth-
ods such as HAN-BSVD focus only on the representation of the code 
sequence itself. This means that they would have difficulty representing 
information about the code’s syntactic structure because the sequence 
of code does not capture code syntactic structure well. Even though 
a few other methods consider the code structure (Boudjema et al., 
2020; Yan et al., 2021; Wang et al., 2023a), they used structure 
information merely as an aid for obtaining program slices or further 
acquiring other information, rather than fully utilizing the structural 
information itself. For example, BinVulDet (Wang et al., 2023a) uses 
structure information by sequentially examining each node of the AST 
to determine at which node slicing should be performed. If only a part 
of the structural information is examined at a time without analyzing 
the relationships between the different parts, it will be difficult to detect 
vulnerabilities related to the program’s structure effectively. According 
to the National Vulnerability Database (NVD), 20.22% (7940 in 39274) 
of vulnerabilities in code are related to code structure (NVD, 2024).

Third, the deep learning models they use have limited general-
izability. Proposed methods often use common deep learning models 
(e.g., TextCNN, BiLSTM-attention network, and hierarchical attention 
network) that need to learn code features from scratch, lacking general 
knowledge and strong transferability. They are weak at recognizing 
complex code and generalizing across datasets with an overfitting 
tendency.

To address these three limitations, we use multiple code represen-
tations to extract information from binary code and use pre-trained 
models to improve generalization. Specifically, to address the first 
limitation, we introduce pseudo-code instead of assembly code because 
pseudo-code is a higher-level abstraction and has more high-level se-
mantic information than assembly code. Also, pseudo-code is not highly 
sensitive to the diversity of compilation and is reliable for robust fea-
ture extraction, as we will further illustrate in Section 2.3. To address 
the second limitation regarding the lack of code structure information, 
we use Abstract Syntax Trees (ASTs), which contain rich information 
about static code structures for vulnerability detection. To address 
the third limitation, we introduce the pre-trained model GraphCode-
BERT for code embedding and vulnerability classification. Traditional 
deep learning models are typically trained on limited datasets. In 
2 
contrast, GraphCodeBERT acquires broad and generalizable knowledge 
due to two reasons. First, GraphCodeBERT’s model pre-training is 
performed on the large CodeSearchNet (Husain et al., 2019) dataset, en-
compassing approximately 6 million functions from open-source code 
across multiple programming languages. Second, the model accounts 
for code’s intrinsic structure, using both the AST for syntax and the Data 
Flow Graph (DFG) for semantic representation. This general knowledge 
helps GraphCodeBERT adapt to a wider variety of data types, thereby 
enhancing our model’s generalization ability.

We propose PreMulBVD, a pretraining-based binary vulnerability 
detection method using the AST and pseudo-code. PreMulBVD has four 
main steps. In the first step, it decompiles binary code into pseudo-
code to model the code’s sequential structure, while simultaneously 
extracting ASTs from the pseudo-code to model its syntactic struc-
ture. PreMulBVD uses structured pseudo-code containing structured 
programming elements such as conditional statements, loop statements, 
etc. to describe algorithms and program logic. In the second step,
PreMulBVD processes the pseudo-code and ASTs via for example code 
normalization and construction of an AST in a graph form, ensuring 
that the input format meets the requirements of the model. Next, in the 
third step, we fine-tune the pre-trained model using processed AST and 
pseudo-code as training data, enhancing its adaptability to vulnerability 
detection tasks. Finally, it uses the fine-tuned model to predict whether 
the code to be tested contains vulnerabilities.

To evaluate the effectiveness of PreMulBVD, we conducted exper-
iments on a dataset containing 119 various CWE vulnerability types 
and compared PreMulBVD with three SOTA pattern-based methods 
for general vulnerability detection. Our results show that PreMulBVD
achieve over 97% accuracy, precision, recall, and f1-score and it out-
performs SOTA methods with higher accuracy (3.34%) and f1-score 
(4.40%). These results demonstrate PreMulBVD’s superior ability for 
general vulnerability detection.

The main contributions of this paper can be summarized as follows:

(1) We propose PreMulBVD, a novel method for binary code vulner-
ability detection that addresses three key limitations of existing 
methods by utilizing ASTs and pseudo-code to represent the 
sequential semantics and structural information of the code, and 
is the first to leverage pre-trained models designed for source code 
to extract binary code vulnerability features.

(2) We implement and open-source the prototype of PreMulBVD.1 To 
validate the detection capability of PreMulBVD for various types 
of vulnerabilities, we have organized a dataset containing 119 
CWE categories, nearly covering all the datasets used in existing 
work.

(3) We designed and implemented a series of experiments to validate 
how well PreMulBVD compares to other baseline methods, as 
well as to validate the impact of the different components of
PreMulBVD on vulnerability detection capabilities.

The remainder of this paper is organized as follows. Section 2 
provides a brief introduction to background knowledge. The presented 
method is introduced in more detail in Section 3. Experimental setup 
and result analysis are described in Sections 4 and 5, respectively. We 
will discuss potential threats in Section 6. Section 7 summarizes the 
research background and related work. In Section 9 we summarize the 
full text.

2. Background

2.1. Pattern-based method vs similarity-based method

Modern static binary code vulnerability detection techniques can 
generally be divided into two categories: those identifying vulnera-
bilities by comparing code under test with known vulnerable code 

1 https://github.com/galaxyview/PreMulBVD
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(similarity-based) and those detecting vulnerabilities by extracted vul-
nerability patterns (pattern-based).

Code similarity-based methods entail building a database of known 
vulnerable code snippets and then evaluating the similarity between the 
target code and these snippets. The target code is flagged as potentially 
vulnerable when the similarity exceeds a specific threshold. The most 
straightforward approach to measure the similarity of binary functions 
is by using assembly code content to compute edit distances and detect 
function similarities. However, code similarity-based methods have a 
significant drawback in that they can only identify known vulnerabili-
ties (Yang et al., 2021, 2023; Luo et al., 2023), making them difficult 
to recognize recurring vulnerabilities that share similar code logic with 
previously identified vulnerabilities.

To tackle recurring vulnerabilities, some researchers have pro-
posed pattern-based methods that leverage deep learning techniques 
to identify patterns or signatures signaling vulnerabilities in the target 
code (Lee et al., 2019; Tian et al., 2020; Yan et al., 2021; Wang 
et al., 2023a). Specifically, pattern-based approaches represent binary 
programs as vectors or graphs and extract patterns of vulnerabilities 
from these vectors using deep learning methods, after which the binary 
code to be tested is simply represented as vectors and then input to the 
model to determine whether a vulnerability exists.

To effectively address recurring vulnerabilities, PreMulBVD pro-
posed in this paper is a pattern-based method.

2.2. Pre-trained model

Large-scale pre-trained models like BERT (Devlin, 2018) and
GPT (Radford, 2018) have recently achieved significant success. They 
have been effectively applied to a variety of downstream code-related 
tasks, such as code search, clone detection, code translation, and code 
refinement (Feng et al., 2020). On this basis, pre-trained models based 
on the BERT architecture and targeting code-related tasks have been 
widely proposed. Feng et al. introduced CodeBERT (Feng et al., 2020), 
a bimodal pre-trained encoder-only model. It was trained on 2 million 
functions from six programming languages, including Java and Python, 
and on natural language documentation like code comments. Although 
CodeBERT has proven effective for tasks related to vulnerabilities (Hin 
et al., 2022), it treats source code as a sequence of tokens similar to 
natural language, overlooking the structural information inherent in 
the code.

Since CodeBERT is unable to efficiently process the structural in-
formation of the code, which leads to its insufficient understanding of 
the code’s semantics, ASTs have long been used to extract the semantic 
information of the code, in order to complement the pre-trained model’s 
ability to this regard, Guo et al. proposed GraphCodeBERT (Guo et al., 
2020), which builds upon the same architecture as CodeBERT but in-
cludes data flow analysis. It introduces two structure-aware pretraining 
tasks — data flow edge prediction and node alignment — to represent 
source code and data flow better, enhancing CodeBERT’s capabilities.

There is already work on vulnerability detection by applying pre-
trained models to source code representations (Wang et al., 2024; Liu 
et al., 2024; Zhang et al., 2024). However, to the best of our knowledge, 
there is no work on applying them to the field of binary vulnerability 
detection, probably because the vast majority of pre-trained models 
are trained based on source code, and it is not possible to apply them 
directly to a representation of binary code.

PreMulBVD innovatively further processes assembly code into
pseudo-code so that it can be understood by pre-trained models.

2.3. Impact of compilation diversity

Most binary vulnerability detection methods extract features after 
decompiling binary code into assembly code. However, assembly code 
can be very different due to the diversity of compilation. In practical, 
vulnerabilities usually originate from small portions of instructions in 
3 
Fig. 1. Assembly code generated by different optimization levels.

a program (Wang et al., 2023a), which means that the variability 
introduced by different compilations can change these instructions, 
thus weakening the robustness of the features extracted from assembly 
code.

This is so common that whenever the compilation environments 
are not exactly the same, the generated assembly code may differ. 
Here is an example that supports this idea. We use the state-of-the-
art decompilation tool IDA Pro (hex rays, 2019) to decompile binary 
code, generated by compiling the same source code with different 
compiler optimization levels, into pseudo-code and assembly code. 
Fig.  1 illustrates assembly code compiled from the same program at 
different optimization levels, and it is easy to see that the two pieces 
of code are very different at two optimization levels, O1 and O3. In 
contrast, Fig.  2 shows further pseudo-code generated from assembly 
code for the same program at different optimization levels, and it can 
be found that the difference between these two pieces of pseudo-code is 
significantly smaller than that of assembly code, except for the naming 
of some variables and the way they are declared, which has less impact 
on the understanding of the program’s semantics than the difference in 
the assembly code. In addition, we randomly selected 100 functions 
and compiled them into binary code using optimization levels O1 and 
O3. These binary codes were then decompiled into assembly code and 
pseudo-code, respectively. We compared the proportion of different 
statements in the two code segments under different compilation op-
tions to the total number of statements. The result showed that the 
proportion for assembly code was 37.3%, while for pseudo-code, it was 
17.6%. The proportion for pseudo-code was 19.7% lower than that for 
assembly code.

This suggests that pseudo-code can effectively mitigate the varia-
tions in assembly code due to different compilation environments, thus 
reducing the impact on the robustness of vulnerability detection.

3. Methodology

The system architecture of PreMulBVD is shown in Fig.  3. PreMul-
BVD operates in four steps: (1) decompiling binary code to pseudo-
code; (2) parsing ASTs and pseudo-code; (3) training a prediction model 
for vulnerability detections; and (4) using the trained model to detect 
vulnerability.

Initially, binary programs are decompiled into assembly code, which 
is further processed to generate pseudo-code, including steps such as 
building control flow diagrams, data flow analysis, and optimization 
of the code. Then, we process the pseudo-code by normalizing it, 
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Fig. 2. Pseudo-code generated by different optimization levels.

including steps such as unifying lengths and renaming variable names. 
The ASTs are extracted from the pseudo-code and transformed into 
a graph. Next, the pre-trained language model encodes pseudo-code 
and ASTs, and the model is fine-tuned on our dataset for predicting 
vulnerabilities. Finally, we use the trained model to determine whether 
the binary code under test contains vulnerabilities.

3.1. Decompiling

Vulnerability detection tools for binary programs usually disassem-
ble the binary code into assembly code (Lee et al., 2019; Yan et al., 
2021; Tian et al., 2020). However, there is an obvious limitation to 
using assembly code for vulnerability detection as we mentioned in 
Sections 1 and 2.3, i.e., lack of high-level semantic information and 
robustness.

To address the limitation, we further generate pseudo-code from 
assembly code to minimize the impact of assembly code diversity on the 
robustness of the feature extraction, while providing more high-level 
semantic features. Fig.  4 shows an example of generating pseudo-
code from assembly code. The steps that PreMulBVD takes to get the 
4 
pseudo-code are as follows: first, PreMulBVD uses disassemble tools 
to disassemble the target binary file, converting the binary code into 
assembly language code. After disassembling the binary file, the decom-
piler analyzes the program’s control flow by identifying function entry 
points, branches, jump instructions, etc. It constructs the control flow 
graph (CFG) to help identify the logical structure of the program. The 
assembly code typically contains symbols like memory addresses and 
registers. Decompilers assign default names to symbols, typically based 
on variable types and locations, function call relationships, memory 
layouts, data flows, and contextual reasoning to automatically generate 
symbol names. As shown in Fig.  4, the naming order of v1 and v2 in 
the pseudo-code is derived from their positions on the stack, which are
[rbp-8] and [rbp-4], respectively. After control flow analysis and 
symbol renaming, the decompiler converts the assembly instructions 
into pseudo-code by first parsing the instruction and mapping it to 
C-like operations, such as assignment statements, arithmetic opera-
tions, and conditional statements. For example, mov eax, 0 would 
be translated to eax = 0. It infers the type of operands, such as 
pointers, integers, or constants, by analyzing the operands of assembly 
instructions. Additionally, it determines the control flow structure, such 
as conditional branches and loops, by examining the jump relation-
ships between instructions. By combining data flow analysis, control 
flow analysis, and type inference, the decompiler generates readable 
pseudo-code in a high-level language style. After generating a rough 
pseudo-code, the decompiler automatically corrects some issues by 
analyzing the program’s control flow graph and data flow to ensure the 
logical correctness of the pseudo-code. It addresses potential problems 
caused by deviations or irregularities in the disassembly process, such 
as automatically adjusting the control flow, fixing invalid jumps, or 
correcting the instruction order.

It is worth noting that in PreMulBVD, we use IDA Pro as the 
decompiler. However, there are also other advanced decompilers, such 
as Ghidra. Therefore, to analyze the impact of decompilers on the vul-
nerability localization capability of PreMulBVD, we will further explore 
this issue in RQ4.

After completing these steps, we can get the pseudo-code for the 
assembly code.

3.2. Preprocessing and parsing

In this step, we need to process and parse the pseudo-code obtained 
in the decompiling step. Specifically, we need to remove some identi-
fiers, comments, and constants from the pseudo-code to eliminate their 
impact on vulnerability detection. We also need to build ASTs from 
pseudo-code to represent code structure information.

3.2.1. Normalizing pseudo-code
It is important to note that the pseudo-code also requires some 

processing to remove some elements that interfere with vulnerability 
detection. Pseudo-code generated by decompilers often includes iden-
tifiers, constants, and comments that are not related to the functionality 
of the code. They interfere with the model’s learning of patterns, 
which in turn negatively affects the results of vulnerability detection. 
Therefore, we normalize the pseudo-code before using it. Specifically, 
normalization is carried out with the following operations:

• Unify identifier names to include all variable names and func-
tion names for non-external function calls. For example, vari-
able names and function names are unified to VAR_NAME and 
FUNC_NAME, respectively.

• For all types of specific values, all are uniformly replaced with 
placeholders corresponding to the value type. For example, string 
values and number values are unified to STRING_CONST and 
NUM_CONST, respectively.

• Remove all automatically generated comments.
After this step, PreMulBVD gets the normalized pseudo-code.
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Fig. 3. The overview of PreMulBVD. PreMulBVD consists of four steps. ¶ In the decompiling step (Section 3.1), binary programs are decompiled into assembly 
code, which is further processed to generate pseudo-code. · In the parsing step (Section 3.2), we parse the information in the pseudo-code by normalizing it, 
and the ASTs are extracted from the pseudo-code and transformed into a graph. ̧  In the model constructing step (Section 3.3), the pre-trained language model 
encodes pseudo-code and ASTs, and the pre-trained model is fine-tuned on our dataset to make it competent for predicting vulnerabilities. ¹ In the vulnerability 
detection step (Section 3.4), we use the trained model to classify binary code to be tested for vulnerability detection.
Fig. 4. An example of generating pseudo-code from assembly code.

3.2.2. Constructing ASTs
To address the limitation of the lack of syntactic structure informa-

tion in existing methods, PreMulBVD models the syntactic structure of 
programs and summarizes the vulnerability patterns.

Since the AST directly represents the syntactic structure of a pro-
gram, vulnerability detection tools can quickly find these vulnerabili-
ties through pattern matching. In fact, many security vulnerabilities can 
often be recognized by fixed syntax patterns, which can be efficiently 
extracted by AST. For example, detecting calls to specific functions 
(e.g., system()) or checking the use of certain unsafe library func-
tions (e.g., gets() and scanf()) can be accomplished by looking 
for specific function nodes or calling patterns in the AST.

Compared to ASTs, PDGs focus on the control flow and data flow of 
a program, which is more complex information. Nodes in PDGs are not 
just simple syntax elements, but they also involve data dependencies 
between parts of the program. For example, in PDG, it is necessary 
to analyze how the flow goes from the assignment of one variable to 
another, or how to control the execution path of the code through the 
branches of the program. This makes pattern matching in PDG more 
complicated and leads to poor robustness of the final extracted patterns. 
AST also serves as a foundation for the construction of the Control Flow 
5 
Graph (CFG) and Data Flow Graph (DFG). It preserves the syntactic 
hierarchy of a program and distinguishes the various code components 
by their syntactic structures including the conditional branches, loop 
structures, variable declarations, and the nesting relationships of func-
tion calls. Unlike AST, CFG focuses on the execution paths of code 
blocks and DFG captures the data flow. They do not preserve enough 
information about the program’s syntactic structure. For example, CFG 
does not capture the internal structure of a basic block. As explained 
in the paper, PreMulBVD aims to make effective use of the syntactic 
structure of the program to improve vulnerability detection, and it 
uses the AST, which encodes more information about the syntactic 
structure of the program. Therefore, considering the trade-off between 
effectiveness and efficiency, PreMulBVD chooses AST rather than PDG, 
CFG or DFG to model the syntax structure.

We use IDA Pro to extract ASTs from pseudo-code. Extracting 
ASTs from pseudo-code usually involves several steps, starting with 
converting pseudo-code into tokens, the smallest meaningful units such 
as keywords, identifiers, constants, and operators. Meanwhile, the AST 
generator infers variable values through static analysis, relying on 
techniques like control flow analysis, data flow analysis, and constant 
propagation. The AST generator examines the program’s structure and 
instruction sequences to deduce how values are propagated across 
variables without requiring the program to be executed. Next, the 
AST generator converts tokens into an AST based on the language’s 
syntax rules. Then, the AST generator validates the AST for semantic 
correctness, checking types, scopes, etc. Finally, the AST generator op-
timizes and generates the AST, such as removing invalid code, merging 
constant expressions, etc.

In fact, there are a few models that can directly accept tree-
structured ASTs, and these models are usually designed specifically 
for processing tree-structured or graph-structured data, such as Graph 
Neural Networks (GNN) and Tree-LSTM. However, many advanced 
deep learning models, such as Transformer, do not directly process tree 
structures and they need first to convert ASTs to sequence or graph 
structures. Therefore, to utilize these advanced deep learning models, 
we chose to further construct the AST as a graph structure.
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Table 1
Statements and expressions in ASTs.
 # Node type Description  
 

Statements

if if statement  
 block instructions executed sequentially  
 for for loop statement  
 while while loop statement  
 switch switch statement  
 return return statement  
 goto unconditional jump  
 continue continue statement in a loop  
 break break statement in a loop  
 

Expression

assignment assignment, assignment after or,
xor, and, add, sub, mul, div

 

 comparisons equal, not equal, greater than, 
less than, greater than or equal 
to, and less than or equal to

 

 arithmetic or, xor, addition, subtraction, 
multiplication, division, not,
post-increase, post-decrease,
pre-increase, and pre-decrease

 

 other indexing, variable, number, func-
tion call, string, asm, and so on

 

The overview of generating the AST graph is shown in Fig.  5. To 
convert an AST to a graph, each AST node is kept as a graph node, 
parent–child relationships become directed edges, and sibling nodes are 
connected with additional edges to enhance connectivity. We define an 
AST of function 𝑓𝑖 as 𝐴𝑆𝑇𝑖 = (𝑉𝑖, 𝐸𝑖), where 𝑉𝑖 represents a set of nodes, 
each node represents a pseudo code statement or control predicate, 
and 𝐸𝑖 represents the structure relationship between each node. Each 
𝑛𝑜𝑑𝑒𝑖 ∈ 𝑉𝑖 = ⟨𝑖𝑑𝑖, 𝑜𝑝𝑛𝑎𝑚𝑒𝑖, 𝑣𝑎𝑙𝑢𝑒𝑖⟩, where 𝑖𝑑𝑖 is an identifier that is 
unique to the 𝑛𝑜𝑑𝑒𝑖, 𝑣𝑎𝑙𝑢𝑒𝑖 is the value of the variable if 𝑛𝑜𝑑𝑒𝑖 represents 
variable nodes, which was previously saved in the AST node, and 
𝑜𝑝𝑛𝑎𝑚𝑒𝑖 is the name of the operation of the pseudo-code corresponding 
to the 𝑛𝑜𝑑𝑒𝑖. We classify 𝑜𝑝𝑛𝑎𝑚𝑒 in an AST into two categories based on 
their functionalities as shown in Table  1: (i) statement nodes and (ii) 
expression nodes. Each 𝑒𝑑𝑔𝑒𝑖 ∈ 𝐸𝑖 = ⟨𝑠𝑜𝑢𝑟𝑐𝑒𝑖, 𝑡𝑎𝑟𝑔𝑒𝑡𝑖⟩, where 𝑠𝑜𝑢𝑟𝑐𝑒𝑖 is 
the 𝑖𝑑 of the source node and 𝑡𝑎𝑟𝑔𝑒𝑡𝑖 is the 𝑖𝑑 of the target node. At the 
end of this step, we get the AST in the form of a graph extracted from 
the pseudo-code.

3.3. Constructing model

Previous methods of generating embeddings for assembly code or 
pseudo-code often involved training static word embedding models, 
such as Word2vec (Mikolov, 2013; Yan et al., 2021), on a dataset 
of code snippets to produce vectors for each code token. As for gen-
erating embeddings of tree-structured inputs, previous methods often 
involve models that maximize the retention of tree-structured fea-
tures, such as Graph Neural Network (GNN) (Li et al., 2023) and 
Tree-LSTM (Yang et al., 2021, 2023). Encoding code or AST with 
traditional models often struggles with capturing global dependencies, 
understanding complex semantics, and effectively modeling cross-scope 
relationships (Liu et al., 2024). These models are typically limited to 
local structural features, lack flexibility for multimodal inputs, and 
require extensive customization for different tasks or languages.

To address these drawbacks, PreMulBVD leverages the power of 
large-scale pre-trained code language models, utilizing extensive pre-
training to acquire prior knowledge for initializing code and graph 
embeddings. Using pre-trained models will solve the problems of in-
sufficient contextual understanding and comprehension of complex 
semantic information in traditional models. We implement the node 
representations by invoking the pre-trained code language model on 
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the target dataset. Specifically, we use the pre-trained programming 
language model GraphCodeBERT (Guo et al., 2020) to initialize the 
embedding of ASTs and pseudo-code fragments. ASTs and pseudo-
code fragments processed by GraphCodeBERT will output two high-
dimensional word embedding vectors. To enable the pre-trained model 
to perform our prediction task, we designed a Multi-Layer Perceptron 
(MLP) to classify the data. The input layer takes as input the code 
and ASTs embedding vectors obtained from GraphCodeBERT and out-
puts the classification result after passing through two fully connected 
layers.

The first layer projects the input feature vector from 768 dimensions 
to 128 dimensions. This layer automatically learns a weight matrix and 
a bias vector (Eq.  (1)), where 𝑊  is the learned weight matrix, 𝑥 is the 
input feature vector, 𝑏 is the bias, and 𝑦 is the output of the linear layer, 
which is updated by backpropagation. 
𝑦 = 𝑊 ⋅ 𝑥 + 𝑏 (1)

After that, the activation function (ReLU(.)) performs a nonlinear 
transformation of the 128-dimensional vector, which is used as the 
activation function to increase sparseness. The ReLU(.) function is 
shown in Eq.  (2), which nonlinearly transforms the output of the linear 
layer. 
𝑅𝑒𝐿𝑈 (𝑥) = 𝑚𝑎𝑥(0, 𝑥) (2)

Next, the second linear layer maps the ReLU-activated 128-
dimensional features to 1 dimension for outputting a scalar. Then, the 
Sigmoid function (Eq.  (3)) converts the output value of the linear layer 
into a probability value ranging from 0 to 1. The value measures how 
vulnerable the code is. 
𝜎(𝑥) = 1

1 + 𝑒−𝑥
(3)

For binary classification tasks, the Binary Cross-Entropy (BCE) is 
commonly used to measure the accuracy of model predictions (Zhang 
and Sabuncu, 2018). As a result, we use BCE to fine-tune our model, 
which is represented as follows: 
(𝑦, 𝑦̂) = −𝑦 ⋅ 𝑙𝑜𝑔(𝑦̂) − (1 − 𝑦) ⋅ 𝑙𝑜𝑔(1 − 𝑦̂) (4)

where 𝑦 is the true label (0 or 1) and 𝑦̂ is the probability of belonging 
to category 1 as predicted by the model.

The AdamW optimizer is commonly used for GraphCodeBERT fine-
tuning. AdamW optimizer is a variant of the Adam optimizer that 
incorporates Weight Decay to effectively prevent model overfitting
(Loshchilov et al., 2017). The update formula for the AdamW optimizer 
is: 

𝜃𝑡 = 𝜃𝑡−1 − 𝜂 ⋅ (
𝑚̂𝑡

√

𝑣̂𝑡 + 𝜖
+ 𝜆𝜃𝑡−1) (5)

where 𝜂 is the learning rate, 𝑚̂𝑡 is the first-order momentum, 𝑣̂𝑡 is the 
second-order momentum, and 𝜆 is the weight decay coefficient.

Here is the fine-tuning process. We first initialize the self-embedding 
layer using the pre-trained embeddings from GraphCodeBERT. Simulta-
neously, we fine-tuned the model on the dataset to enhance the model’s 
ability for vulnerability detection, thus improving the accuracy of the 
prediction results. Finally, we obtain a deep learning model capable of 
vulnerability detection.

3.4. Detecting vulnerability

Finally, PreMulBVD uses the trained model to detect vulnerabilities 
that exist in the program under test. More specifically, PreMulBVD
feeds the program under test to the trained model, and the decompiler 
converts it into pseudo-code. Then the parser normalizes pseudo-code 
and constructs ASTs. Next, the trained model will be used to process it 
and finally output the prediction results. The predictions given by the 
system can help developers localize the problematic vulnerabilities for 
fixing.
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Fig. 5. The steps of AST graph generation.
4. Experiment setup

In this section, we describe the experiment setup including the 
datasets, research questions, evaluation metrics, and the baselines.

4.1. Research questions

We have formulated the following 6 Research Questions (RQs):

• RQ1: How does the pattern-based PreMulBVD compare to 
state-of-the-art pattern-based methods in terms of vulnera-
bility detection?
To evaluate the performance of PreMulBVD, we empirically com-
pare its effectiveness (i.e., accuracy and f1-scores) with state-of-
the-art (SOTA) generally applicable pattern-based vulnerability 
detection methods.

• RQ2: How effective are the different components of PreMul-
BVD?
We designed this research problem to explore the impact of differ-
ent information extracted from binary code on the effectiveness 
of vulnerability detection, respectively.

• RQ3: How do different pre-trained models influence the over-
all performance of PreMulBVD?
In this paper, we use GraphCodeBERT for code and graph em-
bedding by default. However, there are many similar pre-trained 
models. We use this research question to investigate the influence 
of different models on code vulnerability detection performance.

• RQ4: How do pseudo-code and ASTs generated by different 
decompilers impact vulnerability detection capabilities of
PreMulBVD?
We default to using the advanced decompiler IDA Pro (hex rays, 
2019). However, to study the impact of different decompilers 
on the generated pseudo-code and ASTs regarding PreMulBVD
vulnerability detection capabilities, we will utilize RQ5 for inves-
tigation.

• RQ5: How much improvement in vulnerability detection ca-
pability is achieved by using pseudo-code compared to di-
rectly using assembly code?
In this paper, we use pseudo-code instead of assembly code to 
represent binary code. In this research question, we will inves-
tigate to what extent using pseudo-code improves vulnerability 
detection capability compared to using assembly code.

• RQ6: How much does PreMulBVD vary in its ability to detect 
vulnerabilities in binary code generated at different opti-
mization levels?
We consistently use the default optimization levels to compile the 
source code in the Juliet Test Suite and generate binary code. 
In this research question, we will investigate whether there is a 
difference in the ability of PreMulBVD to detect vulnerabilities in 
binary code generated at different optimization levels.
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4.2. Datasets preparation

To cover as many types of vulnerabilities as possible, we do not 
want to directly use the datasets used in the proposed methods, as 
they often contain only a few types of vulnerability. For example, the 
authors of HAN-BSVD and instruction2vec select the Stack-based Buffer 
Overflow category, and BVDetector selects the Memory Corruption and 
Number Handling categories. Instead, we used the dataset Juliet Test 
Suite v1.3 for C/C++ SARD, which covers almost all the vulnerability 
categories contained in the datasets used in the proposed methods. 
The dataset contains a large number of production, synthetic, and 
academic programs divided into 119 CWE directories. Each of the 
categories contains a varying number of programs that are classified as 
either ‘‘bad’’ (vulnerable) or ‘‘good’’ (non-vulnerable, which represents 
a vulnerable patched version of programs). The dataset is provided with 
the source code of the program, so we need to compile it to make it into 
binary code, using the following steps:

(1) Data organization: Each vulnerable program in the Juliet test 
suite has at least one CWE (Common Weakness Enumeration) ID, 
which represents different types of vulnerabilities. We selected 
all 119 CWE categories. Due to the large total amount of data, 
too much data may result in long compilation, training, and 
testing times. To cover as many vulnerability types as possible, 
we randomly selected 20% of the functions of each category in 
the Juliet Test Suite as the final data set.

(2) Compile: We chose source code that can compile correctly based 
on a Linux environment and compiled it using the Makefile file 
that comes with the Juliet test suite, using the most widely 
used compiler, GCC, and the default optimization levels. In the 
end, we used a total of 126,142 binaries containing 101,798 
non-vulnerable functions and 24,344 functions containing vulner-
abilities. In each experiment, we randomly split the training set, 
validation set, and test set in a ratio of 8:1:1.

(3) Disassembly: In order to extract pseudo-code and ASTs from 
binary programs, we used IDA Pro 8.3 (the most popular binary 
code decompilation tool, which excels at the task of recovering 
binary code (hex rays, 2019)) to perform disassembly operations.

(4) Normalization: After extracting the pseudo-code, we normalized 
it according to the rules mentioned in Section 3.1. To accurately 
identify the components of the pseudo-code, we use the popular 
parser generator tool Tree-sitter to analyze and normalize each 
part accordingly.

4.3. Evaluation metrics

TP, TN, FP, and FN are the numbers of true positive results, 
true negative results, false positive results, and false negative results, 
respectively.
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We used four commonly used indicators, Precision, Recall, F1-Score, 
and Accuracy, calculated as follows: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃
𝑇𝑃 + 𝐹𝑃

(6)

𝑅𝑒𝑐𝑎𝑙𝑙 = 𝑇𝑃
𝑇𝑃 + 𝐹𝑁

(7)

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁

(8)

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 2 × 𝑇𝑃
2𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁

(9)

4.4. Baselines

In RQ1, in order to evaluate the effectiveness and efficiency of
PreMulBVD, we empirically compare PreMulBVD and state-of-the-art 
pattern-based binary code vulnerability detection methods attempting 
to address all types of vulnerabilities. Below are summaries of the three 
techniques:

• HAN-BSVD (Yan et al., 2021): HAN-BSVD enhances binary soft-
ware vulnerability detection by enriching contextual information 
through preprocessing, embedding instructions with Bi-GRU and 
attention, and extracting features with TextCNN and spatial atten-
tion to highlight crucial regions. To the best of our knowledge, 
it is the state-of-the-art binary vulnerability detection method 
that is not restricted to certain types of vulnerabilities. (Note that 
since the authors did not make the code public, we reproduced it by 
ourselves.)

• Instruction2vec (Lee et al., 2019): Instruction2vec has designed 
a word vectorization model for the characteristics of assembly 
instructions, using a technique similar to Word2Vec to vectorize 
the assembly instructions, allowing for the assembly syntax, and 
organize the instructions according to the execution flow. Then it 
uses Text-CNN to learn and extract features from assembly code 
automatically. Instruction2vec effectively enhances the detection 
of static binary vulnerabilities. (Note that we used the code provided 
by the authors for our experiments.)

• VulPin (Chukkol et al., 2023): VulPin uses fine-grained slic-
ing and a hierarchical attention network (HAN) to analyze bi-
nary code, isolating vulnerability-related sections and filtering 
out noise. It captures semantic data at both slice and basic block 
levels, employing attention mechanisms and residual connections 
to prioritize influential code segments. (Note that since the authors 
did not make the code public, we reproduced it by ourselves.)

Unlike HAN-BSVD, which directly uses Word2Vec, Instruction2vec 
has specially designed the word vectorization model for the charac-
teristics of assembly instructions, so that it can vectorize according 
to the characteristics of assembly code. In feature learning, unlike 
Instruction2vec, which directly uses Text-CNN to automatically learn 
and extract features from assembly code, HAN-BSVD employs a multi-
level deep learning model, including hierarchical attention networks 
and Bi-GRU, to more fully extract features from binary code. VulPin 
captures semantic information at the slice and basic block levels, unlike 
HAN-BSVD and Instruction2vec, which operate at the sequence level. 
Therefore, to explore the advantages of PreMulBVD in binary code 
representation and feature learning, we selected these three as baseline 
methods for comparison.

In RQ3, we would like to compare the impact of different pretrain-
ing models on vulnerability detection, in order to include the most 
advanced and classical pretraining models for code representation as 
much as possible, we pick the most classical code representation model 
CodeBERT (Guo et al., 2020), and two models that advance Code-
BERT, namely GraphCodeBERT (Guo et al., 2020) and ContraBERT (Liu 
et al., 2023). Additionally, we have incorporated UniXcoder (Guo 
et al., 2022), a pre-trained model focused on system-level programming 
and command-line interfaces, to validate models of types other than 
CodeBERT-like models. Below are the summaries of these models:
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Table 2
Network parameters in our experiments.
 Parameter Value  
 Batch size 64  
 Learning rate 0.00001 
 Epoch 30  
 Embedding size 768*2  
 Dropout 0.5  

• GraphCodeBERT (Guo et al., 2020): Guo et al. extended the 
Transformer neural architecture by introducing a graph-guided 
masked attention function to incorporate the code structure and 
proposed GraphCodeBERT.

• CodeBERT (Feng et al., 2020): CodeBERT is a bimodal pretrain-
ing model for natural and programming languages based on a 
multilayer bi-directional Transformer.

• ContraBERT (Liu et al., 2023): ContraBERT enhances model 
robustness using contrastive learning by applying nine data aug-
mentation operators to generate semantically equivalent PL-NL 
variants. The model is further trained with masked language mod-
eling (MLM) and a contrastive pretraining task on both original 
and augmented data.

• UniXcoder (Guo et al., 2022): UnixCoder is a bimodal pretrain-
ing model for system programming and commands based on a 
multilayer bi-directional Transformer.

It is worth noting that UniXcoder, CodeBERT, and ContraBERT did 
not undergo specialized training for spatial structure data such as ASTs 
during their pre-training. Therefore, they treat the input AST sequences 
as regular sequences for learning. In contrast, GraphCodeBERT was 
specifically trained on AST structures during its pre-training, resulting 
in a stronger ability to represent syntactic relationships and code 
dependencies in ASTs.

In the decompilation phase, we have defaulted to using IDA Pro 
8.3 (hex rays, 2019) as the decompiler to generate pseudo-code, as 
it is the most widely used and advanced. However, to investigate 
the impact of decompilers on the PreMulBVD’s vulnerability detection 
ability, we have also introduced another advanced decompiler, Ghidra 
11.1 (N.S.A., 2021), for comparison in RQ4 and RQ5. Compared to IDA 
Pro, Ghidra is open-source and free, supports multiple platforms and 
architectures, and is therefore widely used. Below is an introduction to 
both decompilers:

• IDA Pro (hex rays, 2019): A powerful disassembler and de-
bugger with interactive features, multi-architecture support, and 
Hex-Rays decompiler for near-source analysis, ideal for reverse 
engineering.

• Ghidra (N.S.A., 2021): An open-source reverse engineering tool 
by the NSA, offering disassembly, decompilation, debugging, and 
scripting support, with strong community-driven development.

4.5. Experiment environment

Table  2 shows the experiment environment. Each model is imple-
mented using Pytorch v1.14.0 and trained by a machine with Intel 
Xeon(R) Gold 6254 CPU, 32 GB RAM, two 48G NVIDIA A6000 GPUs, 
and Ubuntu 20.04.3 LTS operation system.

5. Results and analysis

In this section, we analyze the results of the experiments for the 6 
RQs.
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Table 3
Performance of each method on Juliet Test Suite dataset.
 Method Accuracy F1-Score Precision Recall  
 HAN-BSVD (Yan et al., 2021) 0.9556 0.9321 0.9310 0.9332  
 Instruction2vec (Lee et al., 2019) 0.9108 0.8910 0.8835 0.8986  
 VulPin (Chukkol et al., 2023) 0.9489 0.9219 0.9134 0.9320  
 PreMulBVD 0.9875 0.9731 0.9738 0.9720 

5.1. RQ1: Comparison of  PreMulBVD with other methods

To evaluate the effectiveness of PreMulBVD, we compared the effec-
tiveness of PreMulBVD with other state-of-the-art pattern-based vulner-
ability detection models on Juliet Test Suite. Since most of the existing 
work has used Accuracy, F1-score, Precision, and Recall as evaluation 
metrics (Wang et al., 2023a; Yan et al., 2021; Lee et al., 2019; Xiao 
et al., 2021), we also adopt them as evaluation metrics in RQ1.

Based on the experimental results in Table  3, we can find that 
after introducing the pre-trained model to represent pseudo-code and 
ASTs, PreMulBVD outperforms the baseline methods. Compared to the 
SOTA, i.e., HAN-BSVD, the improvements in terms of Accuracy, F1-
score, Precision, and Recall of PreMulBVD are 3.34%, 4.40%, 4.60%, 
and 4.16%, respectively. Compared to Instruction2vec, the improve-
ments are 8.42%, 9.21%, 10.22%, and 8.17%, respectively. Compared 
to VulPin, the improvements are 4.07%, 5.56%, 6.61%, and 4.29%, 
respectively. The main reason why PreMulBVD outperforms HAN-BSVD 
and Instruction2vec is that the two methods only consider the se-
quential structure of the assembly code, resulting in less information 
about the semantics and the code structure, while PreMulBVD takes 
into account a variety of features of the code at the same time. As 
for VulPin, compared to AST and pseudo-code sequences, representing 
binary code using slices and code blocks has the significant disadvan-
tage of lacking high-level syntactic information. AST can clearly display 
the structure and syntactic relationships of the code, including rich 
contextual information such as variables, function calls, and control 
flow. In contrast, slices and code blocks usually represent only part of 
the code, lacking a complete syntactic and semantic perspective. Due to 
the absence of global context, slices and code blocks are less readable 
and interpretable, often requiring inference about their role in the 
overall program during analysis. This makes understanding the logic 
of the code more challenging. In fact, the types of vulnerabilities in 
practice are so wide-ranging that it is difficult to detect certain vulnera-
bilities based solely on a separate type of information alone. PreMulBVD
incorporates structural features of the code, i.e., AST, while utilizing a 
pre-trained model to efficiently extract information from pseudo-code, 
which achieves accurate detection of multiple vulnerability types.

Next, we illustrate how PreMulBVD differs from the SOTA baseline 
methods, i.e. HAN-BSVD, with an example. Fig.  6 shows a program con-
taining a vulnerability selected from CWE672, the cause of the flaw is 
that when *i is detected to be 0, the list will be cleared. After clearing 
the list, i becomes invalid, but the code still tries to use it (cout << " 
" << *i;), which can lead to undefined behaviors or program crashes. 
According to the experimental results, the vulnerability in this program 
was only detected by PreMulBVD. The reason why HAN-BSVD was not 
successful is that in the assembly code corresponding to this program, 
the code call clear_data, where data is cleared, and the code mov 
eax,[rdi], where the iterator is called again, are so far away that it 
is difficult to detect them by relying on the sequential structure only. 
In contrast, PreMulBVD can tell through the syntax tree structure of 
the AST that the two (clear() and the access to i) are dependent, 
and that they are placed immediately after each other so that it can 
be inferred that the iterator i was already invalidated at the time of 
the access. This example illustrates that our method of modeling code 
structure using ASTs generated from pseudo-code achieves a better 
vulnerabilities representation than other methods.
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Fig. 6. A vulnerable program in the CWE672 directory.

Table 4
Performance of different components in PreMulBVD.
 Setup Accuracy F1-Score Precision Recall  
 PreMulBVD𝑐𝑜𝑑𝑒 0.9737 0.9368 0.8840 0.9962 
 PreMulBVD𝐴𝑆𝑇 0.9221 0.7972 0.7848 0.8100  
 PreMulBVD𝑐𝑜𝑑𝑒+𝐴𝑆𝑇 0.9875 0.9731 0.9738 0.9720  

The results of RQ1 show that the binary vulnerability detection 
capability of PreMulBVD outperforms the other three baseline methods 
on the evaluation metrics Accuracy, F1-score, Precision, and Recall. The 
superiority is attributed to PreMulBVD’s idea of considering both code 
sequential semantics and code structure for vulnerability detection.

5.2. RQ2: Contribution of different components to vulnerabilities detection 
of  PreMulBVD

Both pseudo-code and AST extracted from binary code are used in
PreMulBVD, and in order to investigate the extent to which each type 
of information contributes to the vulnerabilities detection process, we 
will conduct experiments using each of the two types of information 
separately in RQ2. The final results of RQ2 are shown in Table  4.

PreMulBVD𝑐𝑜𝑑𝑒+𝐴𝑆𝑇  is higher than PreMulBVD𝑐𝑜𝑑𝑒 and
PreMulBVD𝐴𝑆𝑇  in three of four metrics. Specifically, compared to
PreMulBVD𝑐𝑜𝑑𝑒, the improvements in Accuracy, F1-score, Precision, and 
Recall are 1.42%, 3.87%, 10.16%, and −2.43%, respectively. Compared 
to PreMulBVD𝐴𝑆𝑇 , the improvements are 7.09%, 22.06%, 24.08%, and 
20.00%, respectively. Since PreMulBVD𝑐𝑜𝑑𝑒+𝐴𝑆𝑇  outperforms PreMul-
BVD𝐴𝑆𝑇  and PreMulBVD𝑐𝑜𝑑𝑒 in almost all four metrics, it is obvious that 
neither pseudo-code nor AST is as effective as the combination of the 
two when used alone for vulnerability detection. This result shows that 
ASTs and pseudo-code are both needed for detecting vulnerabilities.

Using only pseudo-code for vulnerability detection, PreMulBVD𝑐𝑜𝑑𝑒
demonstrates ideal performance across four metrics, even comparable 
to baseline methods. This is because pseudo-code provides program 
control flow information, including conditional statements, loop struc-
tures, and jump instructions, which helps in understanding the pro-
gram’s execution path. These details enable PreMulBVD𝑐𝑜𝑑𝑒 to detect 
vulnerabilities in most categories. However, we can easily notice that 
the recall of PreMulBVD𝑐𝑜𝑑𝑒 is higher than PreMulBVD𝑐𝑜𝑑𝑒+𝐴𝑆𝑇 , but the 
other three metrics are lower than PreMulBVD𝑐𝑜𝑑𝑒+𝐴𝑆𝑇 . This is because 
the ratio of positive to negative samples in the dataset we used is 1:4. 
Due to the small number of positive samples, the model tends to classify 
negative samples as positive samples to improve recall, resulting in 
more false positive samples. On the other hand, PreMulBVD𝑐𝑜𝑑𝑒+𝐴𝑆𝑇
achieves a notable improvement in precision while only a minor decline 
in recall, further indicating that using both AST and pseudo-code 
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Fig. 7. A vulnerable program in the CWE570 directory.

Table 5
Performance of each pre-trained model.
 Models Accuracy F1-Score Precision Recall  
 GraphCodeBERT 0.9875 0.9731 0.9738 0.9720 
 CodeBERT 0.9715 0.9244 0.8949 0.9557  
 ContraBERT 0.9719 0.9401 0.9620 0.9190  
 UniXcoder 0.9724 0.9331 0.9506 0.9162  

together is more stable in the case of imbalanced data compared to 
using only pseudo-code.

At the same time, PreMulBVD𝐴𝑆𝑇 , which only uses ASTs for vul-
nerability detection, is worse than PreMulBVD𝑐𝑜𝑑𝑒. This is primarily 
because ASTs lack some information compared to pseudo-code. When 
using an AST to represent code, character-level details, and contextual 
information are lost, which can result in certain types of vulnerabilities, 
such as suspicious comments (CWE-546) and hardcoded passwords 
(CWE-259), not being represented by an AST. However, there are also 
many vulnerabilities that cannot be detected with pseudo-code but can 
be detected with ASTs, such as the example shown in Fig.  7.

In this program, the if module on line 7 will never be executed 
because the loop condition was incorrectly evaluated to be false in all 
cases. AST can easily represent a branch of code that will not be cor-
rectly executed, while pseudo-code is much more difficult to determine 
whether a branch is executed only based on the branch condition. As 
this example demonstrates, AST has unique advantages over pseudo-
code in representing the syntactic structure, type information, variable 
scope, and static structure of the program.

The final experimental results of RQ2 demonstrate that both AST 
and pseudo-code are effective for vulnerability detection in PreMulBVD.

5.3. RQ3: Comparison of different pre-trained models

In order to investigate the impact of different pre-trained language 
models on the vulnerability detection task, we compare four differ-
ent pre-trained models, as described in Section 4.4. In addition to 
GraphCodeBERT, which is used by default in our experiments, we also 
chose the classic CodeBERT and ContraBERT. The former was chosen 
to directly demonstrate that GraphCodeBERT can better represent ASTs 
compared to other BERT-like models, while the latter was chosen for an 
intuitive comparison between the latest BERT-like code language model 
with GraphCodeBERT. Additionally, we have incorporated UniXcoder 
to validate models of types other than CodeBERT-like models.

For a fair comparison, we follow the configuration in Section 4 
to train UniXcoder, CodeBERT and ContraBERT. We set the training 
parameters of RQ3 uniformly based on our experience with experiments 
conducted on GraphCodeBERT. The batch size is 64, the learning rate 
is 0.00001, and the epoch is 30. The specific experimental results are 
shown in Table  5.

According to the experimental results, the features extracted by 
GraphCodeBERT are the most effective and are higher than CodeBERT 
and ContraBERT in terms of Accuracy, F1-score, Precision, and Recall. 
Specifically, compared to CodeBERT, the improvements of Accuracy, 
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F1-score, Precision, and Recall are 1.65%, 5.27%, 8.82%, and 1.71%, 
respectively. Compared to ContraBERT, the improvements are 1.61%, 
3.51%, 1.23%, and 5.77%, respectively. Compared to UniXcoder, the 
improvements are 1.55%, 4.29%, 2.44%, and 6.09%, respectively.

Compared to CodeBERT, which learns based on the simple textual 
information of the code (e.g., code markup and natural language com-
ments) and only considers the sequential and semantic information of 
the code, GraphCodeBERT supplements the dependency information of 
the code by introducing a Data Flow Graph and uses Graph Neural 
Network (GNN) to process the code graph to model the complex de-
pendencies (e.g., function calls, variable assignments, loops, etc.) in the 
code. In PreMulBVD, it is necessary to use AST for vulnerability detec-
tion. CodeBERT is good at representing sequential information, and it 
is difficult to fully understand the structural information in the AST, so 
its vulnerability detection capability is weaker than GraphCodeBERT, 
which is specially optimized for graph structures.

ContraBERT is not inferior to CodeBERT in modeling sequential 
code, and its innovation is to improve semantic robustness through 
comparative learning, which improves the stability of the model in the 
event of minor code changes. As a result, ContraBERT is better in F1 
score and Precision metrics than CodeBERT. On the other hand, Contra-
BERT’s results are closer to GraphCodeBERT’s. Both GraphCodeBERT 
and ContraBERT demonstrate a significant outperformance compared 
to CodeBERT, optimizing semantic representation from the perspectives 
of code syntax structures and code sequences, respectively. However, 
GraphCodeBERT finally exhibits a stronger capability. The primary 
reason for GraphCodeBERT’s superiority lies in its integration of graph 
structure information, where it combines the AST with data flow. The 
integration of graph structure allows the model to capture code se-
mantics and structure and understand code execution paths (including 
the exceptional execution paths). In this way, GraphCodeBERT has an 
advantage in being able to model complex code relationships and detect 
vulnerabilities that are difficult to capture by analyzing code sequences 
alone, such as use-after-free (CWE-416) and deserialization of untrusted 
data (CWE-502). While ContraBERT achieves a notable improvement 
by enhancing the semantic representation of code sequences through 
contrastive learning, its focus remains on sequential data, making it 
difficult to handle vulnerabilities like CWE-416 and 502. Therefore, 
although their overall performance results appear similar, GraphCode-
BERT’s deeper structural insight makes it more effective and powerful 
for vulnerability detection.

UnixCoder is primarily trained on system-level commands and low-
level programming, making it less effective in handling high-level 
programming languages. Its model design focuses on system-level tasks 
and lacks the capability to deeply understand the complex syntax 
and semantics of high-level code. Additionally, UnixCoder does not 
inherently support graph-based representations, which limits its ability 
to handle code structures that are better represented as graphs.

In conclusion, the experimental results of RQ3 show the superiority 
of the pre-trained model used by PreMulBVD for pseudo-code and ASTs 
representation. GraphCodeBERT is strong in both aspects. And the 
experimental results are in line with our expectations.

5.4. RQ4: Comparison of different decompilers.

PreMulBVD defaults to using IDA Pro as the decompiler to gen-
erate pseudo-code. In RQ4, we will analyze the impact of different 
decompilers on the vulnerability detection capability of PreMulBVD. As 
mentioned in Section 4.4, we will conduct experiments using IDA Pro 
and Ghidra as decompilers. The results of RQ4 are shown in Table  6.

In Table  6, PreMulBVD𝐼𝐷𝐴 represents the use of IDA Pro as the 
decompiler, and PreMulBVD𝐺ℎ𝑖𝑑𝑟𝑎 represents the use of Ghidra as the 
decompiler. The experimental results indicate that IDA Pro is slightly 
stronger than Ghidra in three metrics, but the overall performance dif-
ference between the two is not significant. Specifically, the differences 
between IDA Pro and Ghidra in metrics Accuracy, F1-score, Precision, 
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Table 6
Performance on different decompiler.
 Setup Accuracy F1-Score Precision Recall  
 PreMulBVD𝐼𝐷𝐴 0.9875 0.9731 0.9738 0.9720 
 PreMulBVD𝐺ℎ𝑖𝑑𝑟𝑎 0.9646 0.9700 0.9798 0.9604  

and Recall are 2.37%, 3.20%, 0.62%, and 1.21%, respectively, with the 
largest difference being only 3.20%.

The pseudo-code generated by IDA Pro performs better in terms of 
readability, variable recovery, type inference, and control flow opti-
mization. It can more accurately infer data types, eliminate redundant 
code, and generate structured C code that is closer to the source code, 
making the analysis more intuitive. Ghidra, on the other hand, does not 
perform as well as IDA Pro in the recovery quality of complex functions, 
especially when inferring pointers, struct members, and calling conven-
tions. It may generate more additional type casts or unoptimized code. 
Overall, the quality difference between the pseudo-code generated by 
the two decompilers is small, and the impact on the vulnerability 
detection of PreMulBVD is also minimal. This experimental result indi-
cates that different decompilers have limited influence on PreMulBVD, 
further demonstrating the good robustness of PreMulBVD.

5.5. RQ5: Comparison of improvements in vulnerability detection between 
pseudo-code and assembly code.

PreMulBVD uses pseudo-code instead of assembly code to represent 
binary code. As mentioned in Section 1, pseudo-code, compared to 
binary code, lacks the abstraction of high-level languages and cannot 
represent complex logic and data structures. Therefore, its semantics 
are limited and it is difficult to express advanced program intentions. 
The aim of this RQ is to demonstrate that pseudo-code is superior to as-
sembly code on different decompilers in binary vulnerability detection 
tasks. The final results of RQ5 are shown in Table  7.

Based on Table  7, it is evident that PreMulBVD shows
significant improvements over PreMulBVD𝑎𝑠𝑠𝑒𝑚𝑏𝑙𝑦+𝐼𝐷𝐴 and
PreMulBVD𝑎𝑠𝑠𝑒𝑚𝑏𝑙𝑦+𝐺ℎ𝑖𝑑𝑟𝑎 across all four metrics. Specifically, compared 
to PreMulBVD𝑎𝑠𝑠𝑒𝑚𝑏𝑙𝑦+𝐼𝐷𝐴, the improvements in terms of Accuracy, F1-
score, Precision, and Recall of PreMulBVD are 5.85%, 6.85%, 3.68%, 
and 9.97%, respectively. Compared to PreMulBVD𝑎𝑠𝑠𝑒𝑚𝑏𝑙𝑦+𝐺ℎ𝑖𝑑𝑟𝑎, the im-
provements are 10.81%, 9.44%, 7.80%, and 11.09%, respectively. The 
result confirms that using pseudo-code to represent binary code is more 
advantageous than using assembly code for vulnerability detection 
tasks. The reason why pseudo-code offers better vulnerability detection 
capabilities compared to assembly code lies in two aspects. First, 
assembly code lacks the abstract concepts of high-level languages to 
represent complex logic and data structures, which limits its semantics 
and makes it difficult to express the intentions of high-level programs. 
Second, in PreMulBVD, pre-trained models trained using datasets of 
high-level language code are employed. These pre-trained models are 
less capable of representing assembly code compared to pseudo-code, 
which more closely resembles high-level language code.

Moreover, the main reason why PreMulBVD𝑎𝑠𝑠𝑒𝑚𝑏𝑙𝑦+𝐼𝐷𝐴 performs 
better than PreMulBVD𝑎𝑠𝑠𝑒𝑚𝑏𝑙𝑦+𝐺ℎ𝑖𝑑𝑟𝑎 is that the assembly code gener-
ated by IDA Pro is generally clearer and more optimally structured 
compared to that generated by Ghidra. It tends to have less instruction 
redundancy, higher consistency in register naming, and greater preci-
sion in identifying function boundaries, which allows it to better parse 
local variables and calling conventions. Additionally, IDA Pro is more 
intelligent in handling instruction alignment and pseudo-instructions, 
reducing unnecessary ’NOP’ or ’JUMP’ pseudo-instructions.

As we mentioned in Section 1 and analyzed in Section 2.3, as-
sembly code has a poorer ability to represent high-level semantics, 
such as complex logic and data structures, compared to pseudo-code. 
The experimental results of RQ5 effectively demonstrate that pseudo-
code significantly enhances PreMulBVD𝑎𝑠𝑠𝑒𝑚𝑏𝑙𝑦’s vulnerability detection 
capabilities compared to assembly code.
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Table 7
Performance using assembly code generated from different decompiler.
 Setup Accuracy F1-Score Precision Recall  
 PreMulBVD 0.9875 0.9731 0.9738 0.9720 
 PreMulBVD𝑎𝑠𝑠𝑒𝑚𝑏𝑙𝑦+𝐼𝐷𝐴 0.9329 0.9107 0.9392 0.8839  
 PreMulBVD𝑎𝑠𝑠𝑒𝑚𝑏𝑙𝑦+𝐺ℎ𝑖𝑑𝑟𝑎 0.8912 0.8892 0.9034 0.8750  

Table 8
Performance using different optimization settings.
 Setup Accuracy F1-Score Precision Recall  
 PreMulBVD𝑑𝑒𝑓𝑎𝑢𝑙𝑡 0.9875 0.9731 0.9738 0.9720 
 PreMulBVD𝑂3 0.9835 0.9718 0.9807 0.9631  

5.6. RQ6: Comparison of different optimization settings.

When constructing the dataset, we compiled the source code from 
the Juliet Test Suite into binary code using the default optimization 
level. However, in practical compilation scenarios, various optimizers 
are used. Therefore, in this research question, we will include the 
highest optimization level O3 of the GCC compiler as a comparison. 
We will compare the differences in PreMulBVD’s vulnerability detection 
capabilities between binary code generated at the default level and at 
O3. The final results of RQ6 are shown in Table  8.

In Table  8, PreMulBVD𝑑𝑒𝑓𝑎𝑢𝑙𝑡 represents training and detection us-
ing binary code generated with the default optimization level, while
PreMulBVD𝑂3 represents training and detection using binary code gen-
erated with the O3 optimization level. By observing the results in 
Table  8, it is evident that regardless of whether the binary code 
is generated using the default optimization level or the O3 level,
PreMulBVD demonstrates excellent and consistent vulnerability detec-
tion capabilities. Specifically, the differences between PreMulBVD𝑑𝑒𝑓𝑎𝑢𝑙𝑡
and PreMulBVD𝑂3 in metrics Accuracy, F1-score, Precision, and Recall 
are 0.41%, 0.13%, 0.71%, and 0.92%, respectively, with the largest 
difference being only 0.92%. Therefore, based on these experimen-
tal results, we can conclude that PreMulBVD can effectively detect 
vulnerabilities in binary code generated at any optimization level.

The differences in code generated at different optimization levels 
mainly lie in execution efficiency and size. However, the optimization 
process preserves the core logic and functionality of the program. The 
control flow and data structures remain largely the same, with adjust-
ments in details such as loop unrolling and function inlining. These 
adjustments have minimal impact on the vulnerability statements, so 
they do not significantly affect PreMulBVD’s vulnerability detection 
performance.

6. Threats to validity

Although PreMulBVD has the overall effectiveness, there are several 
threats:

Constructed threat. PreMulBVD is model-agnostic, in which the 
pretraining module can be replaced using a variety of pre-trained 
models, and in our experiments, we evaluate its portability by in-
tegrating four typical models, namely GraphCodeBERT (Guo et al., 
2020), CodeBERT (Feng et al., 2020), ContraBERT (Liu et al., 2023) 
and UniXcoder (Guo et al., 2022). As to whether the proposed ap-
proach is applicable to other pre-trained source code models, such as 
CodeT5 (Wang et al., 2021), we did not explore them because they did 
not sufficiently match our requirements for pre-trained models.

Internal threat. PreMulBVD uses IDA Pro, which has been widely 
used, as a tool to decompile binary code. Although its effectiveness 
has been widely verified, it may not be able to decompile binary code 
completely and correctly in some cases, which may have an impact on 
the accuracy of vulnerability detection.

External threat. Although we have already assessed the effective-
ness of PreMulBVD in the C and C++ programming languages, many 
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other languages remain unevaluated due to the limitations of avail-
able datasets. To fully determine the generalizability of PreMulBVD, 
it will be essential to conduct evaluations across a broader range of 
programming languages in the future.

Our experiments are all based on binaries generated by the GCC 
compiler. The applicability of our findings derived from the evaluation 
may vary for binaries produced by other compilers, such as Clang or 
MSVC, as different compilers and optimization settings can introduce 
variations in the resulting binary code.

7. Related work

Current techniques for detecting vulnerabilities in static binary code 
can be broadly categorized into methods based on code similarity and 
those based on vulnerability patterns (Wang et al., 2023a).

7.1. Methods based on code similarity

Code similarity-based methods involve creating a pre-existing
database of known vulnerable code snippets and then measuring the 
similarity between the target code and these known snippets. If the 
similarity surpasses a certain threshold, the target code is considered 
to have the same vulnerability. The most intuitive way to compute the 
similarity of binary functions is to use the contents of the assembly code 
to compute edit distances to detect similarity between functions. Khoo 
et al. concatenated consecutive mnemonics from assembly language 
into N-grams for similarity calculation (Khoo et al., 2013). After the 
advent of methods for directly analyzing assembly code, methods focus-
ing on comparing the similarity of graphs began to appear (Eschweiler 
et al., 2016; Feng et al., 2016; Pewny et al., 2015). David et al. 
proposed Trecelet, which concatenates instructions from adjacent basic 
blocks in Control Flow Graphs (CFGs) for similarity calculation (David 
and Yahav, 2014), but the computational efficiency of this method is 
very poor. To improve the computation efficiency and increase the 
accuracy of the results, Feng et al. proposed Genius, which utilizes 
machine learning techniques for function encoding (Feng et al., 2016). 
Genius builds on CFGs by transforming CFGs into attributed control 
flow graphs (ACFGs) through feature engineering and calculates the 
similarity via graph embeddings generated by comparing with the 
codebook. Then Xu et al. proposed Gemini (Xu et al., 2017), which used 
a graph embedding network that evolved from Structure2vec (Dai et al., 
2016) to embed ACFG into vector space, where the network parameters 
are trained with Siamese network architecture (Bromley et al., 1993). 
FIT first learns semantic features from binary code using a neural 
network model, which is used to screen out the potential vulnerability 
functions (Liang et al., 2020). SAFE extracts semantic information 
from assembly instructions and generates embedding representations of 
functions using a self-attentive neural network (Massarelli et al., 2021). 
VulHawk lifts binary code to an architecture-agnostic intermediate rep-
resentation, uses entropy-based adapters to align function embeddings 
across environments, and applies a progressive search strategy (Luo 
et al., 2023). Asteria-Pro adopted a TreeLSTM network to summarize 
function semantics as function commonality and introduces domain 
knowledge before and after deep learning model-based function encod-
ing to eliminate a large proportion of non-homologous functions and 
score homologous functions higher, separately (Yang et al., 2023).

However, these methods tend to be less generalizable, especially 
for cross-architecture detection, and they have difficulty extracting 
features that are shared across architectures (Yang et al., 2023). So 
for more accurate detection, semantic-based methods are proposed and 
applied to code similarity detection, which focus on code functionality. 
Feng et al. proposed extracting conditional formulas from raw binary 
code, lifting it to a platform-independent intermediate representation 
(IR), and using data-flow analysis for binary code similarity detec-
tion (Feng et al., 2017). 𝛼diff proposed by Liu et al. uses the raw bytes 
of a function, the function call, and the function’s import function to 
extract three types of semantic features for similarity detection (Liu 
et al., 2018).
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7.2. Methods based on vulnerability patterns

However, code similarity-based methods can only detect cloned 
vulnerabilities, making it difficult to detect unknown vulnerabilities, 
and it is necessary to construct a complete vulnerability database, 
otherwise the accuracy of detection will be affected.

In contrast, the pattern-based methods solve both of these problems, 
which focus on identifying specific patterns or signatures that indicate 
the presence of vulnerabilities in the target code (Wang et al., 2023a). 
Firmalice employs symbolic execution and program-slicing techniques 
to extract features and proposes a novel model to detect hidden authen-
tication bypass backdoors in target embedded devices (Shoshitaishvili 
et al., 2015). CWE_checker utilizes pattern matching to identify po-
tential unknown vulnerabilities by leveraging vulnerability patterns 
based on Common Weakness Enumeration (CWE), which are defined by 
human experts (Nils-Edvin, 2019). However, the vulnerability detection 
capability of these methods relies on predefined patterns, which are 
often too general and must be extracted manually, resulting in poor 
detection capabilities and cumbersome processes.

Therefore, some researchers use deep learning to learn vulnerability 
patterns automatically. Le et al. developed MDSeqVAE, a VAE-based 
detection method. It embeds instructions by splitting them into op-
code and instruction information, then splicing them together. VAE 
maximizes divergence between vulnerable and non-vulnerable code, 
highlighting crucial regions (Le et al., 2019). Lee et al. proposed to 
learn hidden patterns in assembly code and presented an instruction 
embedding method called Instruction2vec (Lee et al., 2019). They 
noted the fixed syntax of assembly code and used vector concatena-
tion to make Instruction2vec more informative than word2vec. The 
learned vector representations are then used to train Text-CNN to 
extract features of vulnerable code. HAN-BSVD trains an instruction 
embedding model using BiGRU and a word-attention module. It then 
integrates the attention mechanism with a text-CNN to build a feature 
extraction network that captures local features and highlights key areas, 
thereby extracting more effective vulnerability features (Yan et al., 
2021). Recently, some researchers have further improved the represen-
tation of features and used library/API function calls as an important 
determination basis for vulnerability detection. BVDetector extracts 
program slices related to library/API function calls at the assembly code 
level (Tian et al., 2020). VIVA effectively identifies both known and 
unknown vulnerabilities by utilizing binary program slicing techniques 
in combination with decompilation, which helps generate patterns for 
detecting vulnerabilities and patches (Xiao et al., 2021).

All of these methods focus on better representing the binary code 
after disassembly, in this paper, we use pre-trained models to repre-
sent the pseudo-code and ASTs disassembled from the binary code, 
which improves the accuracy of the representation as well as the 
generalization of the methods compared to the traditional methods.

8. Discussion

Decompilers may affect the performance of our proposed model. 
Since our method relies on pseudo-code to extract features, it can only 
handle binary code that can be successfully decompiled into pseudo-
code and cannot be used for instruction sets that are not supported 
by decompilers. At the same time, current decompilers do not ensure 
the generation of completely correct pseudo-code, so the performance 
of the model is affected by the decompiler. A better decompiler can 
effectively improve the performance of the model.

There may be a gap between the pre-trained model and the pseudo-
code. Based on our observation of the pseudo-code generated by decom-
pilation, it contains some hardware-level functions that are not often 
used in high-level languages, while the pre-trained models are often 
trained on high-level language program datasets, which may not be 
able to represent these code correctly.
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9. Conclusion

In this paper, we introduce PreMulBVD, a new approach to binary 
code vulnerability detection. PreMulBVD utilizes abstract syntax trees 
(ASTs) and pseudo-code to obtain the structural and semantic infor-
mation of the code and further generates embeddings for them using 
pre-trained models. PreMulBVD uses the popular decompiler IDA Pro to 
decompile binary code. The resulting assembly code is further parsed 
into pseudo-code and ASTs, thus preserving both the sequential se-
mantic and structural information of the binary code. The pseudo-code 
is normalized to ensure that information not related to vulnerability 
detection is filtered, while the ASTs are represented in the form of 
graphs to meet the input requirements of the deep learning model.
PreMulBVD uses a pre-trained model, in particular, GraphCodeBERT, 
to obtain embeddings serving as the representation of the pseudo-
code and ASTs. PreMulBVD combines GraphCodeBERT with Multi-Layer 
Perceptron (MLP) to build a classifier, which is then fine-tuned using 
our dataset. The fine-tuned model is used for binary vulnerability 
detection. Taking a function-level binary program as input, the model 
can determine whether the program contains a vulnerability or not.

To evaluate the effectiveness of PreMulBVD, we designed and con-
ducted experiments on a commonly used dataset, the Juliet Test Suite, 
compared its performance with state-of-the-art methods, and investi-
gated the influence of PreMulBVD’s individual components on the vul-
nerability detection result. Our experimental results show that PreMul-
BVD achieves high accuracy, precision, recall, and f1-score and it out-
performs current state-of-the-art methods. These results demonstrate 
the effectiveness of PreMulBVD for binary vulnerability detection.
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